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Data governance and
compliance by design

Fuse intelligence across organisations to improve situational awareness



CLIENT EXAMPLE: NCSC-NL

© NCSC-NL’s secure data-sharing platform based
on Roseman Labs

> 100 partners share sensitive data they would
"™ not have shared otherwise

Success: First take down, partnering to

secure Dutch vital infrastructure

Roseman Labs Notes: Read our publication with NCSC
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https://rosemanlabs.com/en/blogs/securened-important-building-block-for-public-private-information-sharing

CLIENT EXAMPLE: COCO GERMANY

Open FinCrime Network

3 3 mths

banks, expanding to 8 to first results

Frauvdulent Network Identification

SO e >10M

A fraud investigation at one bank flags a customer: Hans Mueller,

in savings identified

suspected of coordinating a mule account network. The bank's in-

customer accounts

ternal data shows a handful of suspicious transactions. Enough to

investigate, not enough to see the full scope.
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Roseman Labs Fraud damage down 30-60%; legal basis cleared by all three banks under existing legislation.



ANONYMISED CLIENT EXAMPLE: PORTS & LOGISTICS

More data, more situational awareness

i §> FUSE INTEL
Three sources, one picture

Site cameras, police records, stolen-vehicle registry

= MATCH
Suspicious plates flagged

Plates checked without exposing datasets

4 Act
Respond faster

Teams alerted to repeat patterns and networks, not single incidents

>. Roseman Labs Notes: 7 parties under one sharing agreement; pilot ran H1 2025 on dummy data, privacy function engaged from day one. 04



INNOVATION

Encrypted Computing Unlocks
Valuable Sensitive Data

Encryption in use

Roseman Labs

L Only reveal results

L Owners remain in control

L Quantum proof

05



SOLUTION

Roseman Labs: Encryption-in-use, end to end

e

» CEEy — A oo Thesneuer

%o Entity matching

B | _ v Node 2 (7) Risk alert
_ d5a0 38f7 cl9b..

< Network analysis

Node 3
e ii;i = - 7b46 ef05 2adc.. © Advanced analytics
01 Raw data stays at source. 02 Encryption-in-use. 03 Only the insight is decrypted.

Roseman Labs
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The Roseman Labs product

Web platform Analytics software

e Data governance e Convenient for analysts
e Authorise analyses ¢ Integration with modern data stack

" e = & P8 Roseman Labs
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REQUESTS

Random forest classification

1. General information 2. Choose particpants 3.Data validation )
| Added in version 114.

Create data request

General information Name :
) e enerllomatnis sl o[~ Introduction
participants and users in this platform Medical data " . . . .
SURVEYS -_———————————— Getting d A random forest classifier classifies data into a number of categories by applying a number of
Descript B
Hescription decision trees to it. Given a sample, by following the decision tree from the root to the leaves, a
USER GUIDE probability is derived of that sample belonging to the respective categories. In a random forest,
P an overall prediction is obtained by averaging the predictions of its respective trees. Random
Submit by forests are a widely used classifier for tabular data since they can be trained on relatively small

‘ dd/mm/yyyy amounts of data with little customization.

Crandas provides an implementation of random forests similar to the one offered by sklearn. This
ANALYSES & user guide shows the steps needed to preprocess training data, fit the model, and apply it.

ting data "
g For more information on random forests generally, see:

World’s fastest encrypted computing engine - Easy to deploy

Roseman Labs > 100.000 records per second. Read ‘Roseman Labs Engine: Unveiling Breakthrough Performance with Intel® Liftoff’ 07



https://rosemanlabs.com/en/blogs/unveiling-breakthrough-performance-with-intel-liftoff

SOLUTION
Easy-to-use
Processing >100k records/second
Running on commodity hardware

Suite of Al/ML capabilities

Easy to build your app on top

Roseman Labs

ANTI-MONEY LAUNDERING
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TRACK-RECORD

Examples

Cyber Intel sharing
Detecting Child Abuse
Recovering Stolen Vehicles
Preventing Organized Crime

Anti-Money Laundering

UNCOVERING CRIMINAL NETWORKS

SecureNed, important
building block for
Public-Private
information sharing

Developing a safe and trusted
€ollaboration environment to monitor ahd:
combat human trafficking

UMC Utrecht: When
patient data is too
sensitive to share

Innovation Sandbox Programme in
partnership with the Central Bank of
Ireland

Roseman Labs Links to cases: Cyber intel sharing; Detection of Child Abuse; Recovering stolen vehicles; Fighting human trafficking; Anti-money laundering
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https://rosemanlabs.com/en/blogs/securened-important-building-block-for-public-private-information-sharing
https://rosemanlabs.com/en/customers/umc-utrecht-when-patient-data-is-too-sensitive-to-share
https://rosemanlabs.com/en/blogs/vbv-stolen-cars-shared-intelligence-a-new-lease-of-life-for-theft-prevention
https://coe-dsc.nl/findings-improved-monitoring-of-human-trafficking-use-case/
https://rosemanlabs.com/en/blogs/why-it-has-to-be-secure-multi-party-computation-keeping-gdpr-intact-across-the-whole-anti-financial-crime-chain

CERTIFIED SOLUTION

Experts recognize our quality
and security leadership

01 Three-time winner National Privacy Award

Certification(!) by Dutch General Intelligence and Security
Service (AIVD)

03 IS0 27001 Certified

Full source code review incl. cryptography, by NCSC-NL
following ISO 25010

Roseman Labs

(1) BSPA report published on AIVD website (under ‘Virtual Data Lake’). With AIVD, we are working towards next level(s) of certification: DEP-V, NATO and EU Restricted.
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https://www.aivd.nl/onderwerpen/aandachtsgebieden/informatiebeveiliging/ontwikkeling-en-evaluatie-beveiligingsproducten/bspa-geevalueerde-producten

Roseman Labs

Thank you

Toon.Segers@rosemanlabs.com

Let’s connect on LinkedIn

Director Security & Defense
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SOLUTION

AI/ML on encrypted data

THE EASY-TO-USE WEB INTERFACE

Protect your training data o o

2. Choose participants 3. Data validation

Create data request 1. General information

REQUESTS

Protect your model
2] The general information is visible for all
participants and users in this platform. Medical data
SURVEYS

Description

0

Submit by

Protect your prompt i

BRING YOU OWN PYTHON SCRIPTS

B8 Rosemantabs  pandom forest classification

| Added in version 1.14.

GETTING STARTED rOdUCtion

A random forest classifier classifies data into a number of categories by applying a number of
decision trees to it. Given a sample, by following the decision tree from the root to the leaves, a
probability is derived of that sample belonging to the respective categories. In a random forest,
an overall prediction is obtained by averaging the predictions of its respective trees. Random
forests are a widely used classifier for tabular data since they can be trained on relatively small
amounts of data with little customization.

porting data

Roseman Labs 12



BACK-UP

Back-up: Using Roseman Labs’ Product

" .

Roseman Labs
Engine

Roseman Labs 13



