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Hallucinations
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"generated content that
appears factual but is
ungrounded”
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A US judge has fined two lawyers and a law firm $5,000 (£3,935)

after fake citations generated by ChatGPT were submitted in a
court filing.

Schwartz had admitted that ChatGPT, a chatbot that churns out
plausible text responses to human prompts, invented six cases he

referred to in a legal brief in a case against the Colombian airline
Avianca.



Hallucinations

"generated content that
appears factual but is
ungrounded”
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summarise this article https://www.nytimes.com/2023/03/11/technology/chatgpt-prompts-
to-avoid-content-filters.html

The article discusses how ChatGPT, an Al language model, is being used to circumvent
content filters that are designed to detect and block certain types of content. By generating
prompts that are less likely to trigger these filters, ChatGPT can be used to create content
that might otherwise be censored. While this technology could be useful for those seeking
to express themselves freely, it also raises concerns about the potential misuse of Al-
generated content, as well as the difficulty of regulating such content in the future. The
article concludes by noting that there is still much to learn about the impact of Al language

models like ChatGPT on the way we communicate online.
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A Global Leader

iIn Decision Intelligence

Solutions

Foundedin 2016

grown to 750+ innovators,
thinkers, solution finders,
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OUR MISSION
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How Quantexa enables genAl (Knowledge Graph RAG)
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Data Ingestion
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No-code data ingest,
cleansing, parsing,
and enrichment.
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Create complete 360°
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Knowledge Graph
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Use the context rich
graph representations
to build and transform

knowledge graphs.
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Contextual Al Data Exploration &
Visualization
Uncover entity, event, Support, augment
and graph level and automate
insights for context rich decision-making.
scoring models and
explainable Al.
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Contextual Grounding (Q Assist)
Combine the power of knowledge graphs and LLMs
for trusted Gen Al applications.

Scalable

Fast to deploy

Transparent
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Highly accurate
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Granular security

Open Architecture




How Quantexa enables genAl (Knowledge Graph RAG)

Biographies
Criminal Recor‘;ds
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Data Ingestion

ST

No-code data ingest,

cleansing, parsing,
and enrichment.

Entity Resolution
QO O
S
ia
Create complete 360°
views of people,

organizations and
places.




Entity Alias/Matching

Use exact values
* First/Last Name = same
« Passport#= same

Use fuzzy values
» Firstname = alias (john, jon, juan)
* Lastname = Soundex/Metaphone

Arabic / CJK translations
Last 4 digits of SSN

Date-of-birth
* +/- years
«  Match MM/DD ... DD/MM

Similar Phone/Address

Same Bank Branch Locations
Within 5 miles of Zip Code
Common account numbers
eMail Variations (x.y.z@com)
Q-Python

q Quantexa®

MIGUEL MIKEL
\ / MIGUEL
MIGUEL
weak name connection
MICHAL MICHEL MICAHEL
MIKE // MICK MICHAEL

MICHEAL

 —— MICHAEL

\
ML // \ /I\/IIKAEI_

MICKAEL

weak name connection

l\/IIHAI

MIKHAIL /M'CHNL MICHAIL

l\/IICHALIS
I\/IIHAIL / \

MYKHAILO ———

MYKHAYLO



The Challenges

92 Avenue des Champs-Elysées, Paris, France

92 Avenue des Champs-Elysées, 75008 Paris, France

92 Ave des Champs-Elysées, Paris, France

92 Champs-Elysées, Paris, France

92 Avenue des Champs-Elysées, Paris, lle-de-France, France
92 Avenue des Champs-Elysées, 75008 Paris, lle-de-France, France
92 Avenue des Champs-Elysées, 75008 Paris

92 Champs-Elysées, 75008 Paris, France

92 Avenue Champs-Elysées, Paris, France

92 Champs-Elysées, Paris, lle-de-France, France

92 Avenue Champs-Elysées, 75008 Paris, France

92 Avenue Champs-Elysées, Paris, lle-de-France

92 Avenue Champs-Elysées, 75008 Paris

92 Ave Champs-Elysées, Paris, France

92 Ave des Champs-Elysées, Paris, 75008 France

@ Av. des Champs-Elysées 92, 75008 Paris, France



Address Standardization / Normalization

Convert messy real-world addresses:

Input Output

One-hundred twenty E 96th St 120 east 96th street

C/ Ocho, PI. 4 calle 8 poligono industrial 4
V XX Settembre, 20 via 20 settembre 20

Quatre vingt douze R. de I'Eglise 92 rue de | eglise

Normalization also to multiple variants:

Parse accuracy

, 92 avenue des champs-elysees
92 Ave des Champs-Elysees 92 avenue des champs elysees
99% 92 avenue des champselysees

Transliterations:
On unseen data

Marktstralle 14 markt strasse 14
yn KapeTtHoi Paa, 4 4, CTpoeHne 7 ynuua KapeTHbIv paa Aom 4 cTpoeHne 7
T A —— yn KapetHbii Psig, o 4, ctpoenuve 7 ulitsa karetnyy ryad dom 4 stroyeniye 7




Cleansing / Parsing — Out-of-the-box Functionality fai,

DATA/EXTRACT

Last Name
O First Name
(=) Middle Name

Date of Birth

Street
City
State
Zipcode
Country

ID-Type

Number

== | Description
Country
Issue-State

Do
Il

Number
sss | Type
Ext

q Quantexa®

TRANSFORMS

Name parser
Name synonyms

Gender guesser

Address parser
Address standardizer

Country Imputation

ID-Parser

SSN-Validator

Phone standardizer

Email parser

ELEMENTS

Soundex
Metaphone

Double Metaphone
MinHash
Synonyms/Alias
Transliteration
Known Variants

House number
County

Suburb

PO-box check
Congressional district
Zip-centroid

Postal Zip->City

Number of characters
Sequence checks
formatting

validation (SSN/ITIN)
Check-digits

Cell/fixed Classification

Carrier
Country/Region

Validity check Geocoding

Validator
Username
Domain
Sub domain

COMPOUNDS

> First Name + Last Name + House Number + Street + Zip Code
> First Name + Last Name + Phone

» Fuzzy First Name + Fuzzy Last Name + Phone

> Date of Birth + House Number + Street + Zip Code

» Date of Birth + Company Name

» Date of Birth + Phone

> National |dentifier

> efc...

Over +400
Compounds

How unique is the value?

Last Name First Name DOB Gender City

-1

63968
unigue values -
O .. O

D D

X Y
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Entity Resolution — are they the same?

7

PARTY
JONATHAN SMITH

-

Johnathan Smith
Date of

—

4 SAR

PARTY
JOHN SMITH

John Smith

Date of
Birth

12/03/1980

Address 48 Second Avenue

ID Number AB98765

4

BOI

PARTY
JOHNNY SMYTH

ID Number AB-98765

J
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7

PARTY
JOHN SMITH
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Entity Extraction from SAR Narratives

ot least o year pATE WO CARDINAL Michael Greene  pegsON

Jane Bren  penson DOBDS/04/1990)

Happy Valley Garment Busness oag DATE

7 cARDINAL

LOC/COUNTRY the Bank of Hope ope St lohns  ocsarry Antigua  LOC/COUNTRY

S000 mMoONEY and the trar : weekly pare ONe  CARDINAL

NARRATIVE Michael Groene pegsON '~

5 DATE WO MONEY

SAR

ter in the af

Greenes pERSON

Yonkers Loty NY o¢/starnt

I[dentify entities and connections
in unstructured data

« People

« Org

o AddreSS/LOC MARY MATTHEWS

- ID/SSN T~

* Phone
e
* Account &« $

* |P-Address/URL (Q / SAR

*  Emall
JAMES MATTHEWS

A
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010 25th St NW. Ape C

DOB:0L/10/1992 pare
LOC/STREEY

James Mattheos  pensoN

earlier this month parg

Greater Bank of New

Michae! Greene  peRsON

Wazhington wocsary
Mary Matthews  persoN

Michael Greene  pemsoN

DC

LOC/STATE
Antigua

Jane Bren

Groens peRsoM  21termpted the |

Greeoe peRsoMN

York  orG

JANE BREN

~__ o

MICHAEL GREENE

1010 25™ STREET NW, APT C
WASHINGTON DC

HAPPY VALLEY

GARMENT BUSINESS



How does Quantexa prevent hallucinations?

Biographies
Criminal Records
i ( A e A ( A
Transactions | Data Ingestion Entity Resolution Knowledge Graph
CDR 0 O
| Structured q?—GP %g)
S _ El) it
No-code data ingest, Create complete 360° Use the context rich
: cleansing, parsing, views of people, graph representations
; and enrichment. organizations and to build and transform
'Unstructured places. knowledge graphs.
Case Notes
OSINT i _ J _ y, - J

Court Proceedings

Social Media

-
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Knowledge Graphs

Organize data from multiple
sources, capture information
about entities of interest in a
given domain or task (like
people, places or events), and
forge connections between
them

q Confidential | Quantexa®




Build views of entities and
their connections in your
data to uncover relationships
and insights that are relevant
to your business problem.

Graph Generation finds business domain
relevant sets of entities, documents and
links within across the whole entity
population.

Graph Analytics then applies scores, graph
analytics, graph machine learning for finding
insights and RAG for contextual grounding
of Gen Al.

Q Confidential | Quantexa®

a

Graphs surface the relevant data for your unique problem
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How does Quantexa prevents hallucinations

Biographies
Criminal Records

: e N ( A ( A ( A
Transactions Data Ingestion Entity Resolution Knowledge Graph Contextual Al
e s | S &6 Ho fo}

' I

No-code data ingest, Create complete 360° Use the context rich Uncover entity, event,

I cleansing, parsing, views of people, graph representations and graph level

' and enrichment. organizations and to build and transform insights for context rich

N 'Unstructured places. knowledge graphs. scoring models and
explainable Al.

Case Notes
OSINT i . J U J U J U J

Court Proceedings

Social Media
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Contextual Al

Rolldown and
aggregation

Analytics
typically
around
Focal
Entity

Document and
ﬁ transactional scores
\* Quantexa Assess

q Confidential | Quantexa® 18



The Context Aware Gen Al Technology Suite

Deploy, control, and operationalize Gen Al that’s
grounded in contextual data to augment decisioning

» QAssist Copilot:

Information retrieval, data analysis, and reporting copilot that streamlines and enhances
research, Investigation, and decisioning processes

* Q Assist Prompt Builder:

Build, share, and maintain prompts that are grounded in contextual data for more accurate and
trusted responses

Tools, connectors, and APIs designed to securely link Quantexa’s Decision Intelligence
Platform with LLMs and conversational Al systems right out-of-the-box

q Confidential | Quantexa®

1 Assist

19



Vehicle Registy /e : See how Quantexa’s Al capabilities help Officer Jerome uncover Tobias
el nedi i ANPR — Black’s criminal network:
“recorts” Focus: Exposing a sophisticated drug smuggling operation.
Data Sources: Integrates information from:
* Vehicle Registry
* ANPR (Automatic Number Plate Recognition)
« CDR (Call Detail Records)
« Financial transactions
« Social media activity

* Travel records

CALL DetablL
ReCOROs

e . « Others
) (@) Social Medias| « Outcome: Reveals hidden connections and patterns, aiding law
| T Bl enforcement in dismantling the criminal organization.

q Confidential | Quantexa® 20




Prepare Interviews

Based on all relevant
information the Al proposes
a list of interview questions,
a line of inquiry or detects
inconsistencies in the
different statements.

q Confidential | Quantexa®

agentAl

The Al agent acts as a
investigators and
automatically collects data
during the pre investigations
based on what it deems a
important.

Find Similar Cases

Reduce investigative
workloads by using context
to generate only high-
quality alerts, reduce false
positives, and reduce
investigation time from
WEELE

to hours.

Write Standardized
Reports

Augment and enhance in-
house capabilities using an
open architecture, which
enables

rapid scaling to accelerate risk
detection across multiple
public-sector agencies.

21
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