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NCA as a Supreme Audit Institution

» Supreme Audit Institutions are
responsible for auditing government ‘ »
spending
« Oversee management of public funds
* In the Netherlands, the Dutch SAl:
 Independent High Council of State
» Unique and special powers to audit
 Regularity audits on the Dutch annual
reports
» Performance audits to assess if
policies have intended effects and
central government working
efficienctly.
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Digitalisation affects What & How We Audit
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Focus on Al in central government

Report | 16-10-2024

The Dutch government does not know if many of its artificial
intelligence (Al) systems work as intended. Government
organisations say they have not weighed up the opportunities of
more than half their Al systems against the risks. A focus
investigation by the Netherlands Court of Audit of 70 government
organisations, furthermore, concludes that there is an incentive for
the organisations to classify their systems as low risk.



Rationale

« Strategic Action Plan for Al (2019):
“The government makes optimal use of
Al in the performance of public tasks”

« Responsible use of Al requires insight
into how Al is used

» Al Act increases the need for having
insight into use of Al

* Investigation follows on previous

investigations on the use of algorithms

Strategic Action Plan for
Artificial Intelligence




How we approached Al in our study

Al is an algorithm but not all algorithms are Al

Definition of Al in the Al Act Algorithms Instructions executed
“Al system’ means a machine-based system that is designed to operate with 510100 o by a computer
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Research approach

« Requested inventory of Al systems from 70
organisations in the Dutch central
government

* In-depth interviews with 11 organisations

» Study focuses on organisational deployment
of Al
» Al systems for military or national security

purposes outside of scope

 Findings are based on self-reported

information



Use of Al in preliminary phase

Most surveyed organisations use Al
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Figure 6 Number of Al systems in use by organisation

Government organisations use few Al systems
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433 Al-systems in the inventory

Figure 4 Status of Al systems

Most Al systems are ongoing experiments

Ongoing experiment
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In use
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Generative Al

Most generative Al systems are experimental
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Opportunities of Al

Government organisations expect Al to increase the efficiency and
effectiveness of work processes

Assisting in
programming of
ICT systems

Prioritisation
of tasks

Rapid retrieval
of required
information

Opportunities
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Automation
of tasks

Better detection
of risks

“At the moment, Al is particularly opportune in the
field of business processes. For example, to
categorise information for internal purposes, such
as information management, summarising key
information, routing workflows and contributing to
learning and supporting staff.”
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What is Al used for?

Figure 8 Examples of Al applications in government

Types of Al applications at government organisations

Al is primarily used for purposes that do

not directly impact citizens and

* Analysing internal ® Predicting the risk of ® Assisting in programming
. documents offences of ICT systems
bUSII‘IeSSGS e Converting speech totext e Checking document ® Text writing/editing
compliance

« Most often for knowledge processing

O Knowledge acquisition @ Service delivery
® AI W|th a d|reCt |mpaCt on C|t|Zen mOSt « ldentifying social ¢ Predicting who will benefit e Identifying suspicious
media trends from proactive service behaviour in computer
I .. _t d f _t o Predicting staff delivery networks
commonly in inspection and enforcemen Predcune « Answering questions from  Monitoring news
citizens and businesses reports
procedures
® Detecting disruptions * Biometric identification * Processing votes from
® Predicting infrastructure of persons polling stations
maintenance ® |dentification of objects * Transcribing parliamentary
requirements on photographs debates
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Examples of Al in the JHA domain

Most Al systems are used by J&V and A&M

* Many Al-systems included in JHA-
domain:

Al system help report internet scams
online

Experiment with a robot dog for cel
inspections

Al system comparing
fingerprints/handprints to establish a
person identity

Transcribing and translating interviews
in a migration-related context
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Performance of Al still unclear
Often unknown what Al systems in use actually achieve

M Farworse [ Worse As expected [ Better M Far better Unknown

| | | |
Ongoing experiment | 22% I‘ 72%

In use I 49% .I 35%

| | | |
0% 25% 50% 75% 100%




Barriers to the use of Al

Government organisations name various obstacles to the development

andse of A1 - Wide variety of obstacles mentioned that
impede Al's development and use
mosion Gatashamg. « Many Al experiments have been
o o terminated
regulations

» Necessary capacity to start/proceed with

Unsuitable T Organisation Budgetary

ifrastructure Al not always present
Obstacles
Inadequate Information Compliance
data management
Increasing
pon compliance burden
data quality " . .
E é « "Al systems can only be implemented if

the IT platforms are up to the job. This is
currently far from being the case”
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Al systems developed by public administrations themselves

Most Al systems are developed entirely in-house

Developed entirely 115

in-house

Purchased from
external party

Developed in collaboration
with external parties

Other | 13

Unknown 19
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This figure presents information on only the 287 Al systems currently under development or in use.



Most systems indicated as minimal risk

Still a work in progress:

Organisations classify most of their Al systems as minimal risk

“We have classified relatively simple Al and

Minimal risk 155 Al that doesn’t have an external impact as
‘ . . n H
umierisc [ “‘minimal” and advanced image and text
Hghrisk processing algorithms as “limited”. When we
get round to the actual classification, we
Unknown 42
‘ expect we’'ll have to reclassify some
0 40 80 120 160
This figure presents information on only the 287 Al systems currently under development or in use. systems. ”

| Algemene Rekenkamer



Risk assessments not always done

Table 1 Risk assessment instruments for Al systems

Type Instruments used

Algorithms/Al Netherlands Court of Audit Algorithm Assessment Framework
frameworks Algorithms Manual
Algorithms Implementation Framework

. Fundamental Rights and Algorithms Impact Assessment (FRAIA)
Not all AI systems underwent a risk assessment EU Al Act Compliance Checker

Al Impact Assessment

Risk Privacy frameworks Data Protection Impact Assessment (DPIA)

assessed Machine learning addendum to existing DPIA
Privacy check

Not risk Other frameworks Ethical check

assessed Ethical Impact Assessment (EIA)
Information security risk assessment

Unknown General Security Requirements relating to Defence
Orders (ABDO)

0 50 100 Data Governance Act Impact Analysis (DGA)

Cloud assessment framework

This figure presents information on only the 287 Al systems currently under development or in use. .
Business case

Quickscans Information security quickscan
Government Information Security Baseline (BIO) quickscan
DPIA quickscan
Pre-DPIA
Accelerated FRAIA
Algorithm checklist
Al risk scan
Assessment of main features
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Concluding remarks

» Use of Al in the Dutch central government is preliminary
« Al use mainly in applications that do not directly
impact citizens or businesses
« Al offers potential for government organisations
» Obstacles prevent them from maximising this potential
» Most Al systems classified as minimal risk
* However, Al systems did not undergo a formal risk
assessment
» Might be an incentive to downplay the risk

classifications
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Thank you for your attention!

Stay connected!
c.vannoordt@rekenkamer.nl
www.linkedin.com/in/colin-van-noordt/
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