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Public Sector Identity Management? A Definition.

We understand Identity Management as all IT-supported administrative measures which allow an
efficient and secure legal enrolment, update or identification of an identity of a person.
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Public Sector Identity Manageme

IDM is defined by

continually shaping the constituent
parts of IDM at the best extent
possible from a user’s perspective.

</>

~_ IDM is defined by
continually identifying weak spots and
errors in the constituent parts of IDM.

/

We understand Identity Management as all IT-supported administrative measures which allow an
efficient and secure legal enrolment, update or identification of an identity of a person.
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Foundation of an efficient and secure IDM?

;&, ¥ Public Sector Identity Management

Federal

Armed Forces Services Justice LEA Border Administration

Asylum Foreign Affairs Police Federal States

Clients checks
on territory,

BCK, RTP,

National EasyPASS, IGA, Integrls,

System KON Systeme ZIMP, AFIS, ...
control camp ECRIS-TCN, ...

Clients asylum

Access
and civil

registration, ...

Visaclients, ... records
department,
asylum, ...

SSS, GES-GK ... NBMS, VIS GA,
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Foundation of an efficient and secure IDM?

;&, ¥ Public Sector Identity Management

Federal

Armed Forces Services Justice LEA Border Administration

Asylum Foreign Affairs

European Regulations and Directives

National Regulations and Directives

Technical Requirements and Standards

BCK, RTP,

Access National
System KON Systeme ZIMP, AFIS, ... EasyPASS, IGA, Integrls,

Visaclients, ...
control camp ECRIS-TCN, ...

SSS, GES-GK ... NBMS, VIS GA,

Police Federal States

Clients checks
on territory, Clients asylum
records and civil
department, registration, ...
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Foundation of an efficient and secure IDM?

m Public Sector Identity Management

Federal

Armed Forces Services Justice LEA Border Administration

Asylum Foreign Affairs Police Federal States

European Regulations and Directives

National Regulations and Directives

Technical Requirements and Standards

Clients checks
on territory, Clients asylum
$SS. GES-GK ... NBMS, VIS GA, L Visaclients, ... . records gmd cjvil
epartment, registration, ...
asylum, ...

National BCK, RTP,
Access EasyPASS, IGA, IntegrIS,

System KON Systeme ZIMP, AFIS, ...
control camp ECRIS-TCN, ...

~‘ Analysis and Management of Data and Process Quality? Biometrics?
— [ |
S Machine Authentication of IDM Project Support?

| Documents?
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BSI Technology and Analysis for IDM

m Public Sector Identity Management

Federal

Armed Forces Services Justice LEA Border Administration

Asylum Foreign Affairs Police Federal States

European Regulations and Directives

National Regulations and Directives

Technical Requirem-ents and Standards

BCK, RTP, Clients checks

EasyPASS, IGA, IntegrlS, on territory, Clients asylum

$SS. GES-GK ... NBMS, VIS GA, L Visaclients, ... . records gnd cjvil
epartment, registration, ...

asylum, ...

Access National
System KON Systeme ZIMP, AFIS, ...
control camp ECRIS-TCN, ...

Machine Authentication of Documents, Biometrics, Analysis and Management of
Data and Process Quality and IDM Project support
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Technology and Analysis for IDM
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Services

BSI: Technology und Analysis in Public Sector Identity Management

Standardisation, Specification and Development

Systems for
Document-
check

Biometric
systems

Identity
management
processes

| Data Driven Technical and Business Analysis

it

Data Science

Data Services

Technical platform und infrastructure for analyses

Data
Engineering

% Federal Office
for Information Security

BSI offers following extern and intern

services to national agencies:

1) Specification und Standardisation
through participation in diverse
meetings, Technical Guidelines,
certification and advice on demand

2) Development of IDM-solutions and
Proof-of-Concepts for Public Sector
Identity Management

3) Technical and Business Analysis in
operative systems and as an intern basis
for 1) und 2).

In order to enable the data driven analysis,

BSI runs a technical platform and
infrastructure (data warehouse).
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Goal, Mission and Challenge
BSI: Technology and Analysis in Public Sector Identity Management

“An efficient and secure IDM in the federal government is
Q ensured in the long term and thus complete digitization in
% applications of border control, police and migration

authorities is achieved.”

~Specialist task of BSI for technology and provides the
operational authorities with cross-sectional services for the planning,

@> testing, evaluation as well as introduction and operational system

support of technologies and processes.

,Increasing complexity due to constituent parts of IDM and processes
extending beyond the boundaries of authorities, domains and IT systems, as

well as difficult and diverse European requirements, incomplete special legal
regulations and a very high need for specialised expertise”

Challenge

% Federal Office
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Standardised, Efficient and Secure 10 Yellow Link Process

1)

How do we clear yellow links?

e Biometric information / quality?

e Alphanumeric information / quality?
o Identity structure information?

% Federal Office
for Information Security
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Standardised, Efficient and Secure 10 Yellow Link Process

EU Regulations and
IA/DA, Interface
Control Documents
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“&> 1 for Information Security
* Bundeskriminalamt
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i 1:‘9 Fadesal Police
i $ Federal Office
v of Administration

Expert Knowledge
and Best Practice

(S

National Legislation
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~ Manuell Verification
Automatic Transitivity?

How do we clear yellow links?
Biometric information / quality?

e Alphanumeric information / quality?
o Identity structure information?

* Currently under discussion
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Standardised, Efficient and Secure 10 Yellow Link Process

°
~ Manuell Verification Mmmmm_mmm Specification Of a
E;JAI;eDgAulIationfs and Standa rdised,
, Interface . .« e
 Biometric information / quality? secure IO yellow
*ﬁ N « Alphanumeric information / quality? link clearing Permanenty updated
| o ofice ‘ R ° Identit t t . f t- 2 process standard needed?
|E y structure information?
- @
' | | Shimiieion
Expert Knowledge
and Best Practice =
National Legislation
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Standardised, Efficient and Secure 10 Yellow Link Process

VN

EU Regulations and
IA/DA, Interface
Control Documents

¥
i

Expert Knowledge
and Best Practice

National Legislation
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Manuell Verification

Automatic Transitivity?

How do we clear yellow links?

e Biometric information / quality?

e Alphanumeric information / quality?
» Identity structure information?

< How do we use confirmed links?
Biometric information / quality?
Alphanumeric information / quality?
> Identity structure information?

@
y

* Currently under discussion

standardised,
efficient and
secure IO yellow

link clearing
process and tool
requirements

Permanently updated
standard needed?*

Specification of best
practice / guideline on
link usage for
multiplicators*
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Standardised, Efficient and Secure 10 Yellow Link Process

?
) A I
< =
— Manuell\-’erifica(ioan e A Speciﬁcation Of a
EU Regulations and Standa rdised,
IA/DA, Interface . .

Control Documents

IDM as interplay between biometrics, alphanumerics and
(business) processes and their analysis to enable/foster
efficient and secure business.

anently updated
ndard needed?*

Expert Knowledge
and Best Practice

How do we use confirmed links?

e Biometric information / quality?
e Alphanumeric information / quality?

o Identity structure information?

Specification of best
practice / guideline on
link usage for
multiplicators*

National Legislation
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Standardised, Efficient and Secure IDM Process for Asylum Authorities

Actual process

of concern
Enrolment
Identity SIS/EES Data
Concern Process Amendment

Prolonging
Visa

Specification of an efficient and secure
standardised IDM process for
EES/SIS processes at asylum
authorities + technical requirements on
biometrics, doc-check and process data
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Standardised, Efficient and Secure IDM Process for Asylum Authorities
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Expert Knowledge and Best
Practice

l Actual process
of concern

Enrolment
Identity SIS/EES Data
Prolonging
Visa

Specification of an efficient and secure
standardised IDM process for
EES/SIS processes at asylum
authorities + technical requirements on
biometrics, doc-check and process data

EU Regulations and IA/DA,
Interface Control Documents
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Standardised, Efficient and Secure IDM Process for Asylum Authorities

Authentication
Requirements on Data Driven Identity e
Process Analysis ata
Prolonging
Visa

i é& Federal Office
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o) TN g Federal Police
u\* I * I Federal Office
e of Administration
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! e \' l Actual process
‘a Requirements on Biometrics of concern
( —— Requirements on Document EES

Enrolment

Specification of an efficient and secure
standardised IDM process for
EES/SIS processes at asylum
authorities + technical requirements on
biometrics, doc-check and process data

EU Regulations and IA/DA,
Interface Control Documents
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Standardised, Efficient and Secure IDM Process for Asylum Authorities

o= .. ")

Public Sector Identity Management

inC with European e, e I : & _ ;.::_
R /,:\?\ . Expert Knowlec.ige and Best = & e PN
; |‘ l,"@l ; Practice S
e \ l Actual process =
Requirements on Biometrics of concern
Requirements on Document EES
Authentication Enrolment
Requirements on Data Driven

Process Analysis

*|==.
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- l * Bundesamt
e | ﬁ*] Federal Police
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* Federal Office
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Identity

SIS/EES Data

Amendment

e L bl 1=

Einfiihrung méglichst einheitlicher
Identititsmanagement-Prozesse unter

Prol . Mutzung europdischer Systeme fiir
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Specification of an efficient and secure
standardised IDM process for
EES/SIS processes at asylum
authorities + technical requirements on
biometrics, doc-check and process data

EU Regulations and IA/DA,
Interface Control Documents
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Standardised, Efficient and Secure IDM Process for Asylum Authorities

""" é& Federal Office
& for Informat ion Security
@ Bundeskriminalamt
” * Bundesamt
Al R .
Biometrics for Public Sector ul * Federal Police
.............. * Federal Office
e of Administratio
Public Sector Identity Management . e = i g = B
in Conjunction with European » . - T - - b 3 y
Reistecs =N Expert Knowledge and Best e ==} = i Y
_______ L SN P dg Spgc Ty =
; |‘ l,"@l ; Practice | 4 g
: . =
.7 \ . l Actual process =
Reguirements on Biometrics of concern

Requirements on Data
Process Analysis

IDM as interplay between biometrics, alphanumerics and
(business) processes and their analysis to enable/foster
efficient and secure business.

Specification of an efficient and secure
standardised IDM process for
- / EES/SIS processes at asylum
= & authorities + technical requirements on
biometrics, doc-check and process data

EU Regulations and IA/DA,
Interface Control Documents
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Thank you for listening.

Federal Office for Information Security
smartborders@bsi.bund.de
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