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WCC ID SOLUTIONS

Biographic Matching & UMF Standards

for High Quality Interoperability
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Problem: Real-World Challenge
Biographic Data

Solution: SSI & Interoperability

CIR: Out-Of-The-Box Matching Platform

UMEF: Universal Message Format

Demo: Biographic Matching & UMF for
Interoperability



HIGH QUALITY INTEROPERABILITY
PROBLEM: REAL-WORLD CHALLENGE?

* In Arabic: s
e Pronunciation in Egypt: “AMR’ [ Camr]
e Pronunciation in some countries: “AMRO’['QCIm.re]
e Transliterated from Arabic to MRZ (Doc 9303): “EMRW"
e |ssue with boarding pass: “MRAMR”
Real-world challenge: o Isit "Mister AMR"™2
Meet WCC Consultant > Someone named “MRAMR"?2
Amr el Ranwan o Or “MRA, Mister"2
o Isit “AMR”, or “A. Mister’¢
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HIGH QUALITY INTEROPERABILITY
BIOGRAPHIC DATA: THE COMPLEXITIES OF BIOGRAPHIC MATCHING

(32() i

A

Name Date of Birth Country Name

Challenges Challenges Challenges Challenges
Typing errors Typing errors i i
John'> Jhon 11-08-1975 vs 11-08-1957 K':’I'i"lg e"°|rs K':’I'i"lg e"°|rs

N . ultilingual names ultilingual names
}'\:\a?}sc&ﬂlog V,\j"ﬂmnsn ; DD-MM vs MM-DD The Hague, Den Haag, The Netherlands, les Pays

ond e el 11-08-1975 vs 08-11-1975 ‘'s-Gravenhage, La Haye || Bas, Holland, Nederland

Name variations .
Williarm = Bill Geographical changes

former USSR, Russia,

Name changes Ukraine, Belarus

After marriage, adoption
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HIGH QUALITY INTEROPERABILITY
BIOGRAPHIC DATA: MULTI-CULTURAL NAME MATCHING

Name in Name in Variant | Variant 2 Variant 3
original script  Latin

s Mohamed Magomed Mamadou Mahometus

xal Ahmad Akhmad Amadou Ehmet

e Ali Alikhan Alisher Aliy

O Hussein Huseyin Khasan Hussain

a1 YOUsef Jousef Joost Seosamh

Robert Rob Bob Bobby

AAeKCaHAP Alexander Alex Sander Sasha

f:‘...'.p.., .
.weet
v';-. .":w



HIGH QUALITY INTEROPERABILITY
SOLUTION: SINGLE SEARCH INTERFACE & INTEROPERABILITY

Biometrics
Passport System

Biographics:
Video Metadata ¥

Video Analytics System

VISA

BH= Biometrics

- Visa System

Biographics

Passenger Information System

Biographics

CRVS System

ﬁ Biometrics

Civil ID System

Biometrics I'."I
Biographics: \_/
| |

Face Metadata
Surveillance Face

Recognition System

Surveillance

Law Enforcement

. Biometrics
) Forensic Face Recognition
= System

Biometrics
Forensic DNA System \
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HIGH QUALITY INTEROPERABILITY
CIR: OUT-OF-THE-BOX MATCHING PLATFORM

P

ECRIS

—
ETIAS VIS EDAC
Europol TCN

= - -

——
ELISE ID Platform
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HIGH QUALITY INTEROPERABILITY
REQUIREMENTS FOR EU REGULATIONS FOR INTEROPERABILITY

CIR Key Requirements, based on Regulations (EU) 2019/817 & 2019/818 for interoperability:
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clause 51 — considering UMF for VIS, SIS and in any other existing or new information systems

Art 17 - CIR (Common Identity Repository): the CIR will create an individual file for each person in
the EES, VIS, ETIAS, Eurodac or ECRIS-TCN

Art 18 — CIR Data: the CIR stores all identity data as alphanumerics (biographics)

Art 25 — MID (Multiple-Identity Detector): Identity data needs to be deduplicated by the MID

Art 38 — establishment of the UMF Standard

Art 61 (16) — Risk Assessment for ETIAS



HIGH QUALITY INTEROPERABILITY
COMPLIANCE WITH EU REGULATIONS FOR INTEROPERABILITY

ELISE Compliancy

clause 51 — considering UMF for VIS
Art 17 - CIR

Art 18 — CIR Data

Art 25 - MID

Art 38 — establishment of UMF
Art 61 (16) — Risk Assessment for ETIAS

ELISE is used by VIS, supports UMF, and can be re-used for the CIR

ELISE is an out-of-the-box Identity Management system with Person
Centric View capabilities that can link identities to VIS, Eurodac,
ETIAS, EES, ECRIS-TCN.

ELISE is a leading Identity matching system specialized in matching
alphanumeric (biographic) data, including advanced multi-
cultural name matching.

Using ELISE’'s matching capabilities, the MID can act as a periodic
process to detect duplicate identities in the CIR.

ELISE has a long track record of successfully deduplicating identity
databases.

The ELISE data model supports the UMF data format out-of-the-box

ELISE Rule-based Target can be used for risk assessment for ETIAS



HIGH QUALITY INTEROPERABILITY
CIR: OUT-OF-THE-BOX MATCHING PLATFORM

ETIAS

APPLICATIONS

Adjudication
Application

Watchlist
Rule
Manager

Fraud
Investigation
Application

Identification

1:1
1:n

Uniqueness

Check for
Duplicates

SERVICES
Watchlist

Check for Hits
on Watchlists

Data Quality Assessment

Assess against
Target-based

Risk Fraud

Assess against
Target-based
Risks Fraud Risks

MODULES

Watchlist
Management

Multicultural
Name Matching

Biometric
Matching

Identity
Matching

Risk Assessment
Management

Name Variant

Deduplication Databases

KNOWLEDGE BASE

Muiltilinguall
Country Names

Multilingual
City Names

INSIGHT

Usage
Nelije

Business
Process
Statistics

Data
Statistics
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HIGH QUALITY INTEROPERABILITY
CIR: OUT-OF-THE-BOX MATCHING PLATFORM

EU Compliance

Clause 51
Article 17
Article 18
Article 25
Arficle 38
Article 61
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ELISE ID Platform - CIR

Biographic Matching

ldentification Uniquen UME [atchlist Risk

#562 Filan Filany A et
1:1 S #352 Amr el Rahwan SelCaa A
I:n Duplica : : atchlists gel
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HIGH QUALITY INTEROPERABILITY
UMF: UNIVERSAL MESSAGE FORMAT

PERSON

FooTtBALL MATCH

PERSON
IDENTITY

PERSON
DESCRIPTION

ORGANISATION
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OFFENCE

OTHER EVENT

OBJECTS
EMGSPR\YEHICLE

LAW ENFORCF
MEASI”

V HICI]L E

THER MEANS OF
TRANSPORTATION

PERSONS

MURDERER
- VICTIM

—

AREA

PLACE

ROUTE

LOCATIONS
M STADIUM
ADDRESS
OTHER WEAPON

BIOMETRIC

DATA

FACE RECDGNITION‘
DATA

DNA PROFILE ‘

FINGERPRINT
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HIGH QUALITY INTEROPERABILITY
DEMO: BIOGRAPHIC MATCHING & UMF FOR INTEROPERABILITY

ID Document

MOTOR VEHICLE

Commaon Entity Attributes

Place Specific Attributes

Comman Entity Attributes

‘ D Documeanype| Oor1 | LuT ‘

‘ Authenticity | ODori | LuUT ‘ Motor Vehicle Specific Attributes
‘Dncumenmumher| Oor1 |FreeTexl‘ | Vehicle Type ‘ tord ‘ LuT ‘

| Countryofissue | Oor1 | LUT Registration Number

Or License Plate

Oor ‘Frsa Text

| result for Passport *MO793353, Egypt. 13-04-2024, 21972040301435' lssue Date | Dord UNF Date

|
ey —] CEE CTE C s et et
|
M-
: |

‘ Country of

Registration ‘oon‘ Uy ‘

— s Stolen Or Lost | Oor1 | LUT Vehicl dentfication| |
03-0d-| 012 I
Cabe =l [ & risnomad aneres | ey validuntil | 0or1 UMF Date LT
Cf-Dd-1%3 190, -1 T
- -, —>| VIN ‘ Oort |FraeTaxl‘
::' MRZ Content Oor
1a] INT
e 1 R > VNFoged | Oort | LUT
\: .-||.I. I:Ir.-:.ll;. i TSty I .I:I. '.... Line 1 ‘ Oor1 ‘FMTBX!‘
wat Crmid 1599 Yramt Ol 150
— | dort Fae Tt | wae | oot FreeText
Line 3 | Qort FreeText | model | oort FreeText
Person Deseription
. % Common Enity Atvtues.
Tatoo: Shark e eer JoN e FIREARM
. . e+ B [
Select the position of the tattoo. —_— :::: :: b etongn Dort [FeeTert
S poston Joors e oern | i o/l Common Entity Attributas
L —{ Primary Position | 0 or 1 — Tatiao, oarn
[_:—,,,J o mmmm _@ o | Eirearm Soeciic AtbUes
orn | Remarkabie odouwr e oo o Flrearm Specific Altributes
[Bock of the hess | Nape [Amm [tes | [shouider Wi aort | Aopren Gander |1 sorz ot |
[Faca 1 [aom Upper arm Thigh [Shouider biade 0ot [ opieima 1 Rorark | 0ort FreoTex| Model
TFowresd | [Tonus | [emwow | [knee ; [Armpie ] [ o [T N ™ o
Tomple Organ [ [crookotteam | [Knescap Back Twr | som oert | wm Type
[evebrow | Tavperas | [Foream | xneep | [cocen | [ | oun T ot | turt
[tia | [intestine | st | [snank Buttocks | o T [ primary position | dord | 1ot | Action
Eye Gall Bladder Hand can Chest e oert borz wr |
[Nose Uterus | Back of the hand ‘Shin |slu»p- ] Do ew] oort == —
Nacaiviog e | jm = T — Freaton 961 [ ssmommrons o —— ey Lo Calibre
o i o ! | dort [ wegw | ™ rooton ] 00r1
Tip of the nose Stomach Thumb Sole | [petvismip S——
Root of the nose Kidney Indox finger Toe |Groin | | T 0 o | Country of
Fehwiae [ St [Perineum T [uwr vart ez Registration
] . = | (T I N S )= PPy
Lt finger Third oo i ] Marer 1 \#ﬁ*—\ o mw Joen | wr
Fingomail Fourth toe "l-u | ‘ Cur oas ‘u'”“"l“"”";:';_ " :“’:’:‘: :“‘ L Conversion
e s - - e ocol ocn
Yoo nail |Foreskin | FroeText| 1 Valus )4—‘ Colour Sord  LUT EU firearm
[Vagina I LUT | Dor1 | Type Of Ascertainment Romark Dor1 FresText category
T BT Country of
[onsem— 4$ :": 77"‘:"'” o von C Manufacture
- e on _—
Fros Test| Dor 1 accert forn Manufacturer
Frea o] Dert Ditect Wusriber + e Date of
CEI| 0o -7 Manufacture
saue | Oort freo T
Gordkion | Oor1 Frea Text
Vaera | 0ort Fres Toxt
Crarsciersues | or1 Fres Toxt
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HIGH QUALITY INTEROPERABILITY
CONCLUSION: REUSING ELISE-VIS FOR CIR

K

S

ELISE-VIS has a proven high ELISE is Person-Cenfric &
performance and complies already supports the UMF
with the EU Regulations standard & the CIR

for Interoperability Functionality

f:‘...'.p.., .
.weet
v';-. .":w

ELISE Out-Of-The-Box
solution will reduce the
huge risk & costs of
developing from scratch




Thank you for your time.
ANy guestionse

,g‘
\ . Amr el Rahwan

o Sr. Solution Architect

AR

Office +31 307 503 224

Mobil +31630476718

Mail arahwan@wcc-group.com
Web wcc-group.com
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