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Cohesive
Vision

• Operation Efficiency
• Security Effectiveness
• Passenger Satisfaction
• Industry Vitality

Identity as 
a Service

Presenter
Presentation Notes
Discuss the need behind innovation
Aging infrastructure 
Increasing travel volumes 
Limited CBP recourses
If we kept doing what we were doing, then travel and trade would grind to a halt.  
Knew if we made decisions without working with industry, we would fail.

Needed an innovative solution:
Explored other models:
- Aruba Happy Flow
- One-ID Concept
Settled on one inspired by insights driven from unconventional source: Under Armor story
Discuss CBP: IdaaS
Through a biometric matching service and the use of biometric data DHS is transforming travel processing by:
Retrieving all associated traveler images from DHS holdings and segregating them into smaller, more manageable data sets (i.e., by flight)
Fusing biometric and biographic information enabling the biometric to be the key to verifying traveler identity.




WHY IT WORKS
• Uses existing traveler biometrics
• Matches one-to-few in the cloud
• Enables token-less processing
• Integrates into airport infrastructure
• Trusted source for identity verification
• No traveler enrollment required
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• Automatic Capture

• Family Processing

• Single Touch

• Reduced Data Entry
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Presentation Notes
Importance of Failing Forward story
- If you’re not failing, you’re not innovating

Transition to Performance




99.1% 
biometric match rate

12.90 M
entry passengers

162,905
entry flights processed

AIR EXIT AIR ENTRY

98.3% 
biometric match rate

4.65 M
exit passengers

31,487
exit flights processed
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Aug 6 2019 Stats



F A S T E R  
B O A R D I N G

Lufthansa reported boarding 350 
passengers 
on an A380 
in 20 minutes

JetBlue’s boarded 93 
passengers in 
10 minutes—an 
average of just 5.5 
seconds per passenger

British Airways reported 
boarding more 
than 400 passengers 
in 22 minutes

E N H A N C E D  E X P E R I E N C E

JetBlue reported biometric boarding 
meters passenger better

British Airways reported a 20% increase 
in customer satisfaction 

CBP measured an average of 
11.8 minutes faster flight 
clearance times

F A S T E R  F L I G H T  C L E A R A N C E



Enhanced security measures
• Data encryption both in transit and at rest

• Device access restricted to authorized personnel

• Biometric templates separated from biographic
data, associated only with a unique ID

Biometric 
performance
• System developed using diverse training 

sets and limits gallery to flight manifest

• Proactive monitoring of biometric algorithm 
performance to identify deficiencies

• Partnership with NIST and DHS S&T 
to continually evaluate algorithms 
and best practices

Limited retention 
of facial images
• US citizen photos deleted after 12 hours

• Retention of Photos by stakeholder partners restricted 
by CBP business rules

T H I S  I S  N O T  A  S U R V E I L L A N C E  P R O G R A M



Bag Drop

Check-in

Security

Boarding
International
Arrivals
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Innovation is: “Constructive Spirit of Discontent- don’t settle for status quo”
Smart Queuing
Expanded Service

Note that CBP envisions the biometric matching service replacing the need to manually check paper travel documents by providing an automated identity verification process everywhere a traveler shows their travel document across every step in the travel continuum.

Transition To TSA



James E. McLaughlin

Targeting & Analysis Systems Program Directorate
Office of Information and Technology
U.S. Customs and Border Protection

EXECUTIVE DIRECTOR

Jim.E.McLaughlin@cbp.dhs.gov



Health Concerns Today
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Data Visualization 

TERROR SUSPECT
Jonathan Smith
DOB:       08/16/1979

Seat:       16C

Public Health - Co-Traveler
Jill Jones

Public Health Risk
EBOLA Region Traveler

Tishey Guirek

Aircraft: Boeing 777-300ER
Service: 2010 United
Max Passengers:  425
Crew: 14

• Manifest Data Link
• Service History
• Crew Link Analysis >>
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