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1. Overview

1.1 Executive Summary

This annual work programme of European Agency for the operational management of large-scale IT systems in
the area of freedom, security and justice® (eu-LISA) aims to provide an overview of the activities to be
undertaken and objectives to be achieved during 2016. It outlines in detail its annual operational objectives and
outcomes that contribute to the delivery of its strategic goals and objectives. In addition it provides estimates
regarding the allocation of human and financial resources available to the Agency and outlines indicators that
can be used to quantify progress toward the deliverables set. This document will also provide a basis for the
Agency's budgetary planning for 2016.

In 2016 the Agency will continue to deliver its core mission: to add value through the provision of stable,
effective and efficient operational management of systems entrusted to it (at the time of writing this is
VIS/BMS, SIS Il and Eurodac). In 2016 the Agency may be required to start preparing for further systems such as
those foreseen within the Smart Borders package.

The Agency will continue to forecast and maintain an accurate baseline for workloads, costings and staffing
levels needed to ensure the optimum performance of all systems under current management and any other
systems that may come under its management over the medium-term. Whilst implementing an ambitious
schedule of adaptive and corrective maintenance, it will also identify areas of opportunity to continuously
improve the cost-efficiency and effectiveness of the systems it manages building and refine each system's
roadmap to ensure continuous improvement in service delivery.

Resource-wise, the Agency will continue its efforts to ensure the retention and development of its staff in the
efforts to build a sustainable, efficient and agile organisation. It will also develop further its ICT and corporate
governance structures and refine and evolve existing performance management systems for both systems
under its management and its wider corporate structure.

The progress made in the above operational areas in the short time since the Agency’s creation is testament to
eu-LISA's long-term strategic intent to continuously increase the value proposition to its stakeholders, aligning
the capabilities of technology and competencies of the organisation with their needs. The ambitious longer-
term strategic goals and objectives that the Agency has adopted? to do this are challenging and will have to be
delivered alongside existing day-to-day commitments for the Agency's staff and resources. To meet its own
challenging strategic and operational targets, the Agency will continue to integrate good governance practices
in order to identify and eliminate inefficient business processes. By implementing innovative IT service solutions
at both programme and agency levels, the Agency will further seek to identify and close productivity gaps and
increase value for itself and its stakeholders.

Of course, such improvements and evolutions in service delivery do not happen in isolation and must be
managed within the context of wider political, institutional and resourcing imperatives. Therefore, whilst 2016
is likely to see a significant increase in workload for Agency staff, it will also see eu-LISA continuing to identify

* eu-LISA was established by Regulation (EU) No 1077/2011 of the European Parliament and of the Council of 25 October 2011 (OJ L 286,
01.11.2011, p.1) (Establishing Regulation) which entered into force on 21 November 2011. The Regulation provided for the Agency to take up its
responsibilities from 1 December 2012.

2 The Agency’s strategic goals and objectives are outlined in detail in eu-LISA’s long term strategy document (2014-2020), approved by the
Agency’s Management Board in March 2014
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and implement suitable efficiency measures to meet the target outlined by the European Council and
Parliament to reduce staff by 5% between 2013 and 2018.

The reporting period will also likely see the results of the evaluation of the Agency by the Commission (which
must take place by 1 December 2015 at the latest) and any subsequent recommendations and proposals to
amend the establishing regulation.

There will clearly continue to be significant organisational, resourcing and budgetary challenges to be met
during the reporting period and a concerted and sustained effort will have to continue to be made in order to
implement the work programme as outlined in this paper.

1.2 The Agency’s Mission, Vision and Core Values

We are the European Agency for the operational management of large-scale IT systems in the area of freedom,
security and justice (eu-LISA)3. We are responsible for the operational management of large-scale IT systems in
the fields of justice and home affairs under Title V of the Treaty on the Functioning of the European Union, in
particular the Schengen Information System (SIS Il), the Visa Information System (VIS) and the Eurodac system.
Reflecting its mandate, the Agency's core mission is to undertake to continuously add value to the Member
States, supporting through technology their efforts for a safer Europe. The Agency is committed to undertaking
the following:

e providing high-quality efficient services and solutions;

e building trust amongst all of its stakeholders and continuously align the capabilities of technology with

the evolving needs of the Member States; and
e growing as a centre of excellence.

Our vision is to provide high quality and efficient services and solutions to our stakeholders and to earn and
retain their trust. We also aim to continuously align the capabilities of technology with the evolving needs of
Member States and to grow as a centre of excellence in our field of expertise.

The Agency adheres to a number of core values that drive and underpin its operational activities and the
strategic development of the organisation:

e Accountability: deploying a sound governance framework, sound financial management and cost-
effective operations;

e Transparency: providing regular communication to the Agency’s key stakeholders and engaging them
in a continuous dialogue to define the long-term strategy for development of the agency;

e Excellence: through having the right organisational structure, the right people and the right processes
in place to ensure service continuity and functional comprehensiveness of tools provided to the
Member States;

e Continuity: ensuring that the Agency will make the best use of expertise, knowledge and investments
made by the Member states and will continue to develop them;

e Teamwork: seek to empower each team member to make the best use of their knowledge and
experience, contributing to the common success;

e Customer focus: ensure that the Agency is aligned at any time with the needs and demand of its
stakeholders.

3 The Agency was established through Regulation (EU) No 1077/2011 of the European Parliament and of the Council of 25 October 2011 (OJ L
286, 01.11.2011, p.1) which entered into force on 22 November 2011. The Regulation provided that the Agency take up its main responsibilities
from 1 December 2012).
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1.3 Policy Context and Outlook for 2016

The strategic guidelines for legislative and operational planning in the area of migration and border
management for 2016 and beyond were defined by the European Council at its meeting of June 2014. It
concluded that the overall priority should be to consistently transpose, implement and consolidate the legal
instruments and policy measures already in place.

With the current economic climate and limited financial resources, it is likely therefore that future European
Union action in this area will have to be focused on its key priorities, with the stress being laid on the quality of
implementation of the Union acquis; in other words, a consolidation of the achievements of the three previous
JHA programmes. In this context, the European Agenda for Migration and the European Agenda for Security in
particular will provide the key frameworks to step up the EU’s efforts in managing migration flows and
associated security issues.

Despite the focus on consolidation and implementation of existing acquis following June 2014's European
Council rather than any new initiatives, 2016 is still likely to be a busy period for eu-LISA, with existing
commitments for the integration of new Member States and implementation of functional changes required as
a result of changes in the legal base to its systems (such as Visa Code amendments) to be delivered by the
Agency alongside the continuous operation of the systems under its management.

In 2016 the importance of the systems managed by the Agency is likely to continue to grow for national
authorities, as reliance on technology to provide effective asylum, migration and border management in a cost-
effective way as the challenges of border management, asylum and law enforcement across Europe increase. The
European Agenda for Security, covering the period 2015 - 2020, may recognise the importance of eu-LISA as one
of the enablers of an integrated response to existing and emerging threats to European security, particularly in
the area of border management. Subject to its legislative approval, 2016 could also see the preparation for the
development and start of implementation (if feasible) of the Smart Borders package (consisting of Entry/Exit
System (EES) and a Registered Travellers Programme (RTP)).

Whilst a post-Stockholm strategic realignment toward coherence, simplification and cost-effectiveness in JHA
areas in 2016 would almost certainly increase reliance on large-scale IT systems to provide effective and efficient
solutions and support to border management and law enforcement, there is also increasing pressure on
decentralised agencies such as eu-LISA from the budgetary authority to contribute towards meeting the
reductions in establishment plan set for the Union in the Multi-annual Financial Framework 2014-2020, in effect
asking the Agency to do more with less. One of the key challenges for the Agency in 2016 therefore is to square
this resourcing circle and continue to demonstrate to all stakeholders and to wider society that it can continue
to provide security, efficiency and value-for-money. It shall be noted that in the 2" half of 2015 the European
Union faced unseen after end of the 2" World War migration pressure. Hundreds of thousands refugees and
economic migrants from Africa and Middle East reached external borders of the Union, seeking for protection
and better future. A key element of ability of the Union to provide joint and timely response to the crisis is
uninterrupted availability of EURODAC and SIS Il. In this respect eu-LISA recognises increased importance and
contribution of the systems under its management for practical implementation of political priorities and legal
instrument in the area of asylum and migration.

The Agency already in 2015" took extraordinary actions to increase capacity of EURODAC in response of
increased needs of the Members States, handling the present migration flows. For 2016 eu-LISA incorporated
in its work programme all necessary actions to guarantee stable functioning of EURODAC and SIS Il and to
introduce necessary technical and functional evolutions. In addition, the agency recognises importance of the
new ‘Hot spot’ approach to support Member States in management of migration flows and is prepared to
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provide necessary technical expertise and support to it through the year.
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2. Goals and Objectives in 2016

2.1 The Agency’s Strategic Goals in 2016

In 2016 the agency will continue to organise its work in order to continue to deliver its four main strategic goals.
They reflect the mandate of the Agency at the time of writing and its priorities as defined through dialogue with
Member States. These goals have been established in the long-term strategy of the Agency and adopted by eu-
LISA’s Management Board in March 2014. The section below summarises the planned and ongoing work toward
delivery of these goals during the course of the reporting period.

2.1.1 Strategic Goal 1: Continue to grow as a contributor to and facilitator of freedom,
security and justice policies in Europe:

In 2016, the focus of the efforts of eu-LISA will be to continue to maintain the delivery of continuous operation
of the systems under its management and ensure their on-going evolution in accordance with the requirements
of its stakeholders and partners. In practice this means that in addition to supporting MS through the full
lifecycle of systems under its management and the implementation of appropriate corrective, adaptive &
evolutive maintenance programmes, the Agency will be dealing with a number of additional business critical
projects affecting the operational management of the systems, amongst them the integration of new member
states into SIS I, supervision of the handover to new MWO contractors for VIS/BMS and the successful
management of migration to a new service provider for the systems’ communications network (Testa-NG).

2.1.2 Strategic Goal 2: Become an acknowledged ICT centre of excellence and service
provider:

During the course of the year, eu-LISA will continue to implement the relevant governance and operational
frameworks based on industry standards. In addition the Agency will continue to develop its operational and
governance models. It will also ensure efficient and cost-effective management of the systems by continuously
monitoring and evolving operational processes, seeking opportunities to optimise its operations and improve
the 'Total Cost of Ownership' of existing systems. It will also seek to further build the strategic capabilities of
the Agency.

The Agency will also seek to create synergies and economies of scale, establishing partnerships with other
agencies in JHA area, and providing services to them and the Member States on the grounds of its mandate and
following the principle of complementarity.

2.1.3 Strategic Goal 3: Grow as the principle EU ICT technology centre and hub of expertise:

The Agency will continue to engage in partnerships with relevant actors in order to foster operational and policy
coherence across sectors and to influence policies and actions that can have a positive benefit on the execution
of eu-LISA’s mandate and that of its main stakeholders. As such, the Agency will further develop internal and
external partnerships with MS, institutions, relevant EU agencies and other partners in order to create and
develop synergies and economies of scale in the area of ICT.

The Agency will also seek to exchange ICT experience and knowledge with identified partners, particularly those
active within the Justice and Home Affairs policy area, and will continue to contribute to the deployment of

4The Total Cost of Ownership is a financial estimate deployed to determine the direct and indirect costs of a produnt traydssto the
initial purchase price any other costs expected to be incurred during thetlife pfoduct.
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common systems and technology platforms and provide services as per the relevant legal instruments in force
concerning the systems that the Agency manages. Also integral to this strategic goal is to strengthen and
deepen ties with industry in order to further knowledge acquisition in areas relevant to the Agency’s mandate.

2.1.4 Strategic Goal 4: Develop a modern, efficient and agile organisation:

In 2016 the Agency will be in its fourth full year of operation. Critical internal corporate service and governance
structures will by this point have been well established. The challenge for the Agency in 2016 is therefore the
continued consolidation of these processes, with an emphasis on further developing their efficiency and
effectiveness in line with best practice. This must be achieved against a background of continuing austerity and
budget reductions, with all agencies expected to contribute towards meeting the reductions set for the Union
in the Multi-annual Financial Framework 2014-20205 (the target being to reduce staff by 5% between 2013 and
2018 in all EU institutions, bodies and agencies).

2.2 The Agency’s Objectives and Activities in 2016

eu-LISA believes that it should establish a clear link between the strategic and operational elements of the
Agency’s planning, providing a bridge between the Agency’s strategic goals and its annual operational
deliverables. This is important simply because it is the daily actions of its operations, when considered in their
totality, which constitute eu-LISA's long-term strategic direction. As such, outlined below are 2016's operational
goals that will provide the building blocks for the Agency's strategic evolution.

2.2.1 Objectives & Activities Foreseen in 2016 to Support Delivery of SGa:

"Continue to grow as a contributor to and facilitator of freedom, security and justice policies in Europe"

In 2016, the Agency will remain focused in maintaining the delivery of continuous operation of the systems
under its management and ensure their on-going evolution in accordance with the requirements of its
stakeholders and partners. In practice this means that in addition to supporting MS through the full lifecycle of
systems under its management and the implementation of appropriate corrective, adaptive & evolutive
maintenance programmes, the Agency will be dealing with a number of additional business critical projects
affecting the operational management of the systems, amongst them the integration of new member states
into SIS II, supervision of the handover to new MWO contractors for VIS/BMS and the successful management
of migration to a new service provider for the systems’ communications network (Testa-NG). The Agency will
also start to identify those activities and deliverables for which execution may have resourcing or budgetary
implications for Member States themselves and to use the Advisory groups to communicate such forecasts to
them in a timely manner.

2.2.1.1 Operational Management of the Systems

The Agency'’s continuing core task is to ensure the uninterrupted access to all systems under management, 24
hours a day, 7 days a week, in order to allow the continuous exchange of data between national authorities and
other authorised bodies using them, in accordance with their appropriate legal frameworks and eu-LISA’s
Establishing Regulation.

In 2016 the Agency will continue to be responsible for the operational management of VIS/BMS, SIS Il and
Eurodac as well as their respective communications and information exchange platforms (SIRENE Mail, VISION,
Dublinet and VIS Mail 2). It shall be noted that management of VIS Mail 2 has been not included into the

5 Communication from the Commission to the European Parliament and the Council: “Programming of human and financial resources for
decentralised agencies 2014 -2020", 10/7/2013, COM (2013) 519.
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contract with T systems for Testa NG network and shall be assumed by eu-LISA. It will continue to manage the
underlying infrastructure for all systems at its operational and back-up sites and provide continuous monitoring
of all infrastructure, services and systems. It will also continue to provide oversight and supervision of the
systems’ relevant communication infrastructure, a task it currently shares with the European Commission. A
key deliverable for the Agency remains improving further the reliability and availability of the systems under
management in order to enhance performance and improve user satisfaction. This will continue to be achieved
in large part through the implementation of appropriate corrective, adaptive & evolutive maintenance
programmes for the systems.

In addition to application management services, supervision of maintenance and Member State user assistance,
there are a number of areas of operational focus for each system in 2016. For Eurodac, the execution of projects
to implement and revise some aspects of its functionality required as a result of its Recast regulation in 2015 will
continue into 2016. Such changes may include amendments to the contractual arrangements for third party
maintenance (with a number of contractual options currently being considered to either renew or extend the
maintenance arrangements for the system), in addition to changing aspects of the system reporting functions
to be compliant with the revised legal basis. .

For SIS Il (as for the other systems), developing further quality and scope of technical support and access to
test environments for Members States will be a key deliverable in 2016, where a virtualised test platform and
central simulator will improve access for Member States to test and playground environments. Furthermore,
Croatia is also scheduled to become full user of the system, so the requisite integration and user training
programmes must be completed.

Following the completion of the global roll-out of VIS/BMS in 2015, the system will continue growing to
gradually reach its cruising operational capacity. The Agency will have to reinforce the capacity of its testing
infrastructure to efficiently and properly finalise the foreseen capacity increase of the VIS and BMS.
Contractually, a new VIS/BMS Maintenance in Working Order (MWO) contract is scheduled to be awarded and
the handover between contractors will take place during the course of the year. Across the organisation, a
unified service model to make more informed decisions about risk and resource allocation will be strengthened,
as will the change & configuration management procedures that provide a single process for managing change
to the applications and IT infrastructure under management, helping to create a more service focused and value
driven IT organisation. To achieve this, the Agency will continue to implement the Information Technology
Infrastructure Library / Information Technology Service Management (ITIL/ITSM) implementation roadmap,
which in 2016 should be reaching maturity.

In compliance with the relevant legal requirements, the Agency will also continue to maintain a complete
separation of each individual system's data in order to maintain the highest level of security, data protection
and reliability.

In 2016 the Agency will evolve further already implemented Change Management process. These evolutions
would include refinement of the process itself as well as planning put in place by the Agency to implement
unforeseen changes through the year.

2.2.1.2 Evolution of the Systems:

The systems managed by eu-LISA will continue to evolve in accordance with legal requirements and Member
States operational needs. Following a clearly defined evolutionary roadmap for each system, the Agency will
continue to test the feasibility of providing mobile system access for Eurodac. The Agency also plans to support
the European Commission in undertaking its impact assessment study on the migration of Eurodac to its own
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dedicated encrypted virtual network®. This Agency will also continue to enhance existing services and to align
systems with business and user requirements. It will also continue to have effective release management
processes in place to ensure the smooth delivery of new services into production and will continue to review the
current systems architecture in order to identify and exploit any economies of scale or opportunities for greater
efficiency.

There are a significant number of specific evolutionary activities and projects planned for 2016. Some, such as
the setting up of a development environment for all systems and the implementation of virtualised test
platforms, will benefit all systems under management. Additional initiatives planned for the collective benefit
of all systems include improving end-user work station support coverage and building better system interfaces
to the Agency’s data warehouse in order to improve automated reporting and statistics generation.

Since March 2015 a huge increase of the number of people looking for asylum was observed, as a direct result
of the situation of the Middle East and North Africa. As long as EURODAC provides technical capabilities for
practical implementation of the Dublin Convention, the Agency observed direct impact on the system in terms
of significant increase of the service demand and number of new registrations. Further trend analysis performed
in 2015 led the Agency to conclusion that emergency unplanned increase of capacity of the system is required.
As a consequence already in Q4 2015 eu-LISA took particular actions to advance the system capacity needs
assessment and to proceed with the required contractual arrangements to increase it up to 7 Mio fingerprints.
Nevertheless, the Agency will continue closely to monitor the trends in migration flows in 2016 and will be ready
to increase further capacity of the system if required as well as to plan and deliver other technical and functional
evolutions (subject of budget availability and award of the new MWO contract) in order to align further
EURODAC capabilities with developments of the EU asylum system.

In 2016 Croatia, Ireland and Cyprus will either be in the process of being actively integrated into SIS Il and
SIRENE as new users or in the integration pipeline. As such, functional changes may be required to
accommodate these new users.

SIS-Il enables competent authorities to enter and consult alerts on certain categories of wanted or missing
persons and objects. In the case of alerts related to persons, SIS-Il already offers the possibility to process
biometric data. However, the possibility to identify a person on the basis of his/her fingerprints — a functionality
which requires the implementation of an Automatic Fingerprint Identification System (AFIS) —is not yet in place.
In order for the functionality to be implemented in SIS I, the Commission presented a report on the availability
and readiness of the required technology, after having consulted the European Parliament (see Articles 22(c) of
SIS-Il Decision and Regulation). For this purpose, COM DG HOME requested a study to JRC in order to address
the requirement stated in Article 22(c) and to provide information on whether fingerprint identification
technology is mature enough for its integration into SISII. JRC study became available in November 2015 and
report from the Commission to the European Parliament and the Council on the availability and readiness of
technology to identify a person on the basis of fingerprints held in the SIS Il was presented on 21 March 2016 to
the LIBE committee of the European Parliament.

Upon a release of the JRC study, and considering the current political situation, eu-LISA has carried out a
complementary study, based on different scenarios, aiming to identify the resources needed for such
implementation. Based on both studies and after having established in Comitology Committee the technical
specifications of AFIS in SIS Il and minimum data quality standards for fingerprint records, eu-LISA shall start
the implementation of AFIS to SISI Il in 2016 taking into consideration the most promising scenario with the

SArticle 3.1.(b) cREGULATION (EU) No 603/2@btRiests a‘cammunication infrastruare between the Central Systeand Member States
that provides an encrypted virtuabtwork dedicated to Eurodac data ("Communication Infrastructure")
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objective of prompt introduction on AFIS.

The SIS Il roadmap outlines a number of other priorities for 2016, amongst them being the SISII Active2Active
study’, which aims to study the operation of both the CU and BCU in active/active mode (this is where two or
more servers aggregate network traffic load and working as a team distribute it to the network servers) in order
to provide better system resiliency, business continuity and more efficient data centre resource utilisation. The
study for the SIS Il active/active set up will look into the compatibility with applicable legal framework in addition
to the assessment of the technical feasibility and financial impact.

Following the developments in 2015 in the Council as response of the migration crisis in Europe, in 2016 the
Agency might be requested to enhance functional capabilities of SIS Il to incorporate insertion of return
decisions into the system. It shall be noted that due to the stage of development of this evolution, planning and
financial resources for such evolution or related studies in 2016 are not included in this AWP 2016. The main
focus of planned evolutions for VIS/BMS in 2016 will be to keep capacity of the systems aligned with increase of
usage of the systems, in accordance with the regularly conducted volumetric exercises. In addition, number of
technical and functional evolutions have been agreed with Member States in the evolution roadmap of the
systems and will be incorporated within the new MWO contract. They include increase of VIS DB capacity to
100 M records, implementation of necessary changes in the system stemmed from the VISA Code changes, and
alignment of capacity of pre-production environment with production environment of the system.

2.2.1.3 Network and Communication Infrastructure Management:

eu-LISA continues to be responsible for the supervision, security and coordination of relations between the
Member States and any third party provider for the communication infrastructure for Eurodac, SIS Il and
VIS/BMS (tasks relating to the operational management of such can be entrusted to third party private sector
providers or other bodies®). The Agency shares the responsibility for the management of the communication
infrastructure with the Commission, which is responsible for all other tasks relating to this, in particular those
tasks relating to budgets, acquisition, renewal and contractual matters. The Commission also retain
responsibility for the adoption of relevant security measures and the security plan for the communication
infrastructure for SIS I, in accordance with Article 16(1) of the SIS Il Regulation®.

The network provider is bound by the security measures laid down in the basic instruments for each system and
has no access to any of the systems’ operational data. The Agency will continue to ensure that these contractual
provisions are respected and throughout the reporting period will continue to maintain and monitor these
networks to ensure their ongoing security and reliability.

The framework contract for provision of a new network has been delayed. There are now new specific contracts
in place which extend s-Testa contracts until September 2015. As a result, the lion’s share of the activity to
migrate the systems and communications infrastructure to the Testa-NG network is now provisionally
scheduled to take place from late 2015/early 2016, although detailed planning is still dependent on the final date
of contract signature, which at the time of writing is estimated to be in Q1 2015. Whilst this delay may impact
the timetable for scheduled Testa NG Evolutions, improving the network security for VIS is currently foreseen
for 2016 and the upgrade of network capacity to cope with all three systems testing needs will also continue,
depending on contractual activities in this area.

7 Without prejudice to further clarifications and the outcome of the study, the compliance of the potential follow-up action with the applicable
legal framework and Article 10 of the Agency’s establishing requlation in particular, shall be further examined by the Commission and the
Agency.

8 In accordance with the Agency’s Establishing Regulation and Regulation (EC, EURATOM) No 1605/2002.

9 The division of tasks between eu-LISA and the Commission with regard to the communication infrastructure is set out in the Memorandum of
Understanding adopted by Commission decision C(2014) 3486 final, signed on 18 June 2014.
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Effective service management, incident and problem management through established helpdesk structures will
continue throughout the reporting period. The establishment of an integrated monitoring solution across all
systems based on ITSM event management processes will enhance normal operation but also allow for the
detection and escalation of exceptional conditions where appropriate.

2.2.1.4 Development and Implementation of New Systems:

The Agency remains prepared to take responsibility for the development and operational management of other
systems (dependant on the adoption of the relevant legal instruments) or to make substantive changes to
existing systems under management as directed.

In November 2015, the Smart Borders (SB) testing phase is scheduled to be completed. It aims to verify the
feasibility of the options identified in the preceding technical study and to validate the selected concepts for
both automated and manual border controls. Following the outcome of the testing phase and the adoption of
the legislative proposals, the Smart Borders package is expected to be adopted by the co-legislators in 2016 at
the earliest.*

Should this be approved, (and subject to the adoption of the relevant legal bases) the Agency's establishment
plan, in addition to all other required resources, would need to be augmented to reflect additional human and
financial resources required for the Agency to deliver this significant additional task. In order to continue to
facilitate this process, eu-LISA will continue to prepare and update assessments of the specific infrastructure,
staffing and organisational requirements for both EES and RTP throughout the lifespan of the testing phase
and into 2016 as necessary.

2.2.1.5 Security:

At eu-LISA, achieving and maintaining security at the Agency is a complex, interdisciplinary challenge where
consideration must be given not only the software and hardware components of the systems under
management, but also the way in which these relate to the human processes and physical constraints of the real
world. The effective identification, prioritisation and management of all physical and information security risks
and issues will continue in 2016 to ensure that we evolve and continue to put in place the relevant security
frameworks and procedures to meet this challenge.

The appropriate security measures & plans for SIS I, VIS & Eurodac and their respective communications
networks will be in place and adapted to meet any emerging physical or information security challenges. The
physical security controls of the systems’ central units will continue to be robustly maintained with operational
and administrative access to the Central and Backup systems strictly managed. Additionally, any
communication between systems and towards Member States is encrypted and network controls with several
layers of firewalls and integrity checks are in place.

During 2016 the Agency will progress toward compliance with the relevant 1ISO27001 standards, including
implementation of integrated security governance, risk and compliance solutions in order to provide assurance
that the appropriate security controls for the IT systems managed by the Agency have been properly
implemented and adequately address applicable security risks. To ensure compliance with such standards, the
Agency will continue to put in place arrangements and processes to ensure that its systems and networks are
subject to baseline security control requirements, formal risk management and security approval and

continuous monitoring and management of any residual risks.

0 Estimated impact to the Agency regarding additional resources for the development of the new systems is conditional and subject of adoption
by the co-legislators of the legislative instruments including the legislative financial statements. Please also see Annex A section Development
of new systems
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The Agency will also continue to monitor and improve the effectiveness of its Business Continuity Management
Strategy, ensuring that it has robust and well tested policies, procedures and management arrangements in
place to respond to, investigate and recover from security incidents or other disruptions to its operations.

2.2.1.6 Data Protection:

eu-LISA will continue to ensure full and rigorous compliance with all data protection provisions concerning any
access to data in the systems under management, using an information governance model that protects and
manages information throughout its life cycle to ensure appropriate security, access and availability.

The Agency will also maintain a full data protection regime regarding Agency's administrative operations and
integrate core data protection considerations into existing project management and risk management
methodologies and policies.

2.2.1.7 Reporting and Statistics:

The Agency will meet all statutory reporting requirements as outlined in eu-LISA's establishing regulation and
all other relevant legal bases, reporting to the European Parliament, Council and Commission on the technical
functioning and system security of VIS, SIS Il and Eurodac. For 2016, the following specific reporting
requirements are foreseen:
e  Production of SIS Il annual statistics & annual update of the list of authorities;
e  Production of the 2015 Eurodac annual report (including security and technical function) and provision
of an updated list of asylum authorities.

The Agency will continue to improve the process of drawing management conclusions from reporting and
statistics so that the number of the respective surveys is reduced to the necessary minimum and the details
adhere to user requirements and ever changing operational challenges.

2.2.1.8 Provision of Systems Training to Member States:

2016 will see the continued provision and delivery of the appropriate technical training on the use of SIS II, VIS
and Eurodac to participating national authorities. eu-LISA will also provide the appropriate training for SIRENE-
staff, Schengen evaluation team members and lead experts on the technical aspects of SIS II.

The Agency intends to respond in a targeted way to the needs of member states concerning ‘train the trainer’
training requests supporting integration into relevant systems under management in 2016.

eu-LISA will also continue to pro-actively contribute to the delivery of training courses for Schengen evaluators
and in cooperation with the Commission, FRONTEX and CEPOL will update relevant course materials for eu-
LISA Schengen Evaluators Team. It is also envisaged that there will be further development of common training
programmes and exchange of trainers on the systems under management with other relevant JHA Agencies.

The Agency’s training strategy and portfolio will continue to be updated during the course of 2016 to ensure the
effective administration of the eu-LISA training platform and detailed schedules for training delivery will be
outlined in full in the 2016 Training Plan.

2.2.2 Objectives & Activities Foreseen in 2016 to Support Delivery of SG2:

"Become an acknowledged ICT centre of excellence and service provider"

In 2016, the Agency's operational and governance models will develop further in order to continue to maintain
the delivery of continuous operation of the systems under its management and ensure their on-going evolution
in accordance with the requirements of its stakeholders and partners. In practice this means that in addition to
supporting MS through the full lifecycle of systems under its management and the implementation of
appropriate corrective, adaptive & evolutive maintenance programmes, the Agency will be dealing with a
number of additional business critical projects affecting the operational management of the systems, amongst
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them the integration of new member states into SIS Il and SIRENE including testing, supervision of the handover
to new MWO contractors for VIS/BMS and the successful management of migration to a new service provider
for the systems’ communications network (Testa-NG).

2.2.2.1 Becoming a Centre of Excellence in ICT Services:

As part of its long-term strategy to develop into a centre of excellence, the Agency shall continue to develop its
comprehensive governance and operational frameworks based on industry standards. This emphasis on
continuous improvement in corporate governance, accountability and transparency will assist in opening new
opportunities for eu-LISA to collaborate with other Agencies, accelerating the pace of innovation in ICT within
the JHA policy area and pro-actively working with the other JHA Agencies to establish synergies in the area of
ICT services and support (within the remit of established Working Arrangements).

Such continued improvements in corporate governance, accountability and transparency will be achieved in
2016 via the implementation of the Agency’s roadmap for Corporate Governance of ICT. The Agency will also
continue to evolve its enterprise architecture model as one of the main tools to achieve efficiency of operations
and economies of scale.

Application of enterprise architecture principles of reuse, standardisation, awareness of innovation and
alignment between ICT and the wider organisation will help eu-LISA to continue to reduce superfluous costs
and refine processes and to build a sustainable and long-term advantage for the Agency and its stakeholders.
The Agency will also continue to ensure efficient and cost-effective systems management through the
continuous monitoring and evolution of operational processes in line with best practice, seeking opportunities
to optimise and improve the Total Cost of Ownership** (TCO) of the existing systems and optimising the use of
resources to fulfil business needs in accordance with the priorities of the organisation.

The Agency’s Project Management Office (PMO) will be strengthened in 2016 where it will be further integrated
into the Agency’s governance model and evolve as the focal point for cross organisational resource
management in addition to continuing to drive operational project and programme management at an agency
level. By 2016 PRINCE2 will also have been fully adopted as eu-LISA’s primary formal project methodology.

In order to verify investments are in line with eu-LISA’s strategic objectives and to ensure agreed prioritisation
of investments and project approvals, all projects will be required to be presented to the Business Investment
Committee (BIC) for approval and will be based on business cases detailing the project rationale,
cost/benefit/risk analysis, implementation plans and project constraints.

2.2.2.2 Further Development of the Agency’s Governance Framework:

The Agency will strengthen and mature its governance framework by continuing to implement its ITIL/ITSM
governance roadmap based on a framework of best practices for adopting an IT service management approach,
an important element of which will be the further consolidation and standardisation of existing service
management tools. The introduction of structured and coherent end-to-end processes designed to increase
cost-efficiency will also improve overall agility, effectiveness, compliance and control.

Corporate performance indicators for relevant processes and functional areas will continue to be regularly
reported during 2016. The ongoing production and reporting of such management information will assist the
Executive Director to manage the performance of the organisation and enables the Management Board and
Advisory Groups to perform their roles of ‘challenge and support’ to the Executive Director. The Risk
Management framework will also be further developed to ensure that identified risks and issues are managed

1 Total cost of ownership (TCO) is the total cost of a computer asset throughout its lifecycle, from acquisition to disposal. The aim of TCO analysis
is to identify, quantify, and ultimately reduce the overall costs associated with ownership of networked assets.



ANNUAL WORK PROGRAMME 2016 — 17

and mitigated effectively.

The Agency will also aim to continue to implement a quality management system based on achieving
compliance with the relevant ISOgoo1 standards, elements of which will include a coherent mapping of business
processes in addition to collating stakeholders’ quality requirements. Internal controls within the Agency will
also be further strengthened in compliance with industry best practice.

2.2.2.3 Research and Development and System Evolution:

As a technology-based organisation, eu-LISA recognises that the integration of appropriate new technologies
is inherently important to its operating model and that investigating and implementing the dynamics and new
possibilities afforded by such new technologies can greatly improve our service offering and performance.
However, as an operational Agency and hereby following its mandate, eu-LISA’s focus is in this area is limited
to the monitoring of research and related activities. The Agency therefore will seek to strengthen and deepen
relationships with industry through increased coordination and collaboration with appropriate private sector
research actors by, inter alia, hosting and attending regular industry roundtable events throughout the course
of 2016 and using its annual conference as a platform to promote effective cooperation with research bodies
and other interested parties in areas of interest and relevance to the Agency and its stakeholders.

It is also planned to improve internal R&D reporting with a focus on systems evolution to ensure that relevant
research findings are disseminated to internal decision makers. Relevant research institutions, private sector
organisations and EU agencies will all be engaged in 2016 on technical topics such as border control
technologies, network security and standards/best practices, whilst there will also be continuing engagement
with appropriate think-tanks on developments concerning data protection and privacy issues.

The locus of the Agency’s work will be on knowledge acquisition, specifically hardware and software (IT and
biometrics) for incorporation into the Entry-Exit and Registered Traveller systems as part of the Smart Borders
initiative. The Agency will also continue monitoring the outcomes of research activities relevant to the
development of both EES and RTP.

2.2.3 Objectives & Activities Foreseen in 2016 to Support Delivery of SG3:
"Grow as the principle EU ICT technology centre and hub of expertise"

2.2.3.1 Relations with the Member States, EU Institutions and Other Stakeholders:

Agency staff will continue to regularly meet with all relevant stakeholders with the most important mechanisms
remaining the Agency’s Management Board and its associated Advisory Groups. However, the Agency will also
continue to establish and develop relations with public and private sector organisations (e.g. the European
Commission’s Joint Research Centre, the IDIAP Research Institute and the Biometrics Institute), as well as with
research institutions and industry.

The eu-LISA liaison office in Brussels will also further evolve during 2016 and enable effective working relations
with Member States, European Institutions and relevant policy and operational actors, with meetings between
the Agency and the Justice and Home Affairs Counsellors. The Agency will seek to further reinforce strong
working relationships and to intensify cooperation with JHA Counsellors through such regular exchanges of

views.

eu-LISA will also continue to follow all relevant discussions in the relevant Council bodies (e.g. COSI, DAPIX,
etc.), in addition to those in the Parliament and Commission, and engage with them in order to ensure that eu-
LISA's advice is taken into account concerning matters within the Agency’s mandate in all relevant policy
discussions within EU institutions. The Agency considers provisioning of advice and input in the areas relevant
to its mandate as one of important elements of its mission. Therefore, eu-LISA is prepared to contribute as
necessary to relevant policy papers.

2.2.3.2 Relationships with European Agencies and Other Relevant Bodies:
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Following already concluded relationships with CEPOL, EUROPOL, FRONTEX and EASO, in 2016 eu-LISA will
continue to develop further formal working arrangements and put in place annual cooperation plans with
partner JHA Agencies where appropriate and practicable. It will also seek to establish such relationships with
other JHA Agencies, and in 2016 it should conclude and sign further cooperation agreements with ENISA, FRA
and EUROJUST.

Cooperation will also continue at strategic and operational level with various EU Agencies with the focus on
partners in the JHA field. In particular, cooperation with FRONTEX in terms of knowledge sharing in the field of
Automatic Border Control Systems (ABC) will continue.

Security challenges will also provide opportunities for cooperation and collaboration in 2016; the Agency will
continue assisting FRONTEX with security accreditation and other technical issues associated with Eurosur (a
shared IT platform that enables participating authorities to instantly view and review situations at and beyond
EU external borders).Where legal basis allows and based on operational and policy needs, as well as depending
on type of information or report needed, Agency is prepared to provide as requested statistical and other
reports on the systems entrusted to it, to the European Commission and relevant JHA agencies (subject of
agreement with relevant MS).

Joint training programmes will continue with a number of identified partners with eu-LISA attending other
Agency courses as a technical trainer, for example in CEPOL and EASO. As eu-LISA develops and strengthens
its ICT competencies, particularly in biometrics, there is also the potential for it to develop its technical
partnerships with other JHA Agencies.

In 2016, the Agency will continue to establish new and develop existing partnerships with other appropriate
public and private entities as required, with the focus on reinforcing the Agency as a centre of excellence,
developing its internal capabilities and raising its external profile with targeted stakeholder groups. As such,
strengthening and deepening links to academia and industry will be of particular importance. The Agency will
therefore continue to initiate and develop relationships with research institutions and industry in 2016 to further
knowledge acquisition in areas identified in its long-term strategy, including active engagement in relevant
research activities; in particular Horizon 2020 projects relating to IT and/or border management. Such
engagement will also include hosting at least one round table with industry during the reporting period and
regularly presenting outcomes of research monitoring at conferences hosted by established research
institutions. Eu-LISA will also continue to host the Agency’s annual conference which will continue to be focused
on a specific area of strategic importance to the Agency and the wider JHA community.

The strategic intent of these partnerships will be to aim to support the Agency in the delivery of its mandated
tasks and to develop the publicimage of the Agency as a reliable and efficient partner, to liaise with key partners
and stakeholders and to provide for effective two-way communication.

2.2.3.3 Further Strengthen External Communication:

Driven by its External Communication Strategy and Action Plan, in 2016 the Agency will focus its external
communication efforts on providing the European public with regular information regarding its mandate and
activities. It will continue to promote the Agency, maintaining its positive image and will strengthen the
Agency's internet presence through the diligent application of an appropriate social media strategy.

The Agency shall also continue to comply with all its statutory and legal obligations concerning publication of
certain types of information and will regularly publish statistics and reports about the use and performance of
its systems.

2.2.4 Objectives & Activities Foreseen in 2016 to Support Delivery of SG4:

"Develop a modern, efficient and agile organisation"

2.2.4.1 Strategic Planning:
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There will be a further alignment of the Agency’s strategic capabilities and reporting functions in 2016. The
production, adoption and distribution of Agency's long-term strategy, multi-annual and annual work
programmes or any other reporting variant that may evolve (such as the Combined Annual Activity Report or
Single Programming Document) will be aligned and further integrated into existing processes. An established,
clear & well-communicated timetable for all required staff input for the production and adoption of all relevant
ex-ante and ex post reporting will be in place.

In order to be in compliance with the new EU Financial Framework Regulation, in 2016 both multi-annual and
annual work programmes will be integrated in a single programming document that will be updated annually.
Ex-post reporting is also likely to change during the year, where it is likely that the Agency’s annual activity
report and more generic annual report to be combined in the Combined Annual Activity Report™.

2.2.4.2 Financial Management:

The Agency will continue developing its internal financial processes and procedures, taking a more pro-active
approach to ensure the transparent and effective management of financial resources. During the course of the
reporting period the unit will also continue to aim for a high level of spending against the Agency's budget, to
continue to streamline workflows within the Agency's own Finance related IT systems (in particular to put in
place end-to-end commitment and payment flows in ABAC), to maintain a high level of accuracy in budgetary
forecasting and to continue the authorship, review and approval of the Agency's financial and procurement
procedures.

2.2.4.3 Logistics and Facilities Management:

Key priorities in the area of facilities management and logistics in 2016 will be to continue to ensure that work
on the permanent HQ premises in Tallinn and works to reconstruct and refurbish the existing premises and
construction of the new building in Strasbourg remain fully on track in terms of both activity and budget.
Following the approval of the legislative act by the Estonian Parliament on 19 February 2015, the dialogue
between the Estonian Government and the Agency on the building of the new eu-LISA Headquarters has been
concluded. With this act further progress will be made to establish and build the permanent premises of eu-LISA
in Tallinn, which at the same time is an important step towards the implementation of its long-term strategy.
The office is expected to be ready by 2017.

2.2.4.4 Procurement:

During the reporting period the Agency will further streamline its procurement activities through consolidation
and reinforcement of its financial and procurement procedures, building and maintaining capabilities to provide
proficient advice to all relevant parties on procurement specific matters. The Agency will place particular
emphasis on ensuring that any new tender procedures are designed and reviewed in order that they comply
with applicable financial rules, best practice and any relevant lessons learned exercises. It will also hold a number
seminars on the development and dissemination of best practice in the area of Maintenance in Working Order
contracts, which will see a continuation of the community of practice and the application of a continuous
improvement approach to the management of all IT-related contracts.

2016 will also support OPS in the transition of the VIS/BMS MWO Framework Contract. Activities include
creation and management of contractual arrangements to ensure a smooth transition between contractors, in
legal and financial terms (for example, licensing, HW management handover, due diligence process).

2.2.4.5 Human Resources Management:

2 Article 47 of the FFR (Regulation (EU) No 1271/2013, 30/9/2013)
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In 2016 the HR function of the Agency will seek to further raise staff competence and capability, assisting the
delivery of organisation-wide productivity improvements through the application and administration of a range
of enablers such as effective training, staff development and transparent and fair staff appraisal and promotion

exercises.

eu-LISA will strengthen its culture of excellence at all levels within the Agency by providing targeted technical
and other relevant training and development programmes for staff to further develop a high-performing
organisation. Assisting staff in identifying their training needs and supporting learning to allow access to
appropriate generic and technical training courses and material will also remain a priority. To further improve
access, the Agency will increase its e-learning capabilities and solutions during 2016.

Unit-specific competency frameworks will be finalised during the course of 2016. These will provide the
framework for the development of an Agency-specific skills index, scheduled for 2020.

eu-LISA will also continue to develop leading practices in the recruitment, retention and recognition of Agency
staff with the emphasis in 2016 on improving staff retention and development through the introduction of a
number of targeted initiatives designed to reduce potentially high turnover rates. A review of the levels of
turnover across occupations, locations and particular groups of employees (such as identified high performers)
will be undertaken to inform a comprehensive Agency retention strategy, which following a comprehensive
consultation exercise with eu-LISA’s management and staff, will be rolled out in conjunction with the Agency's
updated HR Strategy.

In conjunction with the Commission, the Agency’s Management Board will continue to adopt the relevant
Implementing Rules relating to HR policy. In 2016 it is likely that the number adopted will increase to over 40
(from 29 in 2014). The Agency’s Multiannual Staff Policy (MSPP) 2017-2019 will also be prepared in the second
part of the year and will reflect the evolution of the Establishment Plan of the Agency.

Allegro, an HR specific personnel management IT tool introduced at the beginning of 2015, is likely to reach full
operational maturity by the beginning of 2016. This will allow all staff to access and update elements of their
personnel, performance and training profiles. An electronic Document Management System, will also be
procured. This will allow for the secure storing and easy retrieval of sensitive personal data and relevant
documents according to standards and requirements of the European Data Protection Supervisor.

2.2.4.6 Internal Communication:

Internal communication will aim to continue to facilitate and promote the mission, vision and core values of the
Agency and to use them as drivers for the development of its corporate culture and team spirit. Communicating
clearly presented ideas and a compelling message will help Agency staff to engage with the aims of the Agency
and increase its chances of continued successful development.

Using the Internal Communication Plan 2016 & the Revised Internal Communication Strategy 2016 — 2018 as
roadmaps, in 2016 there will be a concerted aim to continue to improve the internal communication between
the Agency's sites by executing a broad range of targeted communications strategies, such as coordination and
creation of internal publications and input to eu-LISA Intranet.

2.2.4.7 Internal Audit:

As per its established internal audit plan, the Agency will continue to cooperate with the European Court of
Auditors and the Internal Audit Service of the European Commission, hosting their audit missions and taking
measures to respond to any resulting recommendations. The Internal Auditor of eu-LISA will continue to
coordinate work in this area in 2016, including the preparations of reports, follow-up activities and continuing
to ensure general awareness amongst management and staff of the Agency of the principles, objectives and
procedures of internal and external auditing. The Internal Auditor will carry out his activities in accordance with
the adopted Internal Audit Charter of eu-LISA.
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Annex A: Specific Operational Objectives, Outpuésd Performance Indicators

The estimated total effort (FTEs®) attached to the objectives of the Work Programme 2016 in this annex give a reasonable indication of the allocation of available human
resources to the majority of tasks to be undertaken by the Agency in 2016. However, the list is not entirely exhaustive as it does not include those FTEs relating to management
tasks nor does it attempt to capture all horizontal/supporting activities. Therefore the overall total of 127.23FTEs as indicated below is less than the estimated staff population
of draft EU budget for eu-LISA™. It is worth noting that there will also be a number of external FTEs available to the Agency to complement its core team, assisting in delivery
of technical tasks relating to the operational management of the systems.?s

The Statement of Revenue and Expenditure of eu-LISA for 2016 gives an overall total of Commitment Appropriations of €80.28 million, from which Title 1 expenditure 15.24
million euros, Title 2 expenditure 11.63 million euros and Title 3 expenditure 53.4 million euros.

It shall be also noted that the costs of the tasks below, where no specific budget is attached, will be covered under staff costs and running costs of the agency, shown under Title
1 and Title 2 of the Statement of Revenue and Expenditure of eu-LISA for 2016 or will use commitments made previous years and carried over to 2016.

TIMEFRAME BUDGET & FTEs
STRAT el ANNUAL Inter
1 SECTION 2016 OUTCOME OWNER
GOAL| " ReF STDREASTC(;.BPJTE.STN' ACTIVITY/ACTIVITIES nal | Budget PERFORMANCE INDICATO
i < | 0Q1|Q2|Q3|Q4]| > FTE | Allocated

EURODA(rlated activities

95% of MS interactionscknowledged
in less than 1 minute; 95% of critical

. Continued provision of incidents categorised in less than 5
QgD Operational 24/7 application minutes; 95% of high priority incidents
1 2.2.1.1 | Management of . X | X X X | X | X OPS 3 1,080000 N ] .
the Systems Management of _ managgment services, categorised in Ies§ th_an 10 mlnutes_,
Eurodac (Corrective | supervision of 95% of moderate incidents categorise
and Adaptive maintenance (Recast FW( in less than 30 minutes; Specific
1 maintenance) and MS user assistance Eurodac SLA agreetkt as per defined

13 Full-time equivalent(FTE), a unit of measurement indicating the number of working hours that represents one full-time employee during a fixed time period. FTE simplifies work measurement by converting workload hours
into the number of people required to complete that work;

4 ey-LISA adopted Multi Annual Staff Policy Plan 2016-2018 indicates staff population in draft EU budget of 118Temporary Agents, 15 Contract Agents (8 existing CAs and up to 7CAs approved by the Management Board for
2016) and 8 National Expert, which is in accordance with targets set for the Union in the Multiannual Financial Framework (MFF) 2014-2020 in line with the "Communication from the Commission to the European Parliament
and the Council on Programming of human and financial resources for decentralized agencies during 2014-2020"It shall be noted that the disclosed above FTEs do not include the managerial staff of the Agency and the personal
assistants. The Agency’s budgetary forecast of 80.28 million euro is compatible with the financial ceiling in the MFF of 84.7 million euro.

15 The current estimate for external consultancy FTE required in 2016 is 30.25 FTE equivalent to approximately €3.63 million. Out of them 23 FTEs with estimated value of €2.75 million are dedicated to operational activities.
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TIMEFRAME BUDGET & FTEs
WP2016
STRATY SECTION STRAT OBJECTI| 2016 OUTCOME ANNUAL OWNER | 'nter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
# Ql| Q2| Q3| Q4 FTE | Allocated
targets in the Annex 2 of the Standard
Service Level Agreement
Min. of 2 steering Committee meetingg
Operational per annum ; min. 8 meetings per year
1 2211 | Management of Eurodac Contract EurodadContract X X X X OPS 0.30 with 'con_tractor at .
Management Management application/programme level; 12
the Systems L -
monthly activity reports reviewed and
4 accepted per year
Evolution of the Evolutive Adaptations of the system Adaptationsdelivered as per
1 2.2.1.2 maintenance of p 4 X | x| x| x OPS | 1.25 | €1,745000 P . P
Systems after Recast agreed/baselined plan
5 Eurodac
Supporting COM for an
impact analysis study on
how to setup an encrypted
Study on migration virtual network dedicated
1 2212 Evolution of the to dedicated to Eurpd_ac data to rep_lace X X X X oPS 0.75 N.B16 Study delivered as per agreed/baseling
Systems the existing eurodomain plan
Eurodac network
and to enable secure web
services (xml) transmissio
between CS and NS. (art
sub 1.b EU Reg 603/2013
Operational Prepare the specifications Proaire
1 2211 Mzna ement of Preparations of the | and start the procurement X mentand | 2.5 Procurement plan for BR@MAC MWO
o 9 BURMAC MWO for the new EJRMAC ' and the first draft of the TTS
the Systems OPS
MWO
SIS Ik related activities

16 Estimated budget for the study is 250 ooo Euro and is included into the allocated budget for evolutions of the systems
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10

11

12

13

14

WP2016 TIMEFRAME BUDGET & FTEs
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
95% of MS interactions acknowledged
in less than 1 minute; 95% of critical
incidents categorised in less than 5
Operational minutes; 95% of high priority incidents
SISII Corrective Basic corrective categorised in less than 10 minutes;
1 2.2.1.1 | Management of . . X X X | X OPS 3.50 0 o .
the Systems | MAMENANCE | manienance i less than 30 minutes, Speciic SIS 1
SLA agreed met as per defined targetg
in the Annex 2 of the Standard Service
Level Agreement
2211 32ﬁ$§:§'ﬂt of SISIl Adaptations Bas_ic adaptive X X X X oPS 295 €200000 SIS Il adaptions deliverc_ad as per
the Systems (WL,Oracle12c) maintenance relevant plans and SLA# force
95% of MS interactions acknowledged
in less than 1 minute; 95% of critical
Continued provision of incidents categorised in less than 5
Operational Operational 24/7 application . minutes_; 95% of high priority i_ncidents
1 2211 | Management of Management of SIS managgment services, X X X X oPS 450 categorised in Ie;s than 10 mlnute_s;
o the Systems Il (dayto-day supervisbn of ’ 95% ofmoderate incidents categorised
maintenance) maintenance and MS in less than 30 minutes; Specific
assistance Eurodac SLA agreed met as per defing
targets in the Annex 2 of the Standard
Service Level Agreement
Ensure contractor's Minimum 2 Steeng Canmittee per
Operational compliance with _ year _at management_ level; minimum §
1 2211 | Management of SIS Il Contract contra(?tual obligations X X x | x oPS 0.40 meetlngs per year with the contractor
the Systems Management stemming from the SIS |l at Application/Programme level; 12
MWO contract; maintain Monthly Activities Reports reviewed
SIS Il in working order and accepted per year
SlISlIfunctional
Evolution of the Eg\;/:)elztcliorgsagr?gzr SISIl central system aligng On time andscheduleand in scope
1 2212 to new/changed user X X X X OPS 1.00 €300,000 . .
Systems (new features or demand delivery as agreed with MS
new DCC ’
functionality)

77 Standard Service Level Agreement as approved by the Management Board with document 2013-084
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15

17

18

19

WP2016 TIMEFRAME BUDGET & FTEs
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
SISII Active2Active | Basic study on
study (operate CU active/active setup
and BCU in (subject to legal review to
active/active mode, | ensure compliance of
1 2212 Evolution of the | to provide t_)(_atter study with applic_aple legal X oPS 0.25 CHNNS Study delivered as per agreed/baseling
Systems system resiliency, framework) providing the plan
business cotinuity basic technical design and
and better data implementation roadmap
centre resource for envisageathange of
utilisation) operations.
Basic evolution on
capacity/performance;
system aligned to
increased capacity Basic capacity evolution delivered as
Study and start the | demand provision of per agreed plans
Evolution of the implementation of automated queries and
1 2212 the SIS Itapacity other enhancement X X X | X OPS 4 €1,525,000 | Support to new MS to join SIS ||
Systems . . .
alignment as per related to reporting; community
results of the study | technical upgrades such a|
Oracle 12 upgrade and
associated licences; MS
support to join the SIS |l
community
Implementation of
1 2212 Evolution of the Efprgg:;}lt(i:es of SIS II x | x oPS 2 _Start detaile_d design and
Systems . €9,726408 | implementation
in progress (to
finalised in 2017) SISIAFISmplementation
A study related to
shared services is
ongoing (Q4 2014,
Q12015). Based on
Network and the result of this . . '
Communication study, some services Preparation for SIS Ii usin Study delivered as per agreed/baseling
1 2213 (to be defined by sharedservices X X OPS 0.25 ;
Infrastructure . plan;
Management 'the study) Wlll'be
implemented in a
shared way in 208.
Once the shared
services are
available, one will
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | ™ ee ™| DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
have to Connect SIS
Il to shared
infrastructure &
decommissioning of
dedicated SIS Il
services.
SIS Il connected to shared
Interface SIS Il with | databackup facility.
1 2.2.1.5 | Security D . ’ X OPS 0.25 € p n n Z| number of incidents & equipment
ecommission be started by the end of decommissioned
dedicated SIS dlata | 2016 subject to
backup facility. assessment of compliancq
with relevant legal basjs
VIS/BME related activities
Continued provision of
. Operational 24/7 application
B Management of VIS | management services
1 2.2.1.1 | Management of . . ' X X X OPS 1.50
the Systems (Co_rrecnve supervision of
Maintenance) maintenance and MS
assistance
Continued provision of
Operational | (ETRCE o | management senvices
1 2.2.1.1 | Management of . . ' X X X OPS 1.50
the Systems BM.S (Corrective superwsmn of . '
Maintenance) maintenance and MS 95% of MS interactions acknowledged
assistance in less than 1 minute; 95% of critical
Continued provision of incidents categorised in less than 5
Operational Operational 24/7 application minutes; 95% of high priority incidents
Management of VIS | management services, categorised in less than 10 minutes;
1 2.2.1.1 | Management of . L X X X OPS 0.50 % of moderate incident teqori
the Systems (Adaptlve supervision of 95/0 of moderate incidents categorise
Maintenance) maintenance and MS in less than 30 minutes; Specific
assistance VIS/BMS SLA agreed met as per defin
Continued provision of targets in the Annex 2 of the Standard
. Operational 24/7 application Service Level Agreement
Qi Management of management services
1 2.2.1.1 | Management of . . ! X X X OPS 0.50
the Systems BM_S (Adaptive sup_erwsmmf
Maintenance) maintenance and MS
assistance
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30

31

BUDGET & FTEs

PERFORMANCE INDICATO

STRAT WP2016 ANNUAL TIMEFRAME —
GOAL SER,CETllo'\ STDREASTC‘;?F;‘E(C)L' 2016 OUTCOME | A cTivITY/ACTIVITIES OWNER| “nal | Budget
Q1| Q2| Q3| Q4 FTE | Allocated
Successful handover
Operational Takeover and Between MWO
1 2211 Mgna ement of Handover Between | contractors. New MWO X X X OPS 1 €2,000,000
o the S gstems MWO contractors contractor ableto take ’
y for VIS over responsibilities from
existing.
Successful handover
Operational Takeover and Between MWO
Handover Between | contractors. New MWO
1 2211 m:nsa g;;nrggt i MWO contractors contractor able tdake S A S OPS 1 €2,000,000
y for BMS over responsibilities from
existing.
Operational Continued provision of
Operational Management of VIS | 24/7 application
P (Corrective managenent services,
1 2.2.1.1 | Management of Maintenanceunder | supervision of X | X OPS 1.50 | €4,500,000
e ST the new MWO maintenance and MS
contract assistance
Operational Continued provision of
Operational Management of 24/7 application
1 2211 | Management of aglitgigzsg;ﬁer ;T;’:‘rﬁri‘;i”;fe“"ces' X | x OPS | 1.50 | €4,000,000
e Spizi the new MWO maintenance and MS
contract assistance
Operational Continued provision of
Operational Management of VIS | 24/7 application
1 2211 | Management of ﬁﬁ;ﬁf;‘;’:ncem dor gj%l?ﬁg‘f:g?ew'ces' X | x OPS | 050 | €1,000,000
1D SPEETS the new MWO maintenance and MS
contract assistance
Operational Continued provision of
Operational Management of 24/7 application
P BMS (Adaptive management services,
1 2.2.1.1 | Management of Maintenance)under | supervision of X X OPS 0.50 | €1,500,000
e Sz the new MWO maintenance and MS
contract assistance

New MWO contract prepared and
signed as planned.

Handover form the old to the new
contractor done

Financial commitments done accordin
to the plan.

Scheduled evolution initiated as
planned.
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
# Ql| Q2| Q3| Q4 FTE | Allocated
Capacity increase of
the VIS aligned with ge:elgggo I(;onnr:'raadct prepared and
the business needs 9 P '
and the VIS rollout . . . .
— Financial commitments done accordin
completion; VISA
Evolution of the | code+ activities; €14,500,00 | to the plan.
- ' Evolutions of the VIS/BMS X X OPS 4. 0
Systems activities for the -
. - Scheduled evolution initiated as
integration of lanned
Croatia in VIS and P '
reinforcement of the
VIS/BMS testing
infrastructure
VIS/BMS Basic study on
Active2Active study | active/active setup
(operate CU and (subject to legal review to
BCU in active/active| ensure compliance of
1 2212 Evolution of the | mode, to provide study with aplec_ak;Ie legal x | x oPS 055 N.ES Study delivered as per agreed/baseling
Systems better system framework) providing the plan
resiliency, business | basic technical design and
continuity and implementation roadmap
better data cente for envisaged change of
resource utilisation) | operations.
VIS Contract Managemen
Proper financial, budget
and contractual Minimum 2 Steering Committee per
Operational management of the VIS year at management level; minimum §
1 2211 | Management of VIS/BMS Contract | and BMS MWO. (Ensr X X x | x oPS 150 meeFlng_per year with the cor?tractor af
the Systems Management contractual coverage for Application/Programme level; 12
all planned activities, Monthly Activities Reports reviewed
payment of invoices in dud and acceptedy the Agencyer year
timp, proper budget
34 SESOdZCIAQ}/X()

18 Estimated budget for the study is 500 0ooo Euro and is included into the allocated budget for evolutions of the systems
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TIMEFRAME BUDGET & FTEs
WP2016
STRATY SECTION STRAT OBJECTI| 2016 OUTCOME ANNUAL OWNER | 'nter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
< | Q1| Q2| Q3| Q4| > FTE | Allocated
Network ¢ related activities
95% of MS interactions acknowledged
in less than 1 imute
Network and Helpdesk support, Ensure appropriate and 95% of critical incidents categorised in
Communication daily reporting, level | timely level 1 support 18.0 less than 5 minutes
L 22.13 Infrastructure 1 support to MS, activities for the member X1 X X X x|X OPS 0 95% of high priority incidents
Management daily statistics States categorised in less than 10 minutes
95% of moderate incidents categorise(
in less than 30 minutes
100% criticaincidents resolved or
Effective service . workaround available on less than 8
Network and Ensure the service . Lo
Communication management, management activities in hours; 95% of high incidents resolved
1 2.2.1.3 incident and ger - X X X X | X OPS 2.00 workaround available in less than 24
Infrastructure an effective and efficient ) S
problem hours; 90% of moderate incidents
Management way )
management resolved or workaround available
within 6 days
Maintain and
monitor networks .
Network and under euLISA Secured _anq reliable
Communication management to communication Full compliance with all relevant
1 2213 . infrastructure, this is a X X X X OPS 1.00 )
Infrastructure ensure security and - network SLAs in place
R, continued outcome, not a
Management reliability of -
S specific outcome for 2016
communications
infrastructure
Contribute to
ggmr%ﬂ(n?:;ion effective contract Efficient network related contractor's reports reviewed and
1 2213 management of all | contracts management, it X X X X OPS 0.50 results delivered to COM on time as
Infrastructure - . : 0
networks provided | is continued activity. agreed per MoU
Management .
by 3rd parties
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
# Ql| Q2| Q3| Q4 FTE | Allocated
Develop Application
Administrator team
portal to gather
information for2nd If solutions like SharePain
Network and . )
Communication I_evel Support Tea‘.“ S avallab_le at that . Team portal available and usfioy end
1 2.2.1.3 list of tasks, contais | moment in time, design of X | X OPS 0.25
Infrastructure . of 2016]
documentation for | the team portal for further
Management L . ;
team organisation, | implementation
documentation for
operational
procedures
41
Horizontal tasks and projectselated to management of the systems entrusted to the Agency
Agreedfor
. implementation Implementation and Agreed for implementation unplanned
el unplanned changes management of changeshavebeenimplemented
1 2.2.1.1 | Management of | implemented in 9 X X X X OPS 2 N/A 1ang P
unplanned changes to the without the need of a supplementary
the Systems accordance to the . ;
) . CBS budgetin the agreed time and scope.
agreed time line and
scope
Implementation of a
new shared data Unique data backup
backup o
. facility in place and ready
infrastructurethat
. to be used by all systems
will replace all the by end 2016 at the latest
Operational individual backup inyorder to avoid an Improvements to footprint, BTU and
1 2.2.1.5 | Management of | infrastructures from y X X | X OPS 1 € 0 X n n Jj electricity consumption delivered

42

the Systems

existing systems (Sl
I, VIS, BMS,
EURODAC). This ne|
Infrastructure will be
scalable in order to

be able to integrate

renewal of existing backug
infrastructure due to
obsolescence. [Shoultk
finished by the end of
2016].

within stipulated timelines

19 The necessary budget for implementation of unforeseen changes to the systems, requested by the MS ad-hoc, is included in the overall budget allocated for evolutions of the systems
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
future systems as
well.
Technical choices
will be based on the
result o the shared
services study (end
of study : first
quarter 2015)
Becoming a EuLISA networksore
Centre ofq euw-LISA networks systemscommon Network services delivered in full
2 2221 . adaptive infrastructure) improved X X X | X OPS 1.00 €500,000 | compliance with relevant plans and
Excellence in ICT . : .
. maintenance and continuously updated SLAs in force
Services
to cover euLISA needs
Implementation of a
virtualised test Decommissioning of the
Evolution of the platforms for core physical test environmentg Project implementation goes as per
1 2212 Svstems systems (SIS II, and replacement by a X X X X OPS 0.50 | €1,000,000 | agreed implementation plan and within
Y Eurodac, VIS, BMS), virtualised one by end of scope and budget.
starting in 2016 and | 2016
continuing in 2017
Automation of statistic
generation that currently
. involves too much human
Project . .
) intervention, resources.
Management office . .
. o The implementation of
Qi evolution: templates, populated b 15% time saving in reporting efficienc
1 2.2.1.1 | Management of | Implementation of a piates, pop oy X | x| x| x OPS | 025| enpns o ime saving In reporting Y
. the different system will once tool is fully implemented
the Systems Reporting tool for g
allow automatic
KPls, SLAs and . Lo
o generation and limit the
Statistics .
operational work to
communication of this
reports internally
Number of issues of eLlISAs BCU
. Operate, manage and . .
. Continuous oo infrastructure that interrupt the
ClprEiae] availability and maintain the backup data services of the CBS towards K18
1 2.2.1.1 | Management of oIty anc centre and backup X X X X OPS 0.5 €830000 L
compliance with - o (Potential issues of elulSAs BCU
the Systems operational sitein St. h )
agreed SLAs. Johann / Pondau. AT infrastructure do not interrupt the
gau, services of CBS towards MS
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Theproject aims to
increase PMO capabilities .
. . Number of programs / projects
Project to monitor status of all . . o
) L delivered with deviation <10% from
Management Office | active internal and -
v ) original schedule/budget
. evolution: external projects and to . . _
Becoming a . . % of Time to Market Delivery = elaps€
Centre of prowdg deta|le_d and time from Starting Phase to Project
2 2221 . Development and timely information. X X X | X OPS 1.00 €375 000 :
Excellence in ICT]| . - . —— Delivery
. implementation of Integration, consolidation . . N
Services . . % of projects in portfoliaelivered / the
automated project and automation of ) ) .
o ; ) total number of projects in portfolio
monitoring available project : . .
. At least90% of projects compliant with
dashboard management tools in the )
L the QM processes in place
agency into it$ntranet
portal.
With implementation of
integratedmonitoring one
tool will be used for
monitoring of all systems.
All incidents will also be
registered and processed
in the same tool. In
Establishment of addition, incidents will be
Network and integrated transferred to contractors
Communication | monitoring across for resolution Integratedmonitoring delivered as per
1 22.13 Infrastructure the systems automatically through the A A A A OPS 0.10 €450,000 plan; Gain 10% time efficiency
Management managed by the tool and the whole cyel of
agency their resolution will be
monitored and recorded.
This approach will increas
efficiency of operations of
the agency as well as will
provide the agency with
better means to interact
and control contractors
Integration of the With its integration into
ITSMconfiguration asset management
Becoming a management process agency will ensur: Integration between ITSM CMDB and
Centre of database CMDB better traceability of Asset Management delivered as per
2 2221 Excellence in ICT| with euLISA Asset | investments into systems X X X OPS 0.25 €125,000 plan with less than 10% deviation from
Services management and under its management. the agreed schedule
establishment of an | This projet is an
unique source of important element from
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
information for the planning of the agency
asset management | to address some of the
findings in the audits
performed by the
European Court of
Auditors in 2014th
. Implementation of
Implementation of ) L
) A business continuity
business continuity
management strategy
management .
through the Business
strategy through the Continuity Management BCP implemented in the systems as
1 2.2.1.5 | Security Business Continuity ty 9 X X X | X OPS 0.30 €150,000 pleme Y P
Management System (in accordance agreed/baselined plan
S stefn o with 1SO22301) in CU and
Y . BCU. Audit and evaluation
accordance with consultancy costs are
15022301 foreseen in 2016.
Projectcover activities
which are not already
covered by the
Commission:
TestaNG Evolution
projects phase 2 - eu-LISA Eurodomain
with activities connections (SC29)
ggmr?\ﬂ(n?:;ion related to CERTES | approx.EUR 127,000;
1 2213 Infrastructure and network - External consultancy X X X X OPS 2.00 €352000 | Results delivered as per plan.
Management optimisation (under the external
9 (studies for the SIS | consultancy framework
II,EDAC and contract), estimated at
VIS/BMS). EUR200,000;
- Necessary Hnouse
cabling and datacentre
arrangements, estimated
at EUR 25,000.
Continwusservice
improvements for all| Alignment with the latest
. internal processes | process developments an ) . .
1 2212 Evolution of the and further KPIs calculations: X X x | x oPS 0.25 Refined mternal processes; improved
Systems . . - . euw-LISA Service model
integration within Improvements in the eu
the organisational LISA service model
processes
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Evolution of the Ezlr?:gsgment Recurrent release F\’_eleasg plans availatdad
1 2212 L management for all X X X | X OPS 1.00 disseminated to all relevant
Systems activities and
supported systems stakeholders
workshops
Setupa Set up a development
. development environment to allowing . .
1 2.21.2 g;g:gtlrﬁsn Rl environment as the development on X X OPS 0.10 Eﬁgﬂ?&?g&)ﬁﬂﬁtﬂ:ﬁg g\\l,gliﬁﬂz
horizontal tool to Oracle DB, Weblogic, HP '
support all systems | UX, Linux
Preparations, launch
Becoming a and finalisation of a | Preparetender Procure Procurement proceduréinalised by the
2 2.2.2.1 | Centre of Call for Tender for documentation and X mentand | 25
Excellence Common Shared execute the procurement OPS end of Q3 2016 at latest.
InfrastructureMWO
Development of new systems
Coordinate the
delivery of - . . Regulameetings have been arranged
Liaise with respective . . : .
Development and| technology vendorson matters with the contractor in which their
1 2.2.1.4 | Implementation monitoring reports . X X GCU 0.10 assessment of new technologies and
relating tonew . . .
of New Systems | to support technologies their decisions for choices made are
development of RTP, discussed and jusied.
and EB
According to COM legal
proposal,Smart Borders
implementation will start
DEEIRIETT & Implementation of as soon as the legal Smart Borders requirements analysis
1 2.2.1.4 | Implementation Smart Borders framework will be X X X X R&AOPS| 25 and appropriate package design
of New Systems approved. The current
timeline is: Pilot results by
end of 2015, Legal basis 4
end of 2016, Developmen
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WP2016 TIMEFRAME BUDGET & FTEs
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " ir | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
systems( and operational
procurement, grants| management between
anddevelopment) 2017 and 2020)
Securityrelated tasks
Protect Agency
personnel, property
and information by | Operate and manage .
1 2.2.1.5 | Security creating a safe, protective security X X X | X Security | 0.70 Sga(r)tr?g}é;iev(;urztg tl\oﬂ;azrgalgement
secure and assured | measures for the Agency P
working
environment.
Protect Agency Continue to provide
personnel, property | services to ensure that
and information by | protective security .
1 2.2.1.5 | Security creating a safe, measures are adequately X X X | X Security | 0.50 ggagsg)&;iev(;gtg tl;/laErl?gement
secure and assured | implemented (for example P
working through support to new
environment. construction projects).
Protect Agency
gﬁ?ﬁ#gf*:ggﬁi@y Continue to provide All emergency response team membe
1 2.2.1.5 | Security creating a safe, tralnl_ngs and e>_<er0|§es to X X X X Security | 0.10 prc_)v!ded appropr_late fire anq safety .
secure and assured staff in evacuation, fire training by Q4. Site evacuation exercis
working protection and first aid. conducted in TLL and SXB by Q4.
environment.

20 Indicated 2.5 FTE above are required to prepare launch of development of Smart Borders systems. They have not been included into the estimates for the necessary human resources to implement Smart Borders programme.
Once the respective legal base is adopted the initial assessment for the human resources to implement Smart Borders programme(as outlined in MSPP 2016-2018) will be further refined. It shall be noted also that the Agency
will need amendment of its Establishment Plan.
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STRAT,
GOAL

WP2016
SECTION
REF

2.2.15

STRAT OBJECTI
DESCRIPTION

Security

2016 OUTCOME

Continue to manage
and improve
information security
in order to provide
assurance that
Agency Core
Business Systems
will effectively
protect the
information they
handle and will
function as they
need to, when they
need to, under the
control of legitimate
users.

ANNUAL
ACTIVITY/ACTIVITIES

Provide information
security services through
the tasks of the Local
Security Officers carrying
out security operations,
monitoring, testing,
incident marmgement and
project support

TIMEFRAME

Q1

Q2

Q3

Q4

OWNER

Security

BUDGET & FTEs

Inter
nal
FTE

3.50

Budget
Allocated

PERFORMANCE INDICATO

Quarterly Security Management

Reports delivered to ED

2.2.15

Security

Continue to manage
and improve
information security
in order to provide
assurance that
Agency Core
Business Systems
will effectively
protect the
informationthey
handle and will
function as they
need to, when they
need to, under the
control of legitimate
users.

Implement an Agency
Public Key Infrastructure
on the Core Business
Systems

Security

0.20

Agency PKI implementation completed

by Q4
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STRAT,
GOAL

WP2016
SECTION
REF

2.2.15

STRAT OBJECTI
DESCRIPTION

Security

2016 OUTCOME

Continue to manage
and improve
information security
in order to provide
assurance that
Agency Core
Business Systems
will effectively
protect the
information they
handle and will
function as they
need to, when they
need to, under the
control of legitimate
users.

ANNUAL

ACTIVITY/ACTIVITIES

Implement a SIEMon the

Agency Corporate
Infrastructure

TIMEFRAME

Q1

Q2

Q3

Q4

OWNER

Security

BUDGET & FTEs

Inter
nal
FTE

0.20

Budget
Allocated

PERFORMANCE INDICATO

SIEM implementation on Corporate
Infrastructure completed by Q4

2.2.15

Security

Continue to manage
and improve
information security
in order to provide
assurance that
Agency Core
Business Systems
will effectively
protect the
information they
handle and will
function as they
need to, when they
need to, under the
control of legitimate
users.

Coordinate and manage

external security

assessments of Agency

systems, website and
applications

Security

0.20

Quarterly Security Management
Reports delivered to ED

2 Security information and event management. SIEM provides real-time analysis of security alerts generated by network hardware and applications.
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WP2016 TIMEFRAME BUDGET & FTEs
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO

# Ql| Q2| Q3| Q4 FTE | Allocated
Manage security
risks effectively by
developing a Continue to maintain,
balanced monitor effectiveness of

. comprehensive, and improve the . Quarterly Security Management
L 2.2.1.5 |EECCly holistic and IntegratedSecurity S A S S Security | 0.20 Reports delivered to ED

systematic ManagementSystem
framework for (ISMS% of the Agency
security governance
andmanagement

63
Manage security
risks effectively by
developing a
balancer(]j . Develop a detailed Detailed S itv Architecture Desi

1 2.2.1.5 | Security Eo:pp_re egswe, security architecture X X X | X Security | 0.20 De are ecum}i rg k')ec lire esign
olistic an design ocument completed by Q

systematic
framework for
security governance
and management

64

22An information security management system (ISMS) is a set of policies concerned with information security management or IT related risks.
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TIMEFRAME BUDGET & FTEs
WP2016
STRATY SECTION STRAT OBJECTI| 2016 OUTCOME ANNUAL OWNER | 'nter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Manage security
risks effectively by
developing a
balanced .
. Perform an adit of the . .
1 2.2.1.5 | Security Egﬁ;ﬂfgﬁgswe’ Information Security X X Security | 0.10 :ESXl\gfultR/t:rBﬁleitj(;irltbre%o;t delivered to
) Management System Y
systematic
framework for
security governance
and management
Manage security
risks effectively by
developing a Accredit theEnduser
balanced Workstation Network
1 2.2.1.5 | Security EZE%?Z%SN& (EUWS#ccording to the X X Security | 0.20 S;Cnutzzyba cgidltatlon of the EUWS
) Agency System 9 Y
systematic L
Accreditation Process
framework for
security governance
and management
Manage the BCMS Continue to maintain,
to achieve . .
. monitor effectiveness of
appropriate and improvethe Business Quarterly Security Management
1 2.2.1.5 | Security resilience of core O)ntinupi)tyMana ement X X X | X Security | 0.20 Re orts)(ljelivered to EDg
business processes 9 P
System(BCMShf the
and systems to Agenc
disaster. gency
Manage the BCMS
;opz(r::plaeri\;?e Proposal for a Member
. " State Community Code of . Proposal for MS Community Code of
1 2215 el LeS".'ence of core Practice folBusiness X X X X Security | 0.20 Practice for BCM delivered to MB by Q
usiness processes C
Continuity Management.
and systems to
disaster.
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Manage the BCMS
to achieve Gap assessment and
appropriate design architecture for the Critical Controls Baselir@urrent State
1 2.2.1.5 | Security resilience of core implementation of the eu X X | X Security | 0.20 Assessment delivered to Agency
business processes | LISA Critical Security Security Officer by Q3
and systems to Controls Baseline.
disaster.
Manage the BCMS | Plan and execute exercisg
to achieve to test the effectiveness of]
appropriate recovery strategies makin . A .
1 2.2.1.5 | Security resilience of core use of displacement of X X X Security | 0.20 Business Continuity Site Exercise
. S conducted by Q3
business processes | staff and utilisation of
and systems to remote working and
disaster. management capabilities.
Provide strategic Continue to provide
1 2215 | Security security outreach to strategic securlt‘y outreach X X X X Security | 0.10 At least 2 SON meetings organized in
stakeholders as the Secretariat of the 2016
’ Security OfficeNetwork
Operational activities
Reporting and Sotgfi;ztclgn dagsi n Operational statistics Improve quality and timeliness of
1 2.2.1.7 porting esign, design, programming, X X X X OPS 0.85 statistics delivery for MS and increase
Statistics programming, ! .
: documentation the level of automation
documentation
Reporting and gggg&i'?ﬁﬁﬁgiﬁﬂ( Timely production of Reports and statistics available with leg
1 2217 porting reports as per relevant X X X X OPS 0.35 than 10% deviation from baselined
Statistics the Recast . :
. legal instruments in force plans
Implementation
Fulfilment of all
. reporting obligations . . . .
1 2217 Rep_ort_mg and as outlined in the Production of SI8 annual X X GCU 0.20 Prqducnon of s'tat|st|cs as per deadling
Statistics L stats set in legal basis
Establishing
Regulation & legal
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78

STRAT,
GOAL

WP2016
SECTION
REF

STRAT OBJECTI
DESCRIPTION

2016 OUTCOME

bases for systems
under management

TIMEFRAME

ANNUAL
ACTIVITY/ACTIVITIES

Q1

Q2

Q3

Q4

OWNER

BUDGET & FTEs

Inter
nal
FTE

Budget
Allocated

PERFORMANCE INDICATO

2217

Reporting and
Statistics

Fulfilment of all
reporting obligations
as outlined in the
Establishing
Regulation & legal
bases for systems
under management

Update list of autorities
for SIS I

GCU

0.10

Production of statistics as per deadling
set in legal basis

2217

Reporting and
Statistics

Fulfilment of all
reporting obligations
as outlined in the
Establishing
Regulation & legal
bases for systems
under management

Update list ofauthorities
(asylum) for Eurodac

GCU

0.10

Updated list of authorities for EURODA

2217

Reporting and
Statistics

Fulfilment of all
reporting obligations
as outlined in the
Establishing
Regulation & legal
bases for systems
under management

Drafting Eurodaennual
report including its
technical functioning and
security

GCU

0.20

Report ready as per the legal
requirement

2217

Reporting and
Statistics

Fulfilment of all
reporting obligations
as outlined in the
Establishing
Regulation & legal
bases for systems
under management

Fnalise VISeport on the
technical functioning of
the system and its security

X

GCU

0.25

Report ready as per the legal
requirement
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80

81

82

83

TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Fulfilmentof all
reF’O"”?g 0b_||gat|ons Preparatory works for the
Reporting and as 0ut[|ne_d in the SIS |l report on technical Report ready as per the legal
1 2217 - Establishing N : X GCU 0.25 -
Statistics ) functioning (due in Q2 requirement
Regulation & legal
2017)
bases for systems
under management
Continued provision
of the appropriate Revision of the Training
Provision of training on the Strategy 2012016 (NCP) Delivery and adoption of the new
1 2.2.1.8 | Systems Training| technicaluse of SIS | in close cooperation with X X GCU 0.02 training strategy document by the AG
to Member States| I, VIS and Eurodac | the Commission, FRONTH and MB by end 0Q4 2016
to participating and CEPOL
national authorities.
Continued provision
of the appropriate
Provision of technical training on Establishment of Training Delivery and adoption of the new
1 2.2.1.8 | Systems Training| the use of SIS Il, VIS Plan 2017 (NCP) X | X GCU 0.02 training Plan by the AG by end of Q4
to Member States| and Eurodac to 2016
participating
national authorities.
Continued provision
of the appropriate
Provision of technical training on | Update of the Training -
1 2.2.1.8 | Systems Training| the use of SIS Il, VIS Portfolio of the Agency X X GCU 0.02 (L)prgjtgé)lfethe eLISA Training by end
to Member States| and Eurodac to (NCP)
participating
nationalauthorities.
Continued provision
of the appropriate
Provision of technical training on | Delivery of Training All planned training activities delivered
1 2.2.1.8 | Systems Training| the use of SIS Il, VIS activities as foreseen by X X X X GCU 0.30 €450,000 on schedule
to Member States| and Eurodac to the Training Plan 2016
participating
nationalauthorities.
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WP2016 TIMEFRAME BUDGET & FTEs
STRATY SECTION STRAT OBJECTI| 2016 OUTCOME ANNUAL OWNER | 'nter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
# Ql| Q2| Q3| Q4 FTE | Allocated
Continued provision
of the appropriate
Provision of technical training on | Effective administration of Continuous availability of the training
1 2.2.1.8 | Systems Training| the use of SIS Il, VIS the euwLISA Training X X X X GCU 0.10 platform (training materials and
to Member States| and Eurodac to Platform functionalities) to the users
participating
o nationalauthorities.
Integrate
rigs;(rje;r::gir:i;o on In cooperation withCOM,
Provision of fhe technical L?SG of Frontex and Cepol, eulSA 2 training coursesn the technical use
1 2.2.1.8 | Systems Training contributes in the delivery X X X X GCU 0.04 of SIS ltleliveredto Schengen
SIS Il for Schengen - . f .
to Member States . of training courses to evaluatorsduring thereporting period
evaluationexperts
. . Schengen evaluators
into Agency traiing
85 schedule
Integrate
requirement to
Provision of fr:g\:f:htrﬁgllrlﬁggf Update of Training Update of the Training Package for el
1 2.2.1.8 | Systems Training L Package for edLISA X X GCU 0.02 LISA Schengen evaluators Team by e
SIS |l training for
to Member States .| Schengen evaluators Tea of Q4 2016
Schengen evaluatio
experts into Agency
86 training schedule
Becoming a Change Change Management activities
Centre ofg Management and Recurrent Change completed per process; 5% increase i
2 2221 Excellence in ICT workshops (both Management activities for X X X X OPS 1.25 the number of implemented changes
Services internal and with all supportedsystems implemented in 2016 compared with
a7 MS) 2015
Becoming a Reporting, Reports plars, risk
Centre ofg' integrated planning, | registers contributing to Reporting. Intearated planning. risks
2 2221 . operational and the overall management X X X X OPS 0.85 “ep 9. 'nteg P 9.
Excellence in ICT . . lists and mitigation plans available.
Services project risk of the OPS department
88 management and the agency
Becoming a Further achieve
Centre ofg operational trainings, certifications as 90% training programmes accomplishg
2 2221 . excellence by agreed per individual X X X X OPS 2.00 0 . g prog P
Excellence in ICT T L to plan;
Services enhancing individual| trainingroadmaps
89 skills according to
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL REE DESCRIPTION ACTIVITY/ACTIVITIES nal Budget PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
identified needs and
existing gaps
Data analysis,
forecasts, and
businessupport:
. This is an ongoing | Timely provision of data
Becoming a . .
Centre of task,‘ greatlng_arjd ana]y5|s, forecasts, Data analysis, forecasts, business
2 2221 . providing statistics | business support for all X X X | X OPS 1.00 o '
Excellence in ICT - support provided to MS
. and reports related | applications as result to
Services )
to systems MS request or indients
performance,
incident handling,
Ol LI OAaGeX
Tl & Ongoing preparation
Centre of going prep Preparation activities ITSMcertification prep. Completed by
2 2221 . for ITSM X X OPS 0.50 Eepnzn
Excellence in ICT e TBD the end of 2016
. certification in 2017
Services
The Corporate _ 1) Risk monitoring is performed in a
Corporate risk structured way. Outcomes of
Governance Model, I o L
o . management activities are monitoring are periodically forwarded
consisting of Risk . ) ; ’
Further implemented according to to Senior Management. 2) Risk
Management, . 2 ) : .
Development of Internal Control the framework, including: collection and risk assessment is
2 2.2.2.2 | the Agency's risk collection, risk X X X X GCU 0.30 performed annually. 3) Training is
Management and o . - .
Governance Quality assessment, training, risk provided to concerned staff. 4) A risk
Framework . management workshop, management workshop is carried out i
Management is . -
risk respons@lans and 3rd quarter 5) Risk response plans are
developed and . o - . .
. risk monitoring drafted for discussion at risk
implemented
management work shop.
The Corporate zc:np: rz:'i:nﬂaet%vities are]
Governance Model, | . 9 . 1) A corporate quality objective is
o . implementedaccording to ) .
consisting of Risk ; S defined. 2)The setup of quality
Further the framework, including: - . . "
Management, ) . indicators of services is facilitated. 3)
DEBEmE e Internal Control establishment of quality Training is provided to concerned staff]
2 2.2.2.2 | the Agency's objective and quality X X X X GCU 0.30 gIs pre
Management and S . 4) The establishment and
Governance - indicators of services, . . .
Quality L . implementation of corporate quality
Framework . training, establishment e L
Management is . . measures by entities is facilitated and
and implementation of
developed and . supported
. corporate quality
implemented
measures
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94

95

96

97

WP2016 TIMEFRAME BUDGET & FTEs
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
The Corporate 1) An annual compliance review is
Internalcontrol standards . S
Governance Model, . performed with each entity in 1st
L . management is performed| L .
consisting of Risk . quarter. 2) Training is provided to
Further according to the .
Management, . . concerned staff. 3) Establishment of
PR EIIETe] Internal Control framework, including: compliance measures by entities is
2 2.2.2.2 | the Agency's annual compliance review X X X X GCU 0.30 np y
Management and - . facilitated and supported (1st quarter)
Governance . training, establishment . NN
Quality . . 4) Compliance monitoring is performeq
Framework . and implementation of .
Management is ) in a structured way. Outcomes of
compliance measures, L A
developed and . o monitoring are periodically forwarded
. compliance monitoring ;
implemented to Senior Management.
(T;r;?/;g::\%?t&o del The Corporate Governance Model is
consisting of Risk ' assased on annual basis (4th quarter)
Further 9 for effectiveness and added value by g
Management, Corporate Governance
Development of Internal Control Model is undated survey amongst Management
2 2.2.2.2 | the Agency's IS up . X GCU 0.10 Committee members and further,
Management and according to business . h
Governance Quality needs decided staff. Outcomes will be
Framework Management is discussed with Senior Management to
develc?pe d and update definitions and processes
implemented accordingly
Regular production
Further of corporate . ,
PRIl performance CP(;?d(l)th;tégn Zt‘fﬁrgrﬁg?ég Produce full dashboard at least twice &
2 2.2.2.2 | the Agency's dashboard for ph pf X X GCU 0.75 f - i
Governance Management Board das boar_d or year for MB review
Framework & Management presentation to MB
Team review
Regular production . .
Further of corporate Cr%réttljncltjiii |gft Zr”n‘;r
Development of | performance i‘zjentified’P] indicators (at Produce summary dashboard every
2 2.2.2.2 | the Agery's dashboard for agreed fré uency) for X X X X GCU 0.75 quarter for internal management team
Governance Management Board in%ernal mgna er);ent review
Framework & Management : 9
: review
Team review
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | > rc DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
zgox\ilgizt(ijc?riocusin Continue to monitor open
d 9 | source literature, eu-LISA is subscribed to at least 4
. on hardware and L -
Monitoring of periodicals and other relevant periodicals related to
software (IT and . )
Research and . - available sources to gathe technological development for study.
2 2.2.2.3 biometrics) for X X X X GCU 0.40 g .
Development and| . S knowledge related to the The periodicals are made available to
. incorporation into - - : . L
System Evolution . Agency aindicated in the the Agency using definatistribution
the EntryExit and
- R&D strategy 2012017 channels.
Registered Traveller
and the annual roadmap
systems.
Knowledge .
viedg . Initiate and develop
acquisition focusing ) . .
relationships with research . I
N on hardware and L ) At least one round circle with industry
Monitoring of institutions and industry to )
Research and software (IT and further knowledge hosted in the yeareu-LISAalso
2 2223 biometrics) for °r Knowledg X X X X GCU 0.05 presentsits researchmonitoring results
Development and| . S acquisition in areas
. incorporation into . L to at least two conferences hosted by
System Evolution . identified in the longterm N A
the EntryExit and research institutions in the year
- strategy and annual R&D
Registered Traveller
roadmap documents
systems.
Improved internal
R&D reporting with Research and produce
L a focus on systems | . .
Monitoring of : biannual written research . .
Research and evolution. Ensure reports that are Detailed biannual reports produced to
2 2.2.2.3 that relevant ~ports. X X X X GCU 0.20 schedule, as per the R&D strategyttas
Development and| .. . disseminated to Agency
. findings are end of July and January.
System Evolution| . . Management, the MB and
disseminated to
. - AGs
internal decision
makers.
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101
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Improved internal
R&D reporting with
N a focus on systems | Interact with the Advisory R&D output is presented to the AGs al
Monitoring of : ;
Research and evolution. Ensure Groups and Management MB atlea_st once in the year and an
2 2.2.2.3 that relevant Board to ensure that R&D X X X | X GCU 0.05 opportunity is given to members to
Developmentand| . . . o ; - .
. findings are work is framed within the provide feedback at the time and in
System Evolution| . . "
disseminated to needs of the Agency writing subsequently.
internal decision
makers.
&péoéei:gaerrﬁlm Collaborate with othe
a focus%n s items agencies (Frontex, EASO,
Monitoring of : Y and FRAto produce joint At least one joint output (e.g. a report,
Research and evolution. Ensure reports and studies tht document or jointlyorganised
2 2223 that relevant P X | x| x| x GCU | 015 Jomtlyorg
Development and findi relate to systems conference) with at least one other
. indings are .
System Evolution| . . development and/or Agency in the year
disseminated to . A
. - policy making related to IT]
internal decision
systems.
makers.
Materials
Partnerships with preparanon_s anq Materials preparations
representations in A .
the Member ..| and representations in . .
States. EU AGs, workshops with AGs, workshops with MS: Opg personnel to participate in relevan
3 2231 L MS, conferences ’ . o X X X | X OPS 1.50 advisol groups and workshops as
Institutions and . presentations, analysis, -
regardingSmart - required
Other statistics, reports &
Borders, VIS, SIS Il .
Stakeholders minutes
and Eurodac
systems and projecty
Cooperationwith | Maintain
g‘;x:n&tﬁr %drizlt?f;]a“vgr?& d Effective administrative MB members' satisfaction levels as pe
3 2231 - 9 PP support for the X X X X GCU 0.80 planned 2016 survey relating to
Institutions and the Management L -
Management Board activities of the Board Secretariat.
Other Board and all
Stakeholders Advisory Groups
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Partnerships with | Maintain
the Member administrative and . - . . .
States. EU logistic SUDDOrt to Effectiveadministrative AG members' satisfaction levels as pe
3 2231 L 9 PP support for all Advisory X X X | X GCU 150 € pn X planned 2016 survey relating to
Institutions and the Management L -
Groups activities of the Board Secretariat.
Other Board and all
Stakeholders Advisory Groups
. . Development of trining
Partnerships with | Development of
- programmes for other JHA . .
European common training Agencies and other Full establishment and delivery of 3
3 2.2.3.2 | Agencies and Programmes and stgkeholders on the X X X X GCU 0.20 training programmes for stakeholders
Other Relevant exchange of Trainers (EASO, FRONTEX & CEPOL)
- . . systems managed by eu
Bodies with other Agencies
LISA
Developmentand
Partnerships with | implementationof
European common Action Continuation of exchange Full establishment and deliveof AP
3 2.2.3.2 | Agencies and Plans for execution | of Trainers with other JHA X X X | X GCU 1.00 with other JHA Agency during the
Other Relevant of Working Agencies course of the reporting period
Bodies Arrangementswith
other Agencies
. . Provide and develop Contribution of edLISA in
Partnerships with | new external . . . . -
- delivery of training Effective delivery of training
S Training rogrammes and in the rogrammes and exchange of trainers
3 2.2.3.2 | Agencies and Programmes (ICT prog . X X X X GCU/OPS 0.95 prog : 9
. ) exchange of trainers between JHA Agencies aather
Other Relevant Support) including .
- L between JHA Agencies arl stakeholders occurred.
Bodies providing of euLISA
Trainers other stakeholders
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
< | Q1| Q2| Q3| Q4 FTE | Allocated
Coordinating the
Further Continue to p_rod_uctl_on an Ensure that content production follows|
Strengthen romote the Agenc distribution of corporate the approved editorial worlow and
3 2.2.3.3 9 P ne AQENCY| 1 blications and general | X | X | X | X | X GCU | 0.20 bp : .
External & and maintain its L ) deadlines for print and online
L o public information .
Communications | positive image ) ) productionare met by the Contractor
materials for print and
online delivery
Coordinating the
Further Continue to |mp|ementa_t|on through
Strengthen promote the Agency FWC of an ".“egra“*d . Ensure that tasks are delivered on
3 2.2.33 LT communication campaign| X X X X X GCU 0.30 - .
External & and maintain its ) time and within the budget
. o on eutLISA (IT system), it{
Communications | positive image . -
impact on EU policies and
citizens' lives
. Managing the production
g?rzze;hen C:())r:]'gtl; et:ﬁa Agenc anddistribution of euLISA Ensure effective oversight of the
3 2.2.33 9 P ne /Agency visibility items (corporate | X | X X X | X GCU 0.20 production process and delivery of the
External & and maintain its . . ) . .
L o video clip, PR items, products on time and within the budge
Communications | positive image
gadgets)
Further Continue to N
Coordinating etLISA s
3 2233 Strengthen promote the Aggncy participation in 3rcparty % | x X x | x GCU 012 Ensure relevant parnmpatlon in3
External & and maintain its S appropriate events during the year
L L public visibility events
Communications | positive image
Coordinating the
Further Continue to implementation of Social
3 2.2.33 SIEIEET strengtr?er) the Media Strategy (including X X X X X GCU 0.16 Social mediastrategy implemented
External Agency's internet measure volume and
Communications | presence define indicators to
measure effectiveness)
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL REE DESCRIPTION ACTIVITY/ACTIVITIES nal Budget PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Siengthen | swengihenthe | acouracy and accessibiy] Ensure that Evaluation Report from
3 2.2.3.3 9 9 g y : y X GCU 0.10 External Consultant is delivered to
External Agency's internet of euLISA wwwonline
L . management by Q4
Communications | presence content (website)
Further Continue to Cot_)rdlnatlng the Ensure that Webs[te is regularly
maintenance of etLISA updated and provides updated and
Strengthen strengthen the . . - - -
3 2.2.33 g public website, online X X X | X GCU 0.26 factual information and that content
External Agency's internet . - .
L contentproduction and production effectively follows theet
Communications | presence L
update editorial workflow.
Further Continue to Coordinating PR and Ensure that 2 higievel visits of EU
3 2233 Strengthen strengtherj the media relatlon_s _for VIP X X X X GCU 0.10 and natlon_al level officials are carried
External Agency's internet guests and official visitt out according to set and approved
Communications | presence eu-LISA agendas
Further Liaise with key Coordinating the
Strengthen partr_lers and _ implementation of the Ensure thatregularprogress reports
3 2.2.33 provide for effective . X X X X GCU 0.10 are presented by the Contractor as pe
External FWC orintegrated :
L two-way 2 . the agreed timetable
Communications N communication services
communication
Liaise with key
Further .
Strengthen partners and Updating the External Ensure that updated Strategy is
3 2.2.33 provide for effective S X X X X GCU 0.16 presented to management for approva|
External Communication Strategy
- two-way by Q4
Communications _—
communication
Liaise with key Ensure timely responses to public and
Further . e ;
Strengthen partners and Managing etLISA media media enquiries according to standard
3 2233 provide for effective b - X X X X GCU 0.24 set to EU institutions and ensure tiryel
External and public relations : . N
S two-way implementation of all planned activitieg
Communications - ’
communication as per agreed timetables
Further L. . - L
Strengthen Liaise with key Coordinating awareness Ensure that invitations reach relevant
3 2.2.33 partners and events to inferelays and X X X GCU 0.12 and appropriate targegroups and
External . . . - :
— provide for effective | partners in BRX related servicesire delivered by
Communications
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
two-way Contractors on time and within the
communication budget
Liaise with key Ensure that invitations reach relevant
Further . .
Strengthen partners and Implementation of the and appropriate targegroups and
3 2233 External provide for effective | Annual External X X X | X GCU 0.20 related services are delivered by
— two-way Communication plan Contractors on time and within the
Communications D
communication budget
Implement an Identify and categorise
effective Agency stakeholders & Stakeholder satisfaction survey to
4 2.2.4.1 | Strategic Plannind stakeholder identify reporting GCU? 0.2 return above average stakeholder
engagement obligations to them and satisfaction level above 75%
strategy other requirements:
Implement an Implement effective and
effective appropriate Stakeholder satisfaction survey to
4 2.2.4.1 | Strategic Planningd stakeholder communication GCU 0.10 return above average stakeholder
engagement mechanisms with satisfaction level above 75%
strategy stakeholders
Production,
adoption and
distribution of Production,approval and
Agency's multi adoption of Agency's .
4 2.2.4.1 | Strategic Planning annual strategic Annual Work Programme X GCU 0.15 Docume_nt flnallse_d and adopted as pg
; . agreed timetable in place
reporting, annual for 2017 or single
work programme programming document
and other reporting
obligations
Production,
adoption and
dIStI’IbUt'IOI‘l Of. . - Document finalised, adopted and
Agency's multi Production& publication transmitted to COM & the relevant
4 2.2.4.1 | Strategic Planning annual strategic of Agency's Annual Activit X X GCU 0.35 "
. budgetary authorities as per agreed
reporting, annual Report for 2015 .
timetable
work programme
and other reporting
obligations
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TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Q1| Q2| Q3| Q4 FTE | Allocated
Production,
adoption and
dlsmbUt,'on of . . , Production and delivery of
Agency's muli Production of Agency's implementation reports to the MB for
4 2.2.4.1 | Strategic Planning annual strategic implementation reports X X X | X GCU 0.10 P s P
. review within 4 weeks of the end of the
reporting, annual for the AWP2016 .
respective quarter
work programme
and other reporting
obligations
Production,
adoption and
dlstrlbutllon of_ Produ_ct|on, approve‘al and Commence AWP 2018 production as
Agency's mult adoption of Agency's er agreed timetable. Get v1 draft of
4 2.2.4.1 | Strategic Planning annual strategic Annual Work Programme X | X | X GCU 0.25 her ag e
- . AWP2018 to MB for review by end of
reporting, annual for 2018 or single
; Q4 2016
work programme programming document
and other reporting
obligations
Production,
adoption and
distribution of
Agency's multi . , .
. . . Annual Review of Agency' Complete review of strategy goals and
4 2.2.4.1 | Strategic Planning annuql strategic Strategy 2012020 X X GCU 0.05 objectives by end of Q2 2016
reporting, annual
work programme
and other reporting
obligations
Production,
adoption and AnnualReview of Mult
distribution of Annual Work Programme
Agency's multi [process may be .
4 2.2.4.1 | Strategic Planning annual strategic incorporated into X X GCU 0.05 Cqmp!ete review of MAWP goals and
. . . objectives by end of Q2 2016
reporting, annual production of single
work programme programming document in
and other reporting | 2017]
obligations
Production,
adoption and . . . AL B AN A E
2.2.4.1 | Strategic Planning distribution of Preparation of production X X GCU 0.10 9yadnb I RKS N‘B yos
. . of Agency Annual Report corporate reporting deadlines.
Agency's multi
; for 2016
annual strategic
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WP2016 TIMEFRAME BUDGET & FTEs
STRATY SECTION STRAT OBJECTI| 2016 OUTCOME ANNUAL OWNER | 'nter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
reporting, annual
work programme
and other reporting
obligations
Develop &mplement a
) clear & wel
igg:iyﬁ?{gg;{fn communicgted timet'able o '
planning & embed ;or ;:I requcljredt_staff |r:jput En;ure rt_ep(zjrt_mg tt|meftal|)|IiW|th datte?f
. . . : or the production an and required inputs of al ency sta
4 2.2.4.1 | Strategic Planning strategic plar_ltrr\]l_ng adoptio?l of the annual X X X X GCU 0.15 circula?ed to aIIFi)n 01 2016?& Y
2:::::”8;5:5;:0 n activity report, annual recirculate updates during each quarte
Y Agency work programme, MAWP
reporting cycle & quarterly AWP
implementation reports.
Refine & strengthen | Develop and implement a
Agency's strategic | regular annual review
planning & embed | mechanism for edISA's Ensure annual review carried out in Q2
4 2.2.4.1 | StrategicPlanning | strategic planning external multtannual X GCU 0.15 or Q3 2016
processes within reporting processes
annual Agency (MAWP and thé\gency
reporting cycle strategy)
Financial and
budgetary
management
4 2242 Financial ;Srstﬁzrzliiltlltilkfust:c;e I?raftir?g of a manual of X X X BEU 0.40 Complet_e manu_al to be drafted Bnd
Management L financial procedure of reporting period
within the Agency
until full ownership
by implementing
units isachieved.
Financial and
au;ng;gtaelzent Phase IlI of the Smart
. . responsibilities are Budget programme.
4 2242 AEIIEEY further distributed Del_egatlon_ of Authorising X X BFU 0.50 >75% of HoUs to receive delegations
Management within the Agency _Ofﬁcer dut!es to _
until full ownership implementing units ufio
. . designated thresholds
by implementing
units is achieved.




ANNUAL WORK PROGRAMME 2016 — 53

135

136

137

138

TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL REE DESCRIPTION ACTIVITY/ACTIVITIES nal Budget PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Financial and
budgetary
management Phase Ill of the Smart
. . responsibilities are | Budget programme: ERd . R T
4 2.24.2 filencie) further distributed to-end Commitments and X X BFU 0.20 Operatlonal '”'F'a“o'? an_d/er_mcatu_)n
Management s . using only routing slips is discontinued
within the Agency payments flows processin
until full ownership | in ABAC
by implementing
units is achieved.
Financial & Phase llI of the Smart
budgetary T
Budget programme: Direct
management ) . . .
. . L support in terms of advice Budget implementation rate (all
Financial responsibilities o o ; .
4 2242 s and early warning is X X X | X BFU 1.80 appropriations) improved over previou
Management further distributed . -
L . provided to organisational FY
within Agency until L .
: units implementing
full ownership by specific budget lines
units is achieved. P 9
Cooperate with,
support and advise | Continued ceoperation
the Estonian with, support and advise
. authorities in charge| the Estonian authorities in
LS el of the permanent charge of the permanent Progress on permanent HQ project
4 2.2.4.3 | Facilities P . ge pe X | x| x| x BFU | 0.30 9 P . proj
HQ project, relying | HQ project, relying as continues as per project plan
Management ; .
as appropriate on appropriate on external
external technical technical expertise whe
expertise where appropriate.
appropriate.
Igsrg%:i%mﬁgs Clinics and Seminars on
PP 9 MWOs: continuation of
maintenance and . .
the community of practice
development of the h itv of )
Systems and of approach to crossector two community of practice _
4 2.2.4.4 | Procurement shared analysis and continuous X X BFU 0.25 clinics/seminars organised during the
; improvement of IT related reporting period
infrastructures are . .
. . contracts; collection of
aligned with best .
: best practices and lessond
practices and )
learned in a catalogue.
lessons learned.
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139

140

141

142

TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Large contracts
supportlng the Any new tender procedurg
maintenance and . ) o
is designed and verified to
development of the :
Systems andf comply with the best All applicable best practices and lesso
4 2.2.4.4 | Procurement practices and lessons X X X | X BFU 0.25 :
shared . ) learned are applied to new tenders
. learned, including
infrastructures are
. . catalogues from
aligned with best o .
) communities of practice.
practices and
lessons learned.
Large contracts Transition of the VIS/BMS
su gortin the MWO Framework
PP 9 Contract. Activities includg
maintenance and .
creation and management]
development of the " . .
Systemand of of contractual Transﬂyon process carr_led out without
4 2.2.4.4 | Procurement shared arrangements to ensure a X X BFU 1.50 disruption in the financial and legal
: smooth transition, in legal area.
infrastructures are 8 ;
. . and financidterms (e.g.
aligned with best . .
. Licensing, HW
practices and
management handover,
lessons learned. e
due diligence process).
Organise training for skills
development, financial
management, EU
- o .
4 2245 | HR Annual training plan Gover_nan_ce, HR, X X X X HRTU 0.20 90_A)_ of staff attend at least one trainin|
for staff Organisational activity provided by the Agency
development,
communication, strategic
planning
Further develop e
Annual training plan Learning products offered Development and update of 4 e
4 2245 | HR for staff 9p to staff (produced in house X X X X HRTU 0.20 Learning Modules, quarterly update of
and procured from service the catalogue
providers)
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143

144

145

146

TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Further develop a learning
Annual training plan culture within the Learning Catalogue of duUSA includes
4 2245 | HR for staff gp organisation (catalogue of X X X | X HRTU 0.10 at least 20 courses on general skills ar|
training opportunities 5 in technical training
available on Intranet)
Organise technal training
4 2245 | HR Annual training plan | for the staf_f members in X X x | x HRTU 030 | € H 000 At I_eastG courses under_ this category
for staff the Operational during the reporting period
Department in STR
Monitoring and
intervention when needed
- . ) 0 .
4 2245 | HR Annual training plan | in the Staff Skills Index of X X X X HRTU 0.05 80% of staff meets t_he Staf_f Skills Inde
for staff the Agency (by then set annually for the job family
relevant KPI will be
developed)
Induction programme for
- ; . o
4 2245 | HR Annual training plan | the newcomers mpludmg X X x | x HRTU 0.05 ;00 /o.Of newcomers tattend the
for staff all relevant organisational induction course
aspects
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147

148

149

150

TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Provision of flexible in
Annual training plan house training in third Third language knowledge to B2 level
4 2245 | HR 9p European language for X X X X HRTU 0.10 reached for every new Agency staff
for staff . . s
staff (including staff member within 3 years of start date.
working onshifts)
. Leave administration and
Effective and . .
efficient personnel WorI‘<‘t|m§ management All relevant leave /W0rl_<|.ng hot_Jrs
4 2245 | HR L . (verification of presence X X X | X HRTU 0.40 records for all staff verifiedvithin one
administration - . S
- absence, flexi time, shift calendar month of submission to HR
service
work, standby duty)
Personnel administration
(verification of
entitlements andsocial
Effective and allowances, facilitation of - )
efficient personnel | their receipt For all personnel administration
4 2245 | HR ent per ceipt, X X X X HRTU 0.50 processes, preess lag to be no longer
administration transmissions and
- . than two calendar montls
service coordination of
communication between
the employees and the
PMO)
Administration of
employees' welfare
Effective and benefits allocated by the All individual staff records to be
4 2245 | HR efﬂm_ent personnel Agency (nurseries, X X X X HRTU 0.30 updated by etLISA HR_’ yvlthln one
administration nurseries, schools, calendar month of notification by staff
service kindergartens for the member
employees' children,
medical examination)
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151

152

153

154

155

156

157

158

WP2016 TIMEFRAME BUDGET & FTEs
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Effegtive and . Staff satisfaction survey tadicate that
4 2.2.45 | HR efficient personnel | Counselling for staff on X | x| x| x HRTU | 0.20 >75% staff happy with guidance offere
administration benefits and entitlements . .
service by HR orbenefits and entitlements
Effective and
efficient personnel | Cooperation with the Staff HRTU representatives to attend all
4 2245 B administration Committee of etLISA S A S S HRTU 0.30 relevant staff committee meetings
service
Effeg:tive and Personal administration of Administration of newcomers files to b
4 2245 | HR eff|C|_er_1t personnel hewcomers related_ o X X X | X HRTU 0.80 completed within a month from entry
administration Smart Borders Project on duty
service recruitment
Effective HR policy, | Preparation, negotiation,
case administration | introduction and
4 2245 | HR and Human implementation of the X X X X HRTU 0.30 Adopted Implementing Rules
Resources Implementing Rules (IRs)
management ateu-LISA
Effective HR policy, | Preparation of the internal
case administration | guidance documents for .
4 2245 | HR and Human the staff and organisation X X X | X HRTU 0.30 KPlc at least 4 sessions throughout the
Resources of the awareness sessiond year on 2 topics
management on the relevant issues
Effective HR policy,
case administration | Improving effectiveness Relevant HR reports to be included in
4 2245 | HR and Human and efficiency with the HR X X X X HRTU 1.00 the 2016 Annual Work Programme
Resources IT tools introduction quarterly Implementation Reports
management
Effective HR policy, | Implementation and . .
case administration | Modification of HR :?titzia:teeggnaén(rjeﬁtta?:ftfinzettsgtgglsglgcy
4 2245 | HR and Human Strategy and the Staff X X X X HRTU 0.20 reality of the Agency's mandate and
Resources Retention Policy of the work
management Agency
Effective HR policy,
case administration Preparation Multiannual MSPP delivered to Management and
4 2245 | HR and Human Staff Policy (MSPP) X X X X HRTU 0.50 the Management Board as per agreed
Resources timelines
management
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159

160

161

162

163

164

TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Contribution to the
Effective HR polllcy| organisational . HRTU submission to relevant strategic
case administration | development, preparation documents (AWP, MAWP, Annual
4 2245 | HR and Human of strategic documents, X X X | X HRTU 0.20 L ! -
. . Activity report etc.) to be delivered
Resources reporting, oversight of the o .
. within agreed deadlines
management budget of the Agency in
the field of HR
Implement Launch and monitoring
4 2245 | HR transparen_t and fair | annual appralsal exercise X X HRTU 0.20 100% compha_nce with deadlines set ir
staff appraisal reflected in the Career the Implementing Rules
system Passport of etLISA
Implement Appraisal completion
. o . . . .
4 2245 | HR g; r;fsgarergitsde fair report reflected in the X X HRTU 0.10 ;Lhoeolﬁc:)enr:]pzel:'?tir\ncwgtlgzadllnes setin
pp Career Passport of eliSA P g
system
Launch and monitoring of
Implement Reclassification
. o . . . .
4 2245 | HR transparen_t and fair (promotion) exercise X X HRTU 0.20 100% compha_nce with deadlines set ir
staff appraisal . the Implementing Rules
system reflected in the Career
Y Passport of etLISA
Implement Reclassification
. ) o . . . .
4 2245 | HR transparen‘t and fair complethn report X HRTU 0.10 100% compha_nce with deadlines set ir
staff appraisal reflected in the Career the Implementing Rules
system Passport of et ISA
Implement Awareness sessions and
. s o
4 2245 | HR transparen.t and fair | training on career X X X X HRTU 0.20 90 % ofstaff members to attgnd at leas|
staff appraisal development for staff and one career awareness session per yeg
system managers
Guidelines to staff and
management onelevant
Implement Implementing Rules and
transparent and fair | EC decisions (and best Relevant Guidelines to be issued by 1
4 2245 R staff appraisal practices from other EC 5 HRTU 0.10 June 2016
system Agencies) on staff
appraisal and
development
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166

167

168

169

170

171

172

TIMEFRAME BUDGET & FTEs
WP2016
STRAT! SECTION STRAT OBJECT 2016 OUTCOME ANNUAL OWNER | Inter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Implement Internal control of relevant|
. 0 ;

4 2245 | HR transparen_t and fair entries in Allegro @R X HRTU 0.10 98% of rel_evant HR dataftine Allegro
staff appraisal t00l) database is correct and up to date
system

Payroll, staff counselling
Maintain the on financial aspects of 100% salary pavment on time for all

4 2245 | HR stability of payroll salaries and allowances, X X X X HRTU 0.90 Staff ? Y pay

service corrective actions with
PMO if required

Maintain the Internal control of . 0

4 2245 | HR stability of payroll regularity of the payment X X X X HRTU 0.10 Exceptions less than 5% of total
. monthly payroll

service process
Launching and organising
selection and recruitment

Recruitment & processes to meet the All posts to be filled in no more than 5

4 2245 | HR retention to meet organisational X X X X HRTU 0.50 months from the time of Vacancy's

targets set requirements of etLISA publication
compliant with the
Implementing Rules
Particiation in the Reports on Status of Recruitment,
Recruitment & Selecti%n rocess and Minutes of Selection Committees
4 2245 | HR retention to meet proc X X X | X HRTU 0.50 meetings, statistical reports on
work of Selection . : . ;
targets set . selections included in the Multiannual
Committees (DV, BS) .
Staff Policy Plan
Recruitment of Additional
Recruitment & Staff for the Smart Border Number of recruited staff according to
4 2245 | HR retention to meet Programme X X X X HRTU 2.00 9
. the plan
targets set [approximately 29
additional posts]
Agency to continue
to implement and
Document . .
Management develop effective Implementation of tke Electronic document management

4 2245 gems information and Agency's 2016 Document X X X X HRTU 1.00 . g

(organisationally . system in place by end 2016
document Retention Plan

part of HR)
management
systems
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173

174

175

176

177

178

TIMEFRAME BUDGET & FTEs
WP2016
STRATY SECTION STRAT OBJECTI| 2016 OUTCOME ANNUAL OWNER | 'nter
GOAL | " REF | ~ DESCRIPTION ACTIVITY/ACTIVITIES nal | Budget | PERFORMANCE INDICATO
Ql| Q2| Q3| Q4 FTE | Allocated
Promote the
mission, vision and | Coordnation and Creation
imorove Internal | €°T® values of the of internal publications Newsletter edition to be produced on 3
4 2.2.4.6 Co?nmunication Agency and to use | (newsletter) and input to X X X | X HRTU 0.30 quarterly basis & monthly update of
them as drivers for | eu-LISA Intranet (Q&As relevant intranet content
the development of | and Fact Sheets)
its corporate culture
Promote the
mission, vision and
core values of the - . .
4 2246 Improve I‘nternal Agency and to use Organisation of_ln_ternal X X X X HRTU 0.10 One e_nnual event for all staff, 2 site
Communication . events (teambuilding) specific annual events
them as drivers for
the development of
its corporate culture
Execute broad range of
targeted communications
strategies and tactics for
Improve internal all Agency sites, including
S : 0 .
4 2246 Improve I.nternal communication plogs, webcasts, managin X X X X HRTU 0.65 Coverage of 90% staff to all internal
Communication | between the intranets, roadshows, comms output
Agency's sites team briefings,
presentations and a wide
range of written
communication.
At least 80% of audit| Draft and submit the
engagements are Internal Audit Plan for .
4 2.2.4.7 | Internal Audit carried out as approval by theExecutive X IAC 0.10 Internal Audit Plan adopted by the end
. ) of February 2016.
approved in the Director and Management|
Internal Audit Plan | Board
Plan, execute and
At least 80% of auditf communicate each audit
4 2247 | Internal Audit engegements are engagement (outso'urced IAC 0.80 Quellty'as'surancaeport discloses no
carried out as or inhouse) according to major findings
approved in the the standard operating
Internal Audit Plan | procedure.
At least 80% of audit] . .
Implementation Report is
engagements are communicated quarterly to the
4 2.2.4.7 | Internal Audit carried out as Interim report on the X X X X IAC 0.10 ; edq y
. . ) Executive Director and Management
approved in the implementation of Internal Board
Internal Audit Plan | Audit Plan
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Annex B: Budget Forecast 2016: 2016 high-level budget forecast (C1 commitments)

Description
P 201473 2015% 20167

Title 1: Staff expenditure 18,290,000 14,655,354 15,241,848

. . . 16,850,000 17,882,000 9,802,000
Title 2: Infrastructure and Operating Expenditure

Shared System Infrastructure (Core Systems) 9,050,000 3,710,000 7,032,000
SIS I 1,300,000 11,795,000
VIS/BMS 6,500,000 24,400,000 29,500,000
Eurodac 5,500,000 1,000,000 2,825,000

External Support Services directly related to core systems ~ 1,550,000 3,056,500 2,546,152

Meetings & missions directly related to the core systems 950,000 715,246 540,000

Training directly related to operations 690,000 840,000 740,000

Title 3: Operational Expenditure 24,240,000 35,021,746 54,978,152

Total 59,380,000 67,559,100 80,022,000
2 |nitial budget

2+ Budget after amendment 1
25 Final estimates of revenue and expenditure
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Annex B:Budget Forecast 201@8udget Composition by Title
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41%

2014

28%

W TITLE 1: Staff
Expenditure

H TITLE 2: Infrastructure
and Operating
Expenditure

W TITLE 3: Operational
Expenditure

52%

2015

B TITLE 1: Staff
Expenditure

m TITLE 2: Infrastructure
and Operating
Expenditure

m TITLE 3: Operational
Expenditure

12%

E TITLE 1: Staff
Expenditure

H TITLE 2: Infrastructure
and Operating
Expenditure

= TITLE 3: Operational
Expenditure
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Annex C: Overview of Business Critical Risks and Mitigations

eu-LISA considers its Risk Management framework and processes as one of the key enablers of the smooth and

effective implementation of its work programme. The Agency has developed and implemented an

organisation-wide risk management process which is fully integrated into the annual planning and reporting

cycle (in compliance with Internal Control Standard (ICS) N° 6 of the Commission). The Agency's risk register

contains identified risks and appropriate risk responses. It also defines the ownership for each risk within the

Agency. Action plans are then defined that outline relevant mitigation measures to be undertaken in each case.

A risk will be considered significant by eu-LISA and will be reported in the Work Programme and subsequent

annual Activity Report if it falls within one of the following impact categories:

jeopardises the achievement of strategic goals or effective implementation of the mandate of the
Agency;

causes serious damage to the Agency's stakeholders or partners (Commission, Member States,
companies, citizens, etc.);

results in critical intervention at political level (e.g. Council/Parliament) regarding the Agency's
performance;

results in the infringement of laws and regulations;

results in significant material and/or financial loss;

jeopardises the safety of the Agency's staff; or

seriously damages the Agency's image and reputation.

The below table outlines the Agency'’s identified major organisational risks. [These risks will be reviewed during

the Agency’s annual Risk Management Workshop scheduled for 5 November 2014 and may be further amended

or re-categorised as a result].

ID

R1

R2

R3

Strategic Risk

Risk Description cesle) | Frarens

Summary of Mitigating Actions

Lack of procurement staff & Strengthen planning & increase coordination;
volume of work in addition to Increase staffing in the procurement team;
Agency staff being located Increase awareness across the Agency on the
over two separate locations 1,2 Reduce  importance of planning procurement
affecting the management of requests; ldentify opportunities for joint
agency's procurement procurements with host States and/or other
contracts EU bodies.

The separate locations of the

Agency’s HQ, operational
gt 4 d bl If te miaht Accept risk temporarily but initiate technical
centre and back-up site mi
lead to a lack o fmf;na emint 1,2,3,4 Accept  study to investigate potential strategies for a
. more efficient organisational structure.

and organisational

cohesiveness

Uncoordinated & poor project Identify potential projects that may require
planning leading to additional resources and undertake estimate
inefficiencies in resource 1 Reduce  of additional requirements 2) acquire
allocation or challenging additional resources needed by external

project timescales contractors (if possible).
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R4

Rs

R6

R7

R8

R9

R10

Risk Description

Poor communication of
legislative impact assessment
& lack of forward planning
leading to unrealistic work
programmes & budgetary
assumptions

Uncoordinated
implementation of relevant
Industry standards for
corporate governance of ICT
when deploying agency's
corporate governance could
affect overall Agency
governance

Reductions in the Agency's
budget resulting in
discrepancies between
available resources and
expected outputs outlined in
the work programme.

Lack of engagement with the
stakeholders during production
of annual work programme
leads to a reduced
commitment of stakeholders
to Agency’s activities

Inadequate allocation of
resources for corporate IT
services and infrastructure
may hamper the daily work
and performance

Lack of robust document
management system and
procedures may lead to
documents lost/not
retrievable.

Delay in reconstruction work in
Strasbourg due to further
budget reductions leading to

Strategic

Goal(s)

1/ 2/ 31 4

1[ 2/ 3[ 4

ll 213

1/ 2/ 3/ 4

3

1/ 2/ 3/ 4

ll 2/ 3[ 4

Risk
Response

Reduce

Reduce

Reduce

Reduce

Reduce

Accept

Reduce

Summary of Mitigating Actions

Introduce mapping of relevant and important
legislative proposals that might impact the
Agency in Q3 2014 & introduce monthly tool
to communicate results to Management
Team in Q4 2014;

Review Agency ICT corporate governance
and create eu-LISA ICT strategy and
implementation plan to guide all ICT
developments to be in compliance with
industry standards and best practices.

Regular reviews and reprioritisation of
project portfolio of the agency alongside with
allocated human and budgetary resources.

Early engagement with AG chairs on annual
work priorities; annual work programme
timetable revised to reflect earlier
engagement of all stakeholders in order for
them to have more time to comment on
draft; following AWP approval, draft
executive summary for JHA counsellors’
network in Brussels for better outreach.

Access to additional external resources from
new framework contract will be available
from 11/2014. Role of available in-house
resource to be reviewed.

Accept risk temporarily but continue to look
into possible DMS as part of ongoing efforts
to implement necessary corporate IT
infrastructure (including MS SharePoint).

The procurement for the contract for
temporary office space in Strasbourg is to be
launched shortly. An additional
reconstruction project Strasbourg will start in
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ID

Ri11

R12

Risk Description

reductions in efficiency and
high turnover.

Agency not be able to achieve
target budget utilisation levels
indicated as targets in the
Budget Circular, triggering
automatic cuts in
appropriations made available
by the Commission

Inability of the Agency to fulfil
elements of its core
operational tasks in full due to
insufficient staffing of some
functions within the
Operations area

Strategic
Goal(s)

1/ 2/ 3/ 4

1] 2/ 3[ 4

Risk
Response

Reduce

Reduce

Summary of Mitigating Actions

early 2015 & is scheduled to last for 36
months.

Ensure management buy-in for financial
forecasting: decentralise the budgetary
process & redistribute ownership across the
Agency; systematic monitoring and
forecasting of budget (frequency of review
linked to size & importance of budget line)
with the active involvement of the budget
owner; increase resources: recruit a
dedicated, full time budget officer; improve
contractual architecture for the large
systems contracts; increase expertise of
operational initiators and verifiers;

Reinforce and automate whenever possible
technical tools to support operational staff;
2) Undertake biannual needs assessment for
training within Ops in close liaison with HR to
identify gaps; 3) expertise or knowledge to be
filled by short-term contractors as per
framework contract where possible
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ANNEX D: Summary Table of Major Procurements and Projects Planned for 2016

REF

Budget
Chapter
Reference

32

33

30

Project Description

Maintenance in Working
Order (MWO) of
VIS/BMS

Ongoing maintenance
activities for EURODAC
under existing MWO

External support
services - Unique data
shared backup facilities

Explanation/Rationale

Corrective, adaptive,
evolutionary maintenance
services, including supply
of hardware and software
to ensure the functioning
of VIS and BMS in
accordance with the
applicable Regulation
requirements.

Corrective, adaptive,
evolutionary maintenance
services, including supply
of hardware and software
to ensure the functioning
of EURODAC in
accordance with the
applicable Regulation
requirements.

Unique data backup
facility in place and ready
to be used by all systems
by end 2016 at the latest
in order to avoid any
renewal of existing

Est. Budget
(€ mio)

2.85

3.0

Procurement Necessary?

Yes, for the new MWO starting

September 2016.

No:

No.

Specific contracts will be issued

under relevant FWCs.

Comments

Current contract expiring in August
2016. Procedure for a new MWO
launched in 2015.

Estimated budget is intended to
cover both contracts.

Activities will be performed under the
existing Recast FWC. Its expiration
date is June 2016 and will be replaced
with a new MWO contract (see line
11).
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Budget
REF Chapter Project Description
Reference

Implementation of a

30 virtualised test platform
for core systems (SIS I,
Eurodac, VIS, BMS).

PMO evolutions; ITSM
evolutions

Explanation/Rationale

backup infrastructure due
to obsolescence.

Decommissioning of the
physical test
environments and
replacement by a
virtualised one by end of
2016

Project Management office
evolution:
Implementation of a
Reporting tool for KPIs,
SLAs and Statistics;
Project Management
Office evolution: project
status monitoring;
Establishment of
integrated monitoring
across the systems
managed by the agency;
Integration of the ITSM
configuration
management database
(CMDB) with eu-LISA
Asset management and
establishment of an
unique source of

Est. B
st u.dget Procurement Necessary?
(€ mio)

No.

2.0
Specific contracts will be issued
under relevant FWCs.
No.

23 Specific contracts will be issued

under relevant FWCs.

Comments
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Budget
REF Chapter Project Description
Reference
External support
services
Business continuity
82 management system

Testa-NG evolutions;
network evolutions

Maintenance in Working
Order (MWO) of SISl

Explanation/Rationale

information for asset
management; Ongoing
preparation for ITSM
certification in 2017

Technical support to
administrative and
operational functions
(external support services)

2.7

Audit and evaluation
consultancy.
Implementation of
business continuity
management strategy
through the Business
Continuity Management
System (in accordance
with 1ISO22301) in CU and
BCU. Audit and evaluation
consultancy costs are
foreseen in 2016.

0.15

consultancy and supplies 0.85

Corrective, adaptive,
evolutionary maintenance
services, including supply
of hardware and software

11.8

Est. Budget
(€ mio)

Procurement Necessary? Comments
No.
Specific contracts will be issued
under relevant FWCs (eu-LISA).
No.
Specific contracts will be issued
under relevant FWCs.
No.
Specific contracts will be issued
under relevant FWCs.
No. AFIS evolution to be ordered by an

RFS of approximately 9.7 mio made

Specific contracts for .
P available as follows:

evolutionary maintenance and
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REF

Budget
Chapter
Reference

30

Project Description

Framework contract for
Common Shared
Infrastructure

Explanation/Rationale

to ensure the functioning
of SIS Il in accordance
with the applicable

Regulation requirements.

Supply framework
contract to source
hardware, software,
integration services,

maintenance horizontal to

the core systems’
infrastructure, including
security and corporate IT
as appropriate.

Est. Budget
(€ mio)

n/a

Procurement Necessary?

technical assistance under the
existing SIS Il MWO.

Yes

Comments

EUR 7.5 mio from rescheduling of SIS
activities;

EUR 1.57 mio from a transfer from
BL2010- expenditure for France
premises to BL3100- SIS MWO,
representing contingencies for the
Strasbourg reconstruction project not
approved by the Budgetary
Authority;

EUR 0.66 mio from reallocation of Ro
credits from associated countries —in
addition to the Ca credits.

AFIS evolution requires the extension
of the current MWO into the 4" year,
as foreseen in the contract, as well as
the ceiling increase of SC4
(evolutions) .

The Agency plans to launch in Q1
2016 the call for tenders to procure
this multi-year (3+1+1+1 years)
framework contract. The provisional
ceiling is estimated at 40 million
euros (the ratio supply:services is
estimated at 60:40).
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Budget
REF Chapter Project Description
Reference
Maintenance in Working
33 Order (MWO) of
EURODAC

SUBTOTAL

OTHER PROCUREMENT

Explanation/Rationale

Corrective, adaptive,
evolutionary maintenance
services, including supply
of hardware and software
to ensure the functioning
of EURODAC in
accordance with the
applicable Regulation
requirements.

(Meetings and missions directly related to operations, training in
support of operations; small value procurement).

Est. Budget
(€ mio)

53.97

1.0

54.97

n/a

Procurement Necessary?

Yes

Comments

The Agency plans to launch in Q4
2016 the call for tenders to procure
this multi-year (3+1+1+1 years)
framework contract. The provisional
ceiling is estimated at 22.69 million
euros.





