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The Gap That Compliance-by-Design Cannot Ignore
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CONFIDENTIAL COMPUTING

Trusted Execution

Environments (TEE) Remote Attestation

Runtime confidentiality and integrity of data and workloads
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END-TO-END DATA PROTECTION
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"Protection of data in use remains a central and complex area of modern information security.”

Swedish Data Protection Authority (IMY) - Report IMY-2026-5444 - March 2026



USE CASE: PROCESSING PERSONAL DATA FROM VEHICLE SENSORS

Data processor

Data controller
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USE CASE: PROCESSING PERSONAL DATA FROM VEHICLE SENSORS

(1) VERIFY

(2) TRUST

Claim third party cloud # data processor tested with Swedish Authority
for Privacy Protection (Integritetsskyddsmyndigheten)
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IMY REGULATORY SANDBOX RESULTS

PARTICIPANTS

IMY - Data Protection
Authority

Volvo Group
Ericsson
Canary Bit

Report
IMY-2026-5444

SUBJECT

TEE deployment on AMD
SEV-SNP & Intel TDX

Independent remote
attestation (not
provider-controlled)

Confidential Al on NVIDIA
H100

GDPR compliance of the
confidential compute model

OUTCOME

GDPR Art. 25 - data
protection by design

GDPR Art. 32 - appropriate
technical measures

Infrastructure provider not
data processor

Legal linchpin: Independent
verification mechanism

Data controller must hold the
verification mechanism




IMY REGULATORY SANDBOX MAIN TAKEAWAYS

(1) Infrastructure provider not a data processor if TEE attested by data controller.

(2) Data controller must hold the verification mechanism
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THE PLATFORM

Automated orchestration of
Confidential VMs in public- or
private cloud, and on-premise
infrastructure.

STUDIO

PRIVATE Al & Analytics

&2 TOWER

Orchestrate
Cloud Security

INSPECTOR

Verify Setups
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&= On-Prem

it

Remote attestation tool.
Validates attestation reports
against  custom  policies.
Operated by data controller
or third party.



FURTHER DEPLOYMENT EXAMPLES
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“Use of confidential computing will increase in public administration.”

Swedish Ministry of Finance -
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Privacy Enhancing Technologies in Public Administration, SOU2026:44 - July 2026




EU-LISA EXAMPLE: PRIVATE ANALYTICS ON SENSITIVE DATA

Member States

Disaggregated inputs
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Inspector — Independent
Attestation

Data controller
operates verifier

Data contribution 1
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Member state controlling
Inspector = infrastructure
provider not a data processor
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EU-LISA ANALYTICS SERVICE

Oo Tower — Orchestration

<

Provisions & lifecycle-manages CVMs

across Strasbourg / Sankt Johann /
cloud

‘. Studio — Private Al & Analytics

Al inference & data quality pipelines

Data analytics in TEEs

—)

(3) Analytics
Results
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Analytics consumers

Member states

EU commission

Other third parties




TAKEAWAYS

Security automation enables data protection and compliance at scale.

Infrastructure provider not a data processor if TEEs attested by data
controller.

Use of TEEs can satisfy GDPR Art. 25 and Art.32 by design.
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