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Where are
developers
spending time
in the SDLC?
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Amazon Q Developer

The most capable generative Al-powered
assistant for software development.
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Software Development Agents write and implement
entire application features in minutes

@ foo Unit Test agent generates and add tests to the
project, helping improve code quality, fast.

Amazon Q Developer

e _|° Documentation agent generates and updates
SpeCIallzed agents can README files, create data-flow diagrams, and keep
au h E projects fully documented.

(

Code review agent catches bugs and security
vulnerabilities, or misconfigurations

foof Transformation agents accelerate large-scale
enterprise workload migration and modernizations
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Integration with a comprehensive DevSecOps

Platform

v

- > Continuous Delivery
Software Delivery Value Stream
e N N N e
_)
Plan & Create Integrate & Verify Deploy & Operate Secure & Govern Monitor & Improve
N\ J J J N\
Single Data Store
A\
N Continuous Improvement ¢

Al-powered Amazon Q

aws
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Vulnerability resolution example

GENERATE A MERGE REQUEST THAT ADDRESSES A VULNERABILITY

me Group / ProductCatalog APl / Merge requests / 1 {9 GitLab Duo Chat

Feature/user authentication Et ;

Q Search or go to... 3% Open kyle requested to merge feature/user-authentication [3} into main 2 hours ago

Project Overview 21 Commits 2 Pipelines 1 anges 6 21unresolved threads A~ v 3§ Add a to-do item
ProductCatalog API
This merge request adds user authentication capabilities to the ProductCatalog API. 0 Assignees Edit
Pinned None - assign yourself

Changes:

Issues
0 Reviewers

Merge requests Added authentication routes ( /auth/login, /auth/register, /auth/profile)
Implemented JWT-based authentication system X

Manage & 5 3 o, None - assign yourself
Created utility functions for token generation and validation

Added data import functionality for products

Set up directory structure for user data storage Labels

Code None

Merge requests Technical details:

Approval is optional  As

Plan

Milestone

Repository JWT authentication for secure APl access Hlene

Bratiches User registration and login flows
Profile information retrieval Time tracking
Commits In-memory user storage (database integration ready) No estimate or time spent

Tags Utility functions for system operations and data validation

These changes enable user management in our product catalog system, allowing for personalized experiences and secure 2 Participants
access to the API.

Repository graph

Compare revisions

: ®
Snippets

Locked files
Pipeline #77 passed
Build

Pipeline passed for 7de96c99 on feature/user-authen.. 2 hours ago

Secure

Deploy Approval is optional Assign reviewers

Operate

Mohitor License Compliance detected no new licenses ® Full report

£ Admin Security scanning detected 9 new potential vulnerabilities @ View all pipeline findings

Help 3
0 critical, 6 high and 3 others
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Agents are transforming

Amazon’s internal systems
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First major cloud provider to announce

1SO 42001

accredited certification for Al
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The expected evolution of AlOps

Rule-based e Rule-based systems trigger automation
systems

e ML models for anomaly detection
Integration of

machine learning

 Ensemble of techniques (rule-based, ML, Al, gen Al) for dynamic incident
Al powered correlation, root cause analysis, and remediation suggestions

incident
management

e Predictive capabilities to forecast future disruptions and capacity needs

Predictive
insights

e The holy grail — systems auto detect issues that are brewing and self heal

Fully automated . . .
Zystems without human intervention

aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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What challenges can AlOps help with?

Ever-increasing volume
and diversity of
telemetry data

D
B

Difficult to identify
what specifically
changed over time
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Compare mode in CloudWatch Logs Insights

Logs {-) Patterns (48) - Visualization

Patterns (45) (Cempare made

A pattern is a shared text structure that recurs in your logs. Click the magnifying glass icon to analyze a pattern.

Q FRt Jattevns & MITE s1ring, evevl counet iNfference, dfference description
Inspect Pattern Event count v Event coumt difference Difference description
ERROR] <*> <*> Data processing of request input failed! Exception:
(C] ' ; 4 i i w 357 357 New pattern
IrvabidDatetimeformat
[WARNING] <*> <*> ApplicationName="lambda_transaction_handler’ | .
(C] A > P 176 -4 V2% decresse
database_insert_time_mss<*> | HTTP_codes<*> Error’
(O] [INFOJ] <*> <*> Datetime expected In epoch format, received invalid input. 357 +357 New pattern
(O] [INFOJ <*> <*> ["requestTime": <*>} 176 -4 b 2% decrease
Q [INFOJ <*» <*» Entering function lambda_handler{). current_epoch=<"» user_guid««"» 234 -6 ¥ 3% decresse
Q [DEBUG) <*» <*» Testing Unicode compatibility. 9O H 1,169 -64 B 5% decrease
] FREBIIEY o9 #¥s Oneremimn Fodalow s Benfllne seshde 1A '3 e e Arrmnen
ttern inspect
Pattern [DEBUG] «Token 1» <Token 2> Testing Unicode compatibility, 9O B H
Event count
=\ 2 S A w
A A | \ ,"‘ ' &, \ A f o\ ™\ I / N\ " / \ A = /,_ \
10 A/ MO\ S AKX VYA T\~ OA A PN S AL\ PN D0 D AT A Y
. lv |.y yl ,,. \ /. ,\‘ / - ./ O cd — W ‘A,“, - V' J : \/_. \\‘/
V » v v
0
12 M ( A" -
Time (Local)

aws

N

== Main time range -~ Compare time range
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v Severity type

ERROR

ERROR
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INFO

INFO
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Always-on anomaly detection

aws

\-/-7

Log anomalies (10) o

‘ Q Filter anomalies by priority level, patterns or keywords

Anomaly log trend Anomaly S

Found a new pattern that does not match
existing patterns, with severity: ERROR

Found a new pattern that does not match
existing patterns, with severity: ERROR

A Found a new pattern that does not match
existing patterns, with severity: ERROR

~ Found a new pattern that does not match
‘ Ban ] existing patterns, with severity: ERROR

®) I I Found a new pattern that does not match
_-—_. . existing patterns, with severity: ERROR

© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Priority

A\ High

A\ High

/\ High

A\ High

A\ High

e | [P

v Log pattern

[ERROR] <*> <*> Database transaction failed! Exception:
InvalidTransactioninitiation

[WARNING] <*> <*>
ApplicationName="lambda_transaction_handler’ |
database_insert_time_ms=<*> | HTTP_code=<*> Error’

[ERROR] <*> <*> Data processing of request input failed!
Exception: InvalidDatetimeFormat

[ERROR] <*> <*> Data processing for request failed!
Exception: DataException

[WARNING] <*> <*>
ApplicationName='lambda_transaction_handler' |
database_insert_time_ms=<*> | HTTP_code=<*> Error’

Last detection time V



ML-powered logs pattern analysis and logs anomaly

detection

Use view to visualize
recurring patterns when querying
your logs

———

mode helps answer
“what changed” over time

Always-on
proactive notification of emerging
issues

aws

N
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Logs () 1 ; Visualization

Patterns (48) (Eampasmede

A pattern is a shared text structure that recurs in your logs. Click the magnefying glass icon to analyze » patter

Q

Imspect Pattern
ERROR] <*> <*> Dat ing of t input failed! Excepts
a [ ) ata processing of request input failed! Exception: oo e,
IrvalidDatetimeformat
a [WARNING] <*> <*> ApplicationName="lambda_transaction_handler’ | i ?
database_insert_time_mss<*> | HTTP_codes<*> Error’
[} [INFOJ <*> <* > Datetime expected in epoch format, received invalid input. 357 *357
Q [INFOJ <*> <> (“requestTime": <>} 176 4
Q [INFO] <> <*» Entering function lambda_handler(). current_epochw<*> user_guid= <> 234 %
Q [DEBUG) <*> <*» Testing Unicode compatibility. 9ORH 1,169 -64
@ FVEBIIEY coa 9 Onereminn Fadtarsun: Brmfline seshdon
ttern inspect
Pattern [DEBUG) Testing Unicode compatibility, OB
Event count
10 = —
o
Time (Local)
= Main time range Compare time range
Log sample Token values Related patterns
L Event Time. Log Event
> 2023-10-277_  [DEBUG) 2023-10-27T18:41:11 Q482 67653c04-2d2d-40¢1-9106-2109018100a2 Testing Unicode compatibility. WORN
> 2 202310277 [DEBUG) 2023-10-27T18:01:11.0672 6765300- Ai2d-40c1-9106-2: Testing Unicode compatibility. WORN

Difference description

New pattern

b 2% decresse

New pattern

b 2% decrease

b 3% decresse

b 5% decrease

Export results ¥

Severity type

ERROR

ERROR

INFO

INFO

DEBUG



Al-powered natural language query generation

@& Chrome File Edit View History Bookmarks Profiles Tab Window Help . B @ = A= + $ 9¢ ® woxmmE F Q 2+ MonNov20 7:43:01PM

Easy getting started: Generate queries to ©58 B coumeniwen x|
I nte ra Ct Wlth yo u r LOgS a n d M et rl CS by aWs I senvices | Q Search [Option+S] B & @ & Nvignav Admin/tweitao-Isengard @ 0571-0227-9288 v
asking questions in natural language CloudWatch

Favorites and recents Logs Insights info Custom Compare (Off) - new | Local timezone ¥ ‘ fields

C @& us-east-1.console.aws.amazon.com/cloudwatch/fhome?region=us-east-1#logsv2:logs-insights$3FqueryDetail$3D~(end~0~start~-3600~timeType~'RELATIVE~unit~'seconds~editorString~'fields*

CloudWatch > Lags Insights

Select log groups, and then run a query or choose a sample query.
Dashboards

v Alarms A s0+ @ s0+ © 31

[}

In alarm

Develop query expertise: Provides line by [tmbsapsapsanbares x| [awran | ®
1 : Billing [& Show more chosen log groups (+48)

line explanation of the generated query to

help you learn thesyntax ~ |EEEEE

1 fields gtimestamp, @message, @logStream, @log
¥ Logs 2 | sort gtimestamp desc

| limit 20

Live Tail
Logs Insights ¥ Query generator - new

v Metrics Run query save History

Iterative deep dives: Update existing queries
with natural language instructions for guided .- oty | rotemets-sen | vesstiaten
guery iteration v XoRay traces Logs () [ Addto dsshboard | ®

Service map

All metrics

an run for maximum of 60 minutes,.

Explorer

No results

Traces Run a query to see related events

¥ Events
Rules

Event Buses

¥ Application monitoring

ServiceLens Map

[ cloudshell  Feedback © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences
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Operation analytics made fast, accessible and intelligent

Overview

e

Customize this page

Install sampie Observability
data

Visusize and repont Add a dashboard

Visalzatons

Oatect

Aerting

aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Challenges in large-scale operations

* Lack of data

 |Information overload

« Alarm and tool fatigue

« Data correlation

« Remediation and prevention

aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Amazon Q Developer Operational Investigations

e Localize issues in a distributed environment

« Guided operational troubleshooting so that
manual guesswork is removed

* Prioritized list of root cause hypotheses
(diagnoses)

« Recommended remediation and optimization
actions

aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Investigate and remediate issues

| Get meaningful
investigation
hypotheses and
guidance for
remediation

| Streamline
investigation
summaries and
updates

| Trigger
investigations from
alarms, metrics,or
manually chatting
with Q

a\w’ © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Evolving into Agentic Al

Generative Al Generative Al
assistants agents
MORE
HUMAN o
OVERSIGHT
*  Follow a set of rules * Achieve a singular goal
« Automate repetitive tasks e Address broader range of tasks
e Automate entire workflows
aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N

Agentic Al
systems

Fully autonomous
Multi-agent systems

Mimic human logic and reasoning



Agentic Al for full automation

@ — l @)

Memory

i It <
/// N_ é @ é /
O
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Goals

Observation
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Open Sou rce PrOtOCOIS 7" MCP servers available for commonly

used platforms (e.g. GitLab, GitHub,
BitBucket)

Model Context Protocol

Run MCP servers and clients on
AWS using open source MCP

Introduced by Anthropic, MCP libraries

provides a standardized way to

connect Al models to different

data sources and Al_powerEd Open-source AWS MCP servers for code
tools. QO assistants

i

Amazon Q Developer CLI includes

</> MCP support

aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Integrate with popular ClI/CD ecosystem

rl'lJ HaShicorp cloud, ... (¥ SALTSTACK
u e snyk

Bitbucket

DATADOG

o \ @
2 ANSIBLE

circleci

©

Qa0
£

GitHub Actions

i kubernetes
argo
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Thank you

José Nunes

Solutions Architect
Amazon Web Services



http://jrtnunes@amazon.com
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