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1. INTRODUCTION

The present document details the requirements wices, the associated procedures, products
and equipment.

2. DEFINITIONS

When used in the Framework contract with a cagialifirst letter and in italics, the following
terms shall have the following meaning:

“Benchmarking:

Assessment process carried out by a qualified dnjdctive third party which: tests,

evaluates and measures the performance of the @tmtrby reference to the specific
Quiality indicatorsdefined in theService level agreemendr by comparison with similar

Servicesor Productsprovided by other companies; and@malyses the evolution of the
relation between the prices laid down in the Fraor&veontract and the market prices for
similar Productsor Services.

“Benchmarker”:

The independent third party carrying oB@nchmarking

“Commissioned Software”:

Softwaredeveloped by the Contractor for the contractinthawity under the Framework
contract.

“Commissioning date™:

Date on which the Contractor notifies the contragtuthority that #roduct aSystenor an
Extensiorthereto has been brought into service.

“Compatibility”:

Ability of a Productto function in accordance with tHeystemspecifications or type of
equipment into which it will be integrated.

“Complex hardware product”:

Any computer equipment, whether or not it contéagtware which requires installation by
skilled staff and acceptance by both Parties.

“Consignment note”

Note in duplicate duly signed and dated by the @abor or his carrier, giving the Specific
Contract number and particulars of the goods dediveto be countersigned by the
contracting authority and returned to the Contnactohis carrier. This note acknowledges
the fact that the goods have been delivered amsbiway implies conformity of the goods
with the Specific Contract.

“Certificate of conformity”

Certificate signed by the contracting authorityidewncing conformity of the goods delivered,
no later than one month after the date of delivanjess provision is made in the Special
Conditions or present document for a different queri

“Constant discount:
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Fixed percentage of discount on Reoductsand Servicesawarded by the Contractor to the
contracting authority during the entire duratiortttg Framework contract.

“Delivery date™:

Date, determined in the Framework contract, on wii€roduct a Systenor anExtension
thereto is to be delivered to the contracting atityo

“Documentation”:

Instructions and manuals supplied with educ(s) and/orServicés), whether intended
for support/technical staff or for end-users, amthier in printed or in electronic form.

“Escrow agent”:
The third party providing the safekeeping facibtepecified in thé&scrow rider
“Escrow rider:

Agreement between the contracting authority, thet@ator and a third party, by which such
third party provides safekeeping facilities for theurce code of th8oftware product(s)
covered by the Framework contract and/or for tteteed Documentation

“Extension”:

Set ofProductsto supplement or extendSystem
“Extended working hours”:

Any working hours other thaNormal working hours
“Extra muros”

Outside the contracting authority’s premises.
“Hardware”:

Any computer equipment purchased, rented, leasechaintained under this Framework
contract.

“Informatics Services:

All Servicesrelated to information technology, such as (but hmited to) training,
consultancy, removal, logistics, integration woengineering, development, maintenance
and writing of documentation, as further descrilvethe Framework contract.

“Installation date”:

Date notified by the Contractor with Means of registered communicatiom which the
Contractor will perform the assembly, the instaflatand the bringing into service of a
Hardware Product This may not be later than fifteen (18prmal working daysfter the
date of its removal from its place of delivery te place of installation. This date may be
extended upon the contracting authority’s decissod may be notified by the contracting
authority with aMeans of communication

“Intellectual property rights”:

All industrial andintellectual property rightssuch as, but not limited to, copyright, the
rights of the producer of a database, rights oni-semductors, patents, patent applications,
utility models, trademarks (whether local, intefoaal or foreign trademarks), trade names,
designs and models.

“Internal use”
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Within the contracting authority’s premises and tise by a European Community official as
defined by the Staff Regulations of the Communélgewhere than in his normal office
located in the contracting authority’s premiseg,within the context of his official work.

“Intra muros”
Within the contracting authority’s premises.
“New release™

Revision of an existing version ofSoftwareprogram, usually amending the reference to the
Softwarés version from for example version 0.1 to versipa.

“New version”:

New version of aSoftwareprogram, usually amending the reference to Suftwares
version from for example version 0.1 to version 1.1

“Normal working days”:

From Mondays to Fridays inclusive, except the @mting authority’s holidays only. The
contracting authority’s holidays are usudllybut not necessarilyl the same as the national
holidays of the place of execution of the Framewwshktract. When expressly so provided
in the Framework contract or in a Specific Contract-duty days (such as Holy Thursday,
Good Friday, the day following Ascension Day anel preriod between 27 and 31 December)
may be included in thBormal working dayslf nothing is provided in this respect, such on-
duty days will be regarded as the contracting aitihie holidays.

“Normal working hours”:

From 8 a.m. to 8 p.m. adormal working days

“Order Forms”

Document signed by the contracting authority anel @ontractor orderindg’roducts or
Servicegursuant to the Framework contract. Please nater¢iierence to Specific Contracts
may be understood, where relevant, as referendesdiers.

“Payment request”

Contractor’s request for a payment, biylaans of communicatiorior the execution of any
of its obligations under the Framework contract.

“Person-day”:
Eight (8) hours not including lunch break.
“Product™

Any Software Hardware or Telecommunications produ@yhere a distinction between the
three types oProductsis intended, it shall either be explicit, by theewf one of the three
terms, or it may be implicitly deduced from the t@xt of this Framework contract.

“Quality indicators™:

Measurable targets serving as a reference for atnatuthe quality of theéServicesto be
provided by the Contractoand determined in th&ervice level agreement.

“Services”:

Informatics and/or Telecommunications Services.
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“Service level agreement”:

Document annexed to the Framework confrabich lays down:
— the quality of theServicesto be provided by the Contractor by referencehto t
Quiality indicators

— the consequences for total or partial non-perfocaamnhich will apply to the
Framework contract if he fails to meet Qeality indicators
“Software”:

Any series of instructions constituting a compurecutable program or programs, and
being (part of) the object of the Framework corttrac

“System”:

Combination ofProductsserving a complete set of functions.
“Telecommunications products”:

All products and equipment related to the provisibfielecommunications services
“Telecommunications services":

All Servicesrelated to the transmission, emission or recefpsigns, signals, writings,
images, sounds or data of whichever nature, whethailed by wire or wireless means or by
any other electromagnet®ystemsuch as (but not limited to) training, consultgmemoval,
installation, administration, management and maemee, as further described in the
Framework contract.

3. GENERAL PROVISION

3.1.Formulation of prices

3.1.1.In general, the Contractor agrees to let the cofitrg authority, as a most
partner, benefit from its most advantageous prices.

3.1.2.Products

Contractual prices for purchase Pfoductsshall be expressed per unit. The prices quoted
shall include delivery, installation and assembheve applicable.

Rental ofProductsshall be distinguished from leasing by the fact,tlira the former, the
Framework contracshall not include any purchase value at the entiefental period. In
the case of leasing, the Framework contract shgldbwn the price for the purchase option
at the end of the leasing period.

Maintenance oProductsshall be expressed as a percentage of the purphiaseor as an
absolute figure. It may vary in proportion to tlexel of service as defined in the Contract,
which shall be specified in each Specific Contract.

3.1.3.Software
The fees for the maintenanceSdftwareare either expressed as a percentage of the licence

fees or are calculated at a fixed price. Duratibthe maintenance shall be specified in each
price.

LISA/2016/RP/02 Service Requirements Page 8/ 46



3.1.4.Services

Serviceprices shall be defined at a fixed price oF®rson-dayand shall include all general
expenses and expenses directly connected with theispn of the Servicessuch as
company management costs, social security costal tcavel and travel to normal place of
delivery and office expenses.

3.2. Particularities of invoicing

3.2.1.The invoices are to be sent to the address statétei Specific Contracts. The
payment period shall not be binding on the conitmgcauthority if any invoice is sent
to a different address. An invoice should be suteminot later than six (6) months
after delivery of the product or services and after acceptance. In accordance with
Article 11.12 of the General Conditions, the Cowrtix will be liable to liquidated
damages in the case of invoices submitted outra.ti

3.2.2.Products

Purchases shall be invoiced when the relevant déiérery and acceptance.

Invoices in respect of rental, leasing and maimeeashall be submitted quarterly
unless otherwise provided for in the Framework @it The first invoice in respect
of rented or leased Products shall cover the pefrioch the date of delivery and
acceptance of the Products, or, as regards maimden&om expiry of the guarantee,
to the last day of the current calendar quarter.

3.2.3.Software

One-off licence fees shall be invoiced after thievédey and acceptance.

Yearly licence fees and maintenance fees may beided per calendar year and in
advance for the whole year. The first invoice slealer the period from the date of
acceptance or, as regards maintenance, from expthe guarantee, to the end of the
whole period.

In exceptional cases and subject to prior appra¥ahe contracting authority, the
license fees, maintenance fees or maintenancedetaists may be invoiced for more
than one calendar year and in advance for the wieried.

3.2.4.Services

Invoices in respect oBervicesconsisting in a single performance, for examplke th
provision of a report, a project or a training meas shall be submitted in accordance
with the terms of the Specific Contracts.

Invoices with respect of continuo®ervicesshall be submitted at the end of the
calendar quarteiThe first invoice shall cover the period from #iart date indicated in
the Specific Contract until the end of the currealiendar quarter. When the invoice
relates to an amount of less than €25,000 paynietit lse made when the service has
been fully provided.

In exceptional cases, on the request by the cdotrand subject to prior approval by
the contracting authority continuous service fees/ ibe invoiced per calendar year
and in advance for the whole period, irrespectivih® amount involved.
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3.3.Insurance of rented or leased equipment

3.3.1.The Contractor shall insure tiRroductsrented or leased under this Framework
contract from theDelivery date until the date the rental or lease have expirdte T
contracting authority shall in no case be consideesponsible for any deterioration,
destruction, theft or loss of afroductsrented or leased by the Contractor under this
Framework contract, unless the damage or lossusechby a serious fault or serious
negligence on the part of the contracting authority

3.4.Performing termination

3.4.1.1f the contracting authoritierminates the Framework contract pursuant to kerticl4
II.14 of the General Conditions and the contractighority has been assigned the
rights on Commissioned Softwarer has paid for maintenance @ommissioned
Software the Contractor shall:

- hand over (immediately and without charge) the e®wode, theSoftware
plans, the access keys and thecumentationrequired by the contracting
authorityfor the proper operation of tHeoftware insofar as the Contractor
has a legal right to do so.

- expressly undertake not to use such developmettte ifuture and to purge any
copies of the same from his equipments;

- undertake to keep every information in relationthe developedoftware
confidential even after the termination of the Feswvark contract;

3.4.2.If the Framework contract concerns the provisiofPafductsas well as maintenance
Servicesrelating to thesdProducts the contracting authority has the right, if the
circumstances justifying termination only concehe tprovision of theProducts to
terminate only the part of the Framework contrabicw concerns the provision of
Producs, while keeping the part of the Framework contraelating to the
maintenancé&ervicesn force.

3.4.3.In case of rental and leasing the Contractor skatbbve theéProductsor Systemst its
expense within the time agreed upon between thgeBafhe withdrawal of Broduct
shall be recorded in a withdrawal report quoting Framework contract and Specific
Contract concerned.

3.4.4.The Contractor shall not provide aRyoductsor Servicesf the Framework contract is
not in force and if no Specific Contract has beetered into.

3.5. Quality and standards

3.5.1.The Contractor shall perform the Services and pi®the Products in full knowledge and
consideration of the contracting authority's coripuenvironment. It shall perform it in
accordance with technical norms, standards andepwyes based on best professional
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practice in the informatics and/or telecommuniaadidield, for instance the 1SO 9000
standards.

3.5.2.The contracting authority shall supply, without algl all the assistance, data and
information that the Contractor considers necessaryseful for providing itroducts
andServices

3.5.3.The contracting authority and the Contractor shatify each other by aieans of
communicationof any factor likely to impair or delay the propexecution of the
Framework contract.

3.5.4.The Contractor guarantees that Software deliveradeu this Framework contract,
whether or not developed in execution of this Fraor& contract, will not fail to execute
its programming instructions due to defects andkmanship when properly installed and
used on the device designated by the Contracteshdtl be devoid of any deliberate
mechanism which leaves it under the Contractorgrobafter supply to the contracting
authority. It shall meet the operating requiremerggecifications and characteristics
specified in the Contractor's documents or laid Wlawthe Framework contract.

3.5.5.The quality of the Contracto@roductsandServiceshall be measured by reference to the
definitions, quality standards and procedures eefiim the present Service Requirements,
Framework contract or the Specific Contract, anddfgrence to thQuality indicators
defined in theServicelevel agreement Quality standards may be revised in line with
developments on the market.

3.5.6.The Contractor undertakes to comply with those itpuatandards. Compliance with the
standards shall be monitored by the contractinpaity. Unless otherwise stated in the
Framework contract, in accordance with article tifthe General Conditions, in the event
of non—compliance with one or more of the standardsr a sliding period of three
(3) months, the Contractor shall submit an improsemplan. In the event of non—
compliance with one or more of the standards foeeh(3) months, consecutive or not,
over a sliding period of six (6) monthsPaoductwhose quality has proved substandard
may be withdrawn from the Framework contract, @ @ontract may be terminated where
the overall quality of th&erviceds substandard.

3.6. Security

3.6.1.The contractor and its staff, when performing ta$is the contracting authority in
execution of this contract, undertakes to complihwte security requirements laid down
within the Security and Risk Management sectiothef'Technical Tender Specifications
of the New Maintenance in Working Order and Evaoéry Maintenance of the
EURODAC System’ and with the present Service Rexménts. As part of those security
requirements, the contractor shall comply with:

- The current EURODAC Security Plan and its subsegadaptations in the overall
eu-LISA agency Security Policy Framework,

- The Baseline Security Controls for the MWO IT irsfiraucture,

- The decision C(2006) 3602 of 16 August 2006 of Glmenmission on protection of
information system used by the contracting autfipiis subsequent version, its
implementing rules and the corresponding secunticas, and

- The Commission Decision (EU, Euratom) 2015/444 be security rules for
protecting EU classified information, as well alsital subsequent versions;
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3.6.2.Contractors working in the contracting authoritemises must conform to the internal
security rules of the contracting authority. If t@®ntractor's staff are working in the
buildings of the contracting authority, the Contoacis required, at the contracting
authority's request, to replace immediately andheut compensation any person
considered undesirable for security reasons bgdhéracting authority

3.6.3.The security requirements of the Framework Contegaply to all individual projects
pursuant to any subsequent Specific Contracts sinliéierent or complementary specific
requirements are defined within the Specific Cart'arequirements.

3.6.4.The Contractor agrees to impose the security ditbiga of this Article upon any of its
subcontractors and their staff who perform taskste contracting authority in execution
of this Framework contract.

3.6.5.The Contractor recognises that Rmducts equipment or material whatsoever owned by
the contracting authority or present at the comitngcauthority's premises, may be moved
or removed without the contracting authority's egsrwritten approval and the signature
of a Specific Contract relating thereto. Each moreemoval of eProduct equipment or
material whatsoever, shall be recorded in a natespacified in the Specific Contract in
execution of which thederoducts equipment or materials are moved or removed.

3.6.6.Should the Contractor, during the performance eftdsks which are the subject of the
Framework contract, need remote access to inteirfatmatics resources from the
external domain, he shall be requested to complly thie contracting authority’s internal
rules on practical and technical security for rematervention. This must be achieved by
way of signature of a specific agreement for remtervention provided by the
contracting authority.

3.6.7.All personnel of the contractor working for the traating authority, including remotely
from the contractor’'s premises, must hold a vaédusity clearance at EU Secret level
issued by a National Security Authority prior tayiding services under the Framework
Contract. Each staff member of the contractor wgrkunder the MWO contract shall
sign an individual declaration of confidentialifyrotection of the information system and
non-conflict of interest following the template prded within the present Service
Requirements document (Attachment 1).

Any MWO contractor who fails to hold a valid sedyrclearance at EU-Secret level
and/or does not sign an individual declaration ofifentiality will be excluded from
accessing the eu-LISA premises, accessing eu-Li#rmation and ultimately delivering
the MWO services. This might imply the deductidntloe associated payment pro rata
temporis.
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3.7.Specific Intellectual Property Rights

3.7.1.As regards allSoftware or other protected material for which theatellectual
property rights are the property of the contracting authority drickh have been
licensed to the contracting authority by third Rest and which the Contractor is
likely to use in the execution of its obligationsder this Framework contract, the
contracting authority expressly authorises the ambr to use suchoBware or
other protected material, within the limits stryctiecessary for the execution of
Framework contract.

In view of the preceding, the Contractor undertakes

- not to copy any sucBoftwareor other protected material without prior written
authorisation from the contracting authority;

- to use suclsoftwareor other protected material exclusively in theteahof this
Framework contract;

- to protect and indemnify the contracting authoagainst all third-party claims or
actions alleging a breach of thditellectual property rightsor a use of such
Softwareor other protected material in contravention vifta present Article.

3.7.2.Pursuant to Article 11.10 of the General Conditicarsd as regards the results or
rights obtained in performance of the Framework tizan, the Contractor
undertakes to obtain written consent from the @atiing authority prior to:

- filing a trademark, patent or design applicatiomelation with any of the results
or rights obtained in performance of the Framewawktract in his own name or
that of a third party.

- claiming a copyright over the results or rightstasned in performance of the
Framework contract in his own name or of that diied party.

- allowing a third party to do such filings or atzs.

Failure to obtain permission from the contractingtharity will entitle the
contracting authorityo seek damages against the Contraatat will not prevent
the contracting authority from protecting the rigglassigned under the Framework
contract.
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3.7.3.The Contractor guarantees that none of Pneducts Documentationor other
protected material delivered, whether or not dgwedb in execution of this
Framework contract, infringes any third partinigellectualpropertyrights.

3.7.4.Each party shall inform the other party of the &tse or threat of any third
party’s action or claim alleging an infringementitsf Intellectual property rights
by the contracting authority’'s use of amroducts Documentationor other
protected material delivered under this Framewanktract, provided such use is
made in conformity with the terms of this Framewodhtract.

3.7.5.In the event of such a dispute or threat therdod, Contractor undertakes to
conduct all litigation, arbitration or negotiatiofs settlement, in its own name as
well as in the contracting authority’s name, aoie and sole expense.

The contracting authority agrees to provide thet@aor with all information and
assistance that may reasonably be required, aCtmractor's own and sole
expense.

However, the contracting authority reserves thatrtg decide to conduct its own
defence or to negotiate its own settlement, abws discretion. The Contractor
will be responsible for any payment arising outaofy settlement or judgement
following such a dispute or threat, except for plagment of a settlement made by
the contracting authority without the Contractowsitten consent. Such consent
may not be withheld without reasonable grounds.

If the infringement of a third party’s Intellectuatoperty right on a Product and its
Documentation is declared in a judgement, arbdrasientence or party settlement,
or if such is likely to happen, the Contractor &gréo (1) either procure for the
contracting authority the right to continue usinget Product and its
Documentation, (2) either replace them with sulisiy equivalent non-
infringing Products, or, if none of the foregoing available, (3) grant to the
contracting authority a credit in the amount cqumesling to the purchase price of
the proportion of the Product which can no longeubed.

The Contractor will not be responsible under thespnt guarantee for any third
party claiming an infringement of its Intellectyadoperty rights based on (1) the
contracting authority’s use of Products in comboratwith equipment not

delivered by the Contractor, if such combined use¢he cause of the claimed
infringement, or (2) the contracting authority’s euof any Product and

Documentation delivered hereunder in a form othantthe one delivered by the
Contractor, if such change in form is the causthefclaimed infringement.

3.7.6.The guarantee against third party claims is dudahieyContractor until five (5)
years following the end of the Framework contramt, until five (5) years
the last use by the contracting authority of thedBct and its Documentation
delivered by the Contractor, whichever period eads

3.8.Cooperation

LISA/2016/RP/02 Service Requirements Page 14 / 46



3.8.1.The Contractor undertakes to develop and instalRfoductsand provide the
InformaticsServicesn accordance with the Framework Contract’s pions The
Contractor agrees to co-operate with other suppliermake théProductswork
with those of these other suppliers. It agreesttend meetings called for that
purpose by the contracting authority.

3.8.2.The Contractor shall assist and advise the comigeuthority on the use of its
ProductsandServiceslt shall be responsible fétroductintegration as regards its
inclusion in the Framework contract, its operationthe contracting authority's
environment and the introduction of new versions.

3.9.Productdevelopments

3.9.1.Any Productdelivered under this Framework contract shall hasen demonstrated
by the Contractor, at its expense, to conform totdthnical specifications sent to the
Contractor as part of the invitation to tender leg hegotiation pursuant to which the
present Framework contract has been drawn up.

3.9.2.Any Product capable of replacing a previously approvBdoduct in the same
operational environment, with no loss of perfornarand at no extra cost to the
contracting authority, may be added to the relevAnhexes of the Framework
contract.

3.9.3.Proposals to include neRroductsinvolving new features or functions not previously
available amongst thieroductlisted in the Framework contract’s Annexes, sbally
be considered in the context of the princiBabductclassifications and specifications
covered by the call for tenders referred to ingheamble of the Framework contract.

3.9.4.Even if aProductis approved by the contracting authority, any mpatibility with
previousProductsthat becomes apparent in the course of its udéshaesolved by
the Contractor as swiftly as possible and at no twothe contracting authority.

3.9.5.Evaluation procedures and trials of new producferkeinclusion in the price list may
be specifically defined in the Framework contract.

3.10.Productlife

3.10.1.The Contractor shall ensure that #aduct or replacingProduct are marketed or
available during the lifetime of the Framework gawt from the date of their
inclusion in the relevant Annex of the Frameworktcact.

The Contractor shall ensure that maintenance ofPtioeluct delivered under this
Framework contract may be requested and provided feeriod of at least five (5)
years from the delivery and acceptance.
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3.11.Use ofProducts

3.11.1.From delivery and acceptance the contracting aifyhwray make unrestricted use of
the Product under normal operating conditions. The contrgctinthority may use
the Producs for Servicest is carrying out for other Institutions, Agensier Bodies
or Member States participating in the system.dfRhoduct are rented or leased, the
right of use applies for the duration specifiedhe Specific Contractf guarantee
applies to the product, maintenance may not stdittthe guarantee expires.

3.11.2.The Contractor must ensure that the contractingaaily may add to &ystemor
connect to it, either directly or via telecommunicas networks, compatible
Producs of any origin.

3.11.3.In view of that the contracting authority' is an Body, the Contractor shall not exert
any right of inspection over the contracting auitly@ use of thé’roducs.

3.12.Documentation

The Contractor shall provide the contracting autiiarith its Documentatiorand updates,
as soon as they become available to its custormess many copies, whether in machine-
readable form or on paper, as are stated in thedwark contract or a Specific Contract

The contracting authority may reproduce thiecumentationin full or in part for any
Internal use by its staff. The contracting authority shall reguce all references to
Intellectual property right@ppearing on the originals.

3.13.Benchmarking

The contracting authority may undertakdenchmarkingof the levels and the charges of the
Servicesand supplies provided under this Framework cohttac comparison with similar
Servicesand supplies provided by outsourcing vendors andtiouse IT service providers and
suppliers. The results of su@enchmarkingshall be available in identical form to both the
contracting authority and the Contractor.

In order to guarantee that a valid comparison idemthe contracting authority will ensure that:
- the scope of th8ervicesand supplies being provided by the Contractoaken into
consideration;

- a significant comparison group shall be taken adoount;

- in case no such significant comparison group exises relevant industry best
practices or markets with similar requirements Idbaltaken into account;

- the relevant comparison data must be guaranteed

The work of theBenchmarkeshould in principle not exceed four (4) months

For the firstBenchmarkingexercise, the comparison group shall be define@ idocument
entitled “Comparison Group Definition”. The conttiag authority reserves the right to change
the comparison group algorithm to reflect any clearig its business from time to time.

The Benchmarkershall be a qualified and objective third partyesétd by the contracting
authority. The contracting authority shall ensurattno conflict of interest exists on the side of
the BenchmarkerThe contracting authority will pay all of its oveosts and th8enchmarker’s
costs during th&enchmarkingThe Contractor will pay all of its own costs.
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The contracting authority and the Contractor skatl aside sufficient time and resources for
each stage of thBenchmarkingsuch as:

- identification and location denchmarkinglata,
- performing theBenchmarkingand
- implementation of the conclusions of tBenchmarker

The contracting authority and the Contractor wil foee to suggest changesBenchmarking
parameters as tt&ervicesand supplies evolve over the term of this Framé&wontract.

The Benchmarkershall treat as confidential, in accordance withiod Il. 16 of the General
Conditions, all data provided by the contractinghatity and the Contractor, and will return all
material and media once tBenchmarkindgs completed.

If a Benchmarkingreveals that the level of &ervicedoes not reach the comparison group’s
service levels or the level based on the relevatistry best practices or of markets with similar
requirements, the Contractor shall immediately arepan action plan, which will specify all
actions necessary to rectify the deviations. Thieafud measurable implementation of the action
plan shall in no circumstances exceed one (1) yetire Contractor fails to fully implement the
action plan, the contracting authority may clairmdges.

If a Benchmarkingreveals that charges are higher than the compagsomp’s charges, the
reduction of the prices shall be applicable on36 day from the date on which the results of
the Benchmarkingvere delivered to the Parties. The reduction gmatlhave retroactive effect
and shall be only valid for the specific contramsicluded after this date.

4. SPECIFIC PROVISIONS RELATING TO THE PURCHASE, RENTAL AND
LEASING OF COMPLEX HARDWARE PRODUCTS

4.1. Additional specifications for Hardware Delivery

4.1.1.Terms

All Complexhardwareproducs shall be tested by the Contractor before thdively. The
Contractor shall be able to demonstrate that tlee-gelivery test was satisfactory if the
contracting authority so requests.

The number of copies ddocumentationto be supplied shall be specified in the Specific
Contract, but must be at least equal to one (1y pep unit ofComplex hardware product

The Contractor shall notify the contracting authyoby a Means of communicatioof its
packaging terms at least two (2) weeks prior ® Delivery date The Contractor shall
remove all packaging material used during delivery.

The height of the Contractor's delivery vans mayexxeed 4.5 m and only "EURO"-type
pallets shall be used.

4.1.2.Dates

The Delivery dateshall be indicated in each Specific Contract.

Failure regarding th®elivery dateis considered as damage to the contracting atyhasi
defined in Article 11.12 of the General Conditions.
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Should the Contractor be unable to deliver on theciied Delivery date it must then
supply an equivalen€omplexhardware product or Systenwith the contracting authority's
prior consent.

Where the contracting authority has incurred cetsa—vis a third party by reason of a
delay in delivery or commissioning attributableti® Contractor, then the Contractor shall
reimburse those costs upon production of supportimguments, provided that the
contracting authority has notified the ContractgralMeans of communicatioof the risk of
incurring damages due to the late delivery soomraftaving been informed of the
Contractor’s inability to deliver on time.

If a Delivery dateis overrun by more than forty-five (45) calendays, the contracting
authority is entitled to immediately terminate Sgecific Contract in question.

4.1.3.Procedure

The Contractor shall confirm the exdatlivery dateof eachComplex hardware productt
least eight (8) calendar days in advance to thetracting authority by aMeans of
communication

The contracting authority shall, duritfprmal working daysindhours provide access to its
premises for delivery on the notifiddelivery date Delivery and installation costs shall be
borne by the Contractor. Deliveries shall be coteple

Receipt of each delivery ¢froductsshall be recorded in @onsignment noteigned by the
contracting authority as stated in article 1l.1.4flthe General Conditions (including the
balance to be delivered for eaeétoduc)

4.2.Productinstallation

4.2.1.Installation requirements

For eachProduct listed in the Annexes of the Framework contralog Contractor shall
specify by aMeans of communicatiothe technical installation requirements and any
refurbishment necessary for the premises interol@édwse théroducs.

The contracting authority shall ensure that fromnttonwards the premises where the
Productsare installed satisfy the conditions set out by @ontractor regarding access, air—
conditioning and electric power supplies and arelipzed with the necessary data
transmission lines.

The contracting authority shall grant the Contraettxess to its premises for the assembly of
Complex hardware productsn thelnstallation date which must be duly notified by the
Contractor with @Means of registered communicatiaithin five (5) Normal working days
upon the contracting authority’s naotification reséat to in the last paragraph of Article 4.2.2.

4.2.2.Procedure

- Pre-installation meeting

A pre-installation meeting may be organised. Ahtecal representative of the
Contractor will be available for eacBpecific Contractfor a pre-installation
meeting organised on the contracting authoritysnpses. The purpose of this
meeting is to review practical issues related tstaltation of theProducts
covered in the relevant Specific Contract. The mdawf each pre-installation
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meeting should be drafted after the pre-instaltatieeeting by the Contractor,
unless otherwise agreed in this meeting.

- Installation

Installation will be done in conformity with thelative Specific Contracnd/or
Service Level Agreemeand with the minutes of the pre-installation megti
and in accordance the methodology agreed in thdanptallation meeting if
appropriate.

If the place of delivery is not the place of idlsttion, the contracting authority
shall arrange foProductsto be moved at its own risk from the place of visly

to the place of installation within fifteen (1Bprmal working day$rom the day
of signature of th&€€onsignment notand undertakes to notify the Contractor of
the place of the move by deans of communicatiowithin five (5) Normal
working daysupon successful move of tReoductsto the installation site.

4.3. Acceptance
4.3.1.Service date

The assembly a€omplex hardware productnd the bringing into service ofSystem
shall be executed by the Contractor at its own es@eunless otherwise agreed in the
Framework contract.

A Complexhardwareproductor Systenshall be assembled, installed, and brought into
service no later than fifteen (1Bprmal working daysfter the date of notification by
the contracting authority of its removal to thetaigtion site unless another time limit
is laid down in the Specific Contract.

Upon successful installation, the Contractor shatify the contracting authority by a
Means of communicatioonf the date on which th€omplex hardware produabr
Systenhas been brought into service for this particBiexductor System

4.3.2.The acceptance period

The acceptance period will run up to seventy-fivg) Normal working days$rom the
servicedate

During this acceptance period, the contracting @itthshall notify any defaults in the
Complex hardware produatr Systemnto the Contractor by ileans of communication
As from the date of such notification, the runnioigthe acceptance period will be
suspended up to the date on which the Contractdifiaso by a Means of
communicationthat it has remedied the notified default, thisedaill reinitiate the
acceptance period for the rest of the seventy{fA® Normal working dayseriod,
with a guaranteed minimum period of twenty-five Rbrmal working daysfter the
last notification by the Contractor that it has eslied a default.

Upon the expiry of the acceptance period, acceptahaProductwill be recorded in
a Certificate of Conformityas stated in article 11.1.12 of the General Ctods that
shall indicate inter alia the detailed nature &f #tceptec€Complex hardware products
and the reference number of this Framework contaack of the Specific Contract
concerned.
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If no Certificate of Conformityhas been issued at the end of the acceptancel @arib
if no notification of faulty operation is pendintipe contracting authority is considered
as having accepted ti@gomplex hardware product.

4.3.3.Termination

If, due to faulty operation by the Contractor, gite@ce cannot be completed within a
maximal time limit of hundred and fifty (150) caliar days from thelate of Service
unless a different time limit has been specifiedIpgcific Contract, the contracting
authority shall be entitled to terminate the Specdfontract after giving the Contractor
a thirty (30) calendar days' notice by Means of communicationo meet its
obligations. This provision is without prejudice tioe contracting authority’s other
rights under Article 1.14 and 11.12 of the Gene@nditions.

4.4, Guarantee specifications forComplex hardware products

The Contractor shall guarantee all goods delivaresbnformity with article 11.1 of the
General Conditions. During the two years guaramedéod stated in article 11.1.7 of
the General Conditions the Contractor shall provitentenance at its own and sole
expenses.

The guarantee period shall be automatically exténdg the total duration of
stoppages attributable to the Contractor during fiexiod, as recorded under the
maintenance procedures. For this purpose only aggaplasting eight (8) consecutive
Normal working hoursor more shall be counted. One day's extensionefiwer
corresponds to a stoppage of eight (8) consecttorenal working hourswhich may
be interrupted by a period of hours not definetlasnal working hours.

If failures during the guarantee period are suctoavake aProductunusable for an

uninterrupted period of more than one (1) calendleek, the contracting authority
shall be entitled to have ti@omplex hardwar@roductimmediately replaced free of
charge by the Contractor.

If the aggregate unavailability of Rroduct during Normal working hoursexceeds
forty-eight (48) hours, the contracting authorgyeintitied to terminate the part of the
Specific Contract relating to thRroduct

4.5.Leasing and Rental formula
4.5.1.Determination of the periodic rental/leasing toplaéd n times at the beginning of each
period for an investment of PV with no residualueaFV at the end of the n periods.
i 1
1 ) 1+i
(@+i)"

4.5.2.Determination of the periodic rental/leasing toplaéd n times at the beginning of each
period for an investment of PV with a residual eakV at the end of the n periods.

PMT = PV
a

' v
1 )1+| 1+i
@+i)"

PMT = (PV - FV)

il
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4.5.3.Determination of the periodic rental to be paidnmets at the end of each period for an
investment of PV with no residual value FV at tinel ©f the n periods.

[
1
@+i)"
4.5.4.Determination of the periodic rental to be paidnmets at the end of each period for an
investment of PV with a residual value FV at thd ehthe n periods.

PMT = PV
@

)

PMT = (PV - FV)i—l +FVi
Q-
(L+i)

4.5.5.Determination of the interest rate applicable fderan smaller than one year. For the
calculation of the periodic interest rate applieafor a term smaller than one year, the
formula is as follows:

1

1+ Ni=@+i)" or i =@+ Ni)W -1

4.5.6.Determination of the residual value. The residw@lig to be used for the sole purpose
of computing a rental is given for the differentizons:

Rental horizons Residual value
4 years P % of PV
3 years P1 % of PV
2 years P2 % of PV
1 year P3 % of PV

4.6. Termination of the Contract for rental and leasingof Complex Hardware products

Abbreviation Description

PMT Periodic payment

Ni  Nominal annual interest rate at order time

Mi  Margin on annual basis as defined in the Fram&wontract

i Interest rate per period as defined in the Fraankwontract

NY Number of payments per year

N  Total number of payments

PV Investment amount = Present Value

FV  Residual Value = Future Value as defined inRhemework contract

P-P3 Percentages as defined in the Framework a@bntra
If one of the Parties terminate the Framework @mtror Specific Contract on its own
volition, the other party shall be compensateddooadance with the relative formula stated
in 3.5 above.
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4.7.Withdrawal of rented or leasedComplex hardware product

Upon termination of a rental or leasing Specifim@act or Framework contract, tReoduct
will be withdrawn by the Contractor at its own erpe.

5.SPECIFIC PROVISIONS RELATING TO THE PURCHASE, RENTAL AND
LEASING OF OTHER THAN COMPLEX HARDWARE PRODUCTS

5.1. Configuration and delivery

5.1.1.Configuration

In respect of each order:

() the other tharComplex hardwargroductsshall be specified in the
Specific Contracand its Annexes;

(2) installation of other tharComplex hardware products including
Software shall be carried out in accordance with the dpations
annexed to the Specific Contract or the relev&etvice level
agreement

5.1.2.Delivery

The Delivery dateshall be set at maximum thirty (30) calendar dfgsn the date of
signature of the Specific Contract, unless a difieiterm has been specified in the Special
Conditions of the Framework contract or in the $jpeC€ontract.

If the Delivery dateis overrun by more than twenty-one (21) calendeysdthe contracting
authority shall be entitled to terminate the Spedifontract in question.

A failure regarding th®elivery dateis considered as damage to the contracting atytresi
defined in Article 11.12 of the General Conditions.

The place of delivery shall be specified in eackecHir Contract. There may be more than
one place of delivery in a Specific Contract

At the time of delivery, the incomingroductsmay be subject to quantitative and qualitative
checks by the contracting authority within five (@rking days. The receipt of each delivery
of Products shall be then recorded in @onsignment notesigned by the contracting
authority. SuchConsignment notevill be established as stated in article 11.1.01.the
General Conditions.

If no Certificate of Conformitjhas been issued at the end of the one moth acoepperiod
stated in Article 11.1.12and if no notification of faulty operation is pendj the contracting
authority is considered as having accepted the ttiamComplex hardware product.

Unless expressly requested by the contracting atithgartial delivery of an item of a
Specific Contract is not allowed.

5.2. Guarantee specifications for other thanComplex hardware products

The Contractor shall guarantee all goods delivémezccordance with Article 11.1.17 of the
General Conditions.
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When, under the terms of a Specific Contract, othan Complex hardwareroductsare
delivered on several dates, the guarantee peratfeh all the components of the other than
Complex hardwareproducts expire with the end of the guarantee period of fimal
component of the other thabomplex hardware produdatelivered in accordance with the
Specific Contract.

During the two year guarantee period stated inchatil.1.17 of the General Conditions, the
Contractor shall provide maintenance at its ownsold expense.

5.3.Leasing and Rental formula

See 3.5 above

5.4. Termination of the Contract for rental and leasingof other than Complex hardware
products.

If one of the Parties terminates the Framework re@thtor Specific Contract on its own
volition, the otherParty will be compensated in accordance with the fornaiéded in the
Framework contract.

5.5. Withdrawal of rented or leased other thanComplex hardware product

Upon termination of a rental or leasing Specificn@act or Framework contract, the
Productswill be withdrawn by the Contractor at its own erges.

6. SPECIFIC PROVISIONS RELATING TO LICENSED SOFTWARE
6.1.Delivery - installation - Documentation

6.1.1.TheDelivery dateof theSoftwareshall be set at maximum ten (10) working days from
the date of signature of the Specific Contract,essla different term has been
specified in the Framework contract or Specific tCact.

A failure concerning th®elivery dateis considered as a damage to the contracting
authority, as defined in Article .12 of the Frawmk contract. The contracting
authority may decide to claim the payment of dareagader the provision stated in
the Framework contract.

6.1.2.The contracting authority shall be permitted touest additional assistance from the
Contractor to install th8oftwareon the adequate hardware equipment and for tiginin
of its personnel at the time of production start-pose additional expenses shall be
charged to the contracting authority at the privestioned in the Framework contract.

contract.

6.1.3.The contracting authority and the Contractor skealkh designate in due time one
person each in charge of decisions regarding theetdg and installation of the
Software

6.1.4.The manner in which th&oftwareshall be delivered shall be agreed upon in the
Framework contract or Specific Contract.

When it is agreed that tt#oftwareshall be delivered as material support, Sioftware
shall be delivered on a machine-readable mediuskétte or other) reproducing the
original Softwarekept in the Contractor's or the contracting adtierarchives. It
shall be sent with one copy of timcumentationper licensed copy unless agreed
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otherwise between the Parties. Any additional copyhe Documentationshall be
invoiced to the contracting authority at the prgfeown in the Framework contract.

When it is agreed that tHeoftwaremay be downloaded by the contracting authority,
then the Specific Contract shall precisely indictite location of the download area
(such as from an area on the Contractor's websBiben an FTP site, etc.) and/or
provide the contracting authority, byMeans of communicatiomwith the accurate and
complete instructions, including access codes, lamalh to perform such downloads.

6.1.5.Delivery of theSoftwareshall be recorded in @onsignment notepresented by the
Contractor for signature by the contracting autiyotin the event that th8oftwareis
downloaded, the contracting authority will issue @onsignment notbased on the
communication of the Contractor with the downloadimstructions.

6.1.6.If no Certificate of Conformityhas been issued at the end of the one month arwept
period stated in Article 11.1.12 and, if no not#ion of faulty operation is pending, the
contracting authority is considered as having amzkfheSoftware.

6.1.7.The Contractor authorises the contracting authddtyeproduce th®ocumentation
for any Internal useprovided that any copyright indication in tB®cumentations
also reproduced.

6.2.Trial - acceptance

6.2.1.Upon request of the contracting authorihe Contractor shall grant for each new
licensedSoftwareor eachNew versionof the Softwarea one (1)-month trial period
during which theSoftware shall be available for non-productive use. Lontgst
periods and their conditions may be convened in Rhemework contract or by
Specific Contract.

6.2.2.The trial period shall begin on the day of the aflation of theSoftwareby the
Contractor on the appropriate hardware equipmerif,tbe contracting authority does
not require installation of th8oftwareby the Contractor, fifteen (15) calendar days
after signature of th€onsignment note.

6.2.3.At the end of the trial period, acceptance of 8odtwareshall only result from the
signature, by both Parties, of thertificate of Conformityas stated in Article 11.1.12
of the General Conditions. If @ertificate of Conformityhas been issued at the end of
the trial period and, if no notification of faulbperation is pending, the contracting
authority is considered as having acceptedSthitware.

6.2.4.At any moment during the trial period, the contiragtauthority may terminate the
testinglicence upon notification by Bleans of communicatiowith immediate effect
if the Softwaredoes not perform and conform to its descriptimspecifications or its
Documentation Additional acquisitions oSoftwarealready tested by the contracting
authority shall be accepted by signature ofGloasignment note

6.3. Guarantee specifications forSoftware

6.3.1.The Contractor shall guarantee all goods delivémecbnformity with Article 11.1.17
of the General Conditions.
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6.3.2.The Contractor warrants that:
3) the Softwareis in conformity with theDocumentatiorsupplied;

(4) the Software is capable of performing the functions described the
aforementionedDocumentationand conform to the specifications described in the
Framework contract or Specific Contract under adersition.
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6.3.3.The Contractor does not warrant that 8adtwarewill enable the contracting authority
to achieve its target aims, productivity leveldiore savings.

6.3.4.Guarantee period

During the two-year guarantee period stated in chetill.1.17 of the General
Conditions, the Contractor shall provide maintemeaaits own and sole expense.

6.4.Use

6.4.1.The Contractor hereby grants, and the contractiiboaity accepts, a non-exclusive
licence to use th8oftware under the conditions set hereunder.

6.4.2.The contracting authority may use tBeftwarefor its Internal use

6.4.3.The contracting authority may acqulftoating licences" for use by external, service-
service-providing companies working under contraatprojects for the contracting
authority. At the end of the project, the contmagtiauthority shall reclaim these
licences and may either add them to the existicentie scheme or reallocate them to
another company.

6.4.4.The contracting authority undertakes not to repcediheSoftwarein part or in whole,
except for the purposes of back-ups and archives,adter taking all the necessary
precautions. Such copies shall remain the Contragimperty.

6.4.5.The Parties may by Framework contract agree tlealitknce be an exclusive licence
for the contracting authority to use t8eftware

6.4.6.For the purpose of this Article 6.4., tt&oftwareshall be read as including its
Documentation.

6.5. Compatibility

The Contractor guarantees to the contracting aifyhibvat at the date of signature of each
Specific Contract th&oftwareis compatible with all hardware or softwatescribed
in the Specific Contract under consideration.

6.6. Intellectual property rightsconcerning Software —confidentiality

6.6.1.The Intellectual property rightattached to th&oftwareand itsDocumentatiorshall
remain the Contractor's exclusive property.

6.6.2.The contracting authority undertakes:

(1) to take all measures necessary vis-a-vis itb @ser personnel and persons having
access to th8oftwareand itsDocumentationto ensure that the confidentiality of the
Softwareis observed;

(2) not to pledge, assign, sub-license, transfer od,ldar payment or otherwise, the
Softwareand itsDocumentatiorexcept in the manner set out under Article 6.4;

(3) toinform the Contractor immediately in the ewef seizure, to protest against it and to
to take all necessary steps in order to safeguaedirtegrity of the Contractaer
Intellectualpropertyrights.
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6.6.3.In the event of unauthorised disclosure of confidéimnformation by either party, the

other party shall address it a warning byMaans of Registered communication
requesting the first party to confirm that it wild longer disclose the said information.
If no satisfactory response is obtained withinréguested time limit, the other party is
entitled to terminate this Framework contract. Pphaeties recognise that damages may
not constitute sufficient compensation for the otharty, who may require reparation
by injunction or other relief judged appropriatenecessary by the appropriate court of
of law.

7.SPECIFIC PROVISIONS RELATING TO HARDWARE AND SOFTWARE
MAINTENANCE

7.1.Common provisions

7.1.1.Contractual maintenance shall commence on the fay expiry of the guarantee
period applying to theéProduct delivered, unless another date is specified @ th
Framework contract or Specific Contract.

7.1.2.The Contractor shall at all times comply with theality standards and the
maintenance security rules contained in the Framewantract.

7.1.3.The maintenance shall be provided durgrmal working hourson Normal working
days The contracting authority may require the Cortrado offer maintenance
outside these timesExtended working houys provided that there is an explicit
provision in the Framework contract or Specific €aat stating the applicable rates in
this case.

7.1.4.Maintenance is deemed to comprise all operationessary to maintain Rroductin
perfect working order, or to restore a defectR@ductor one of its components to
perfect working order, inclusive of the costs afvilling, parts and labour.

7.1.5.The provisions onlnformatics Servicesconsisting of maintenance apply to
maintenance of botlsoftwareand Hardware except where it is apparent from the
provision that only one type éfroductis concerned.

7.2.0ne —shot repair ofHardware

Where the Framework contract does not explicitlyezomaintenance dflardware
the Contractor agrees to perform one-shot repairblardware at the contracting
authority’s request. In response to such a reqtlestContractor shall prepare without
delay an estimate of the price of the repair antnetable for its execution. The
estimate and the timetable shall be provided ffezharge to the contracting authority,
regardless of whether or not the repair is executdde contracting authority accepts
the estimate and timetable, an order shall be digbetween the Parties. The
Contractor shall not start to repair until it haseived the relevant order signed by the
contracting authority. It is explicitly agreed that other conditions of the Framework
contract shall also apply to a one-shot repair.
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7.3.Maintenance

7.3.1.Terms

The Contractor undertakes to maintain Breducts covered by this Framework contract in
perfect working order.

In order to do this, the Contractor shall at atids have a stock of spare parts or shall obtain
the necessary parts at its own and sole expense.

The Contractor shall provide maintenance servicesib@ within four (4) hours at the
contracting authority's request. This time limitrégluced to two (2) hours in the case of a
blocked server. These time limits may be withireitNormal or Extended working houys
depending on the choice made in accordance witlsl&ri.1.3.

If the Contractor is of the opinion that a repaitl wot be possible within the maximum
repair time from its arrival, it shall make a sutoge Product available to the contracting
authority for the duration of the repair.

Repairs, Extensios and modifications to th&ystemshall be carried out only by the
Contractor or the firms authorised by it.

Preventive maintenance operations shall be scheéddeodically, by agreement between
the contracting authority and the Contractor.

The Contractor shall carry out corrective maintegarnvolving debugging, repair or
replacement of faultyProducs at the contracting authority's request. The Gabor
undertakes, during these operations, to comply thighcontracting authority's current central
central service desk action procedure when therfaibccurs, as is described in Annex |.

The Contractor will formally close each maintenamgeration. At the same time it will
supply the information needed to measure the gquaflithe service and theroducs against
the standards laid down in the Framework contrédiiere computer security has been
affected it will submit a report.

The Contractor shall compile a monthly managemepont giving the following particulars
of corrective maintenance carried out, without pdage to the relativeService Level
Agreement

() a list of outstanding problems, with the cause #ral expected date of
resolution;

(2) an analysis of problems encountered by type afifaiandProduct

3) various statistics as requested by the contraciunority to enable it to

produce an internal audit report.

7.3.2.Hardware

On the part of the contracting authority, hardwaentenance shall involve the obligation to
to use theProductsas specified in th®ocumentatiorand the installation requirements, and
not to alter or repair them itself

On the part of the Contractor, without prejudicethe relativeService level agreement
corrective hardware maintenance shall involve:
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() diagnosing the cause of failures affectiigpductsor Systemswhether they are
due to itsProductsor not;

(2) correcting faults as rapidly as possible;

3) replacing components, printed circuits and eleatranits that prove defective in
the course of normal use, and effecting any aitaratdeemed necessary by it to
improve operation of th8ystems

(4) acting as the link with its own central maintenadepartments;

(5) reprogramming or replacingoftwarein the event of error;

(6) providing "hot-line" support to resolve urgent geohs andSystenfailures;
(7 providing drivers for correct function éfardware products

Maintenance shall not include the complete repaalloor part of anyHardware products
that are no longer functional as a result of evayydear and tear. If the contracting authority
decides not to carry out the restoration proposethé Contractor, thélardware products

in question will be withdrawn from the Frameworlnt@act.

7.3.3.Software

On the part of the contracting authority, withoutjpdice to the relativeService level
agreementSoftwaremaintenance shall involve:

() preparing and sending the Contractor all documamtisadditional information
at its disposal which the Contractor might reasgnaequest in order to detect
and correct errors;

(2) testing and accepting, when it is reasonable teadew versionsor New
releases of Software as proposed by the Contract@ne year after the date of
such an acceptance, the Contractor is no longetiregfjto provide maintenance
for previous versions or releasesSafftwareand any dependeRroducts

3) installing any preventive corrections provided bg Contractor as long as it is
agreed that such corrections are necessary.

On the part of the Contractor, without prejudicethe relativeService level agreement
Softwaremaintenance shall involve:

() diagnosing errors or faults encountered by the Kaotdr or the contracting
authority in the content of theoftwareand making any necessary corrections; the
Contractor shall effect corrections only if theagrcan be reproduced or if the
contracting authority provides the Contractor wahfficient information from
which the error can be diagnosed;

(2) providing the contracting authority with successiSeftware versions and
releases and the relevant refereBmxumentationinstalling New releases and
New versiongree of charge on the existing hardware at thdraoting authoritis
request; where necessary, adapfngductsand/or informatiorBystemshat were
using the previous version of tBeftware free of charge;
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3) effecting all theSoftwarecorrections (including patches) needed to enshat t
the System®perate as specified in ti®cumentatiorwithin thirty (30) Normal
working daysof receipt of a notification by Means of communicatiofiom the
contracting authority giving details of a problem;

4) rewriting theSoftwarewhere necessary so as to correct all known prablem
faults diagnosed by the Contractor;

(5) providing telephone support for the contractinghatty during Normal
working hourdo advise it on the use Sbftware

(6) providing "hot-line" support to resolve urgent geohs andSystenfailures.

7.3.4.The Contractor undertakes to provide the contrgdaimhority, upon request, with any
remote maintenance service, which it operates tgnds to set up. The remote
maintenance service must comply with the ruleogetn the Framework contract. All
terminal connection, utilisation and communicaticimarges shall be borne by the
Contractor.

7.3.5.Responsibility for diagnosis

The Contractor has sole responsibility for diagngsaind determining the origin of failures
affecting all or part of th&ysteror Products As part of this obligation, the Contractor shall,
in the event of a diagnosis error, reimburse arsgyscimcurred by the contracting authority as
a result of needless corrective action carriedoguanother supplier.

7.3.6.The expenses due to an intervention of the Comtrawtcessitated by a serious error
of the contracting authority, recognised as suclthieycontracting authority, shall be
borne by the contracting authority, according te ttonditions and prices in the
Framework contract.

7.3.7.Technical modifications by the Contractor

The Contractor may propose modifications on its avitiative. It will implement them, with
the contracting authority's consent, at times abrd®y both Parties. These
modifications may not entail any additional costhe contracting authority or cause
any deterioration in performance or loss of funttio

7.3.8.Equipment
Test equipment, tools, documents, programs and kept on the contracting authority's

premises for maintenance purposes shall remairpibperty of the Contractor and
shall be insured by the Contractor.
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8. SPECIFIC PROVISIONS RELATING TO ALL INFORMATICS SERVICES
8.1. Types ofServices

8.1.1.Unless the Framework contract specifies to theraopinformatics serviceshall be
provided, botHntra murosandExtra muros during the contracting authority\ormal
working hourson Normal working days

8.1.2.Training relating to the use of tikroducsk

Training shall be provided at t

e sites of the contracting authority. Training sbhal addressed to users of tduct
and to the technicians responsible for supportiwithe contracting authority. The
number of participants for each course shall beerdghed by mutual agreement
between the Parties at the time of signature ofSpecific Contract. Training and
course materials must be available in at leastigmgind French.

When training is provided at the contracting autigts premises, the infrastructure
necessary to the courses (buildings, data-proagssjnipment, video equipment etc.),
the administrative organisation of the coursesnfiag, notifications, and evaluation)
and the reproduction of course documentation dimalprovided by the contracting
authority

8.1.3.Consultancy relating to the use of thducst

Consultancyinformatics Servicesconsist of transmitting know-how for the use o th
Products covered by the Framework contract. They may bevigeal in Tallinn,
Brussels and Strasbourg.

8.1.4.TechnicalDocumentatiorof theProducts

Theselnformatics Serviceshall relate to the drafting of any techniBadcumentation
in relation to théProductscovered by the Framework contract.

Technical Documentationshall be available in, at least, English unledsentise
specified. It shall be intended for users, bothegigmced and inexperienced, and for
the contracting authority's technicians responsfblesupport or maintenance. The
Contractor shall produce th@ocumentatioron the basis of the content and structure
specifications notified to it by the contracting tlarity. Reproduction of
Documentatiorshall not form part of the service.
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8.1.5.Integration work

This type of service not being covered by a maimter Specific Contract aims at
ensuring the correct operation of the ContractBrsducts in an evolving multi-
manufacturer environment. Informatics Services performed on the basis of
integration specifications communicated by the w@miing authority. They may be
provided on site in Tallinn, Sankt Johann in Pongad Strasbourg.

8.1.6.Informatics engineering and maintenance

Informatics engineering consists of building andpliementing projects of data-
processing infrastructure (system software, telenonications networks etc.) and
maintenance on the basis of specifications provimethe contracting authority. Work
may be provided on site in Tallinn, Sankt JohanRangau and Strasbourg.

8.1.7.Softwaredevelopment, maintenance and related activities

This consists of Software development, maintenamckrelated activities (e.g. studies,
studies, consultancy, documentation, quality asm#raetc.) using the standard
Commission Informatics Architecture, on the badismecifications provided by the
contracting authority. Details of work to be cadrieut will form part of the Specific

Contract. Work may be provided on site in Tallimd&trasbourg.

8.1.8.Removals

Removals consist of transferring aRyoductsfrom one specified place to the other,
whether or not within the same building or cityeyhcan take place duringormal or
Extended working hours

8.1.9.Logistics

Logistics includes but is not limited to, inventprgounting, equipment tagging,
security labelling, just-in-time delivery, unpacgiand installation in end-user’s office.

office.

8.2.Service Modes

Unless the Framework contract specifies to thereopt services shall be provided, both Intra
muros and Extra muros, during the contracting aitth® Normal working hours on Normal
working days.

Services shall be provided on the basis of thriéerdint kinds of orders:

Time & Means orders, which correspond to the oodex number of days of defined profiles
performed at the contracting authority’s premises.

Fixed-price orders, which correspond to the ordex defined work.

Quoted Time & Means which correspond to the ordea mmumber of days for defined
subtasks.

The ordering process is initiated by the contrgctiuthority via request sent to the contractor
describing the required service. On receipt, th@reotor must, within a given time period, either
decline the request or make a proposal to the adimg authority for the execution of the request.
The process culminates in the signature of a Spe&cdntract (i.e. an order), or in the withdrawal
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of the request.. The templates for the Specifict@ois are included within the Draft Framework
Contract (Annex 6).

The chosen contractor must have the capacity ty oat in parallel several individual orders. The
contractor must be capable of providing the sesvioglered rapidly and with a high degree of
quality.

8.3. Time and means orders

Time & Means orders are executed on the contraetutgority’s premises (i.e. on-site or intra-
muros).

In a Time & Means order the contracting authorigdfies the workload (e.g. person-days) and its
specific needs for requested profiles.

The following conditions relating to Time & Meaf$\) orders apply:

* The contractor must present proposals meetingafeirements as specified in the Request
Forms and associated documents. Contractor's pedpstaff must match the requested
profile description and the specific needs indidatethe request form.

* The contractor must be able to propose per requigstdile at least two qualified persons to
choose from.

* Pre-defined CV forms must be used. All informatindicated in the CV has to be correct
and validated by the contractor.

» Persons proposed must be available for interviews.
» Persons proposed must be available at the stdregdroject.
*  Work is normally performed at the contracting auitlyts premises.

* In some cases, on the contracting authority’s rejuesavels outside the normal location can
be required.

* On the contracting authority’s demand, the contrachust replace personnel who prove
incapable of carrying out the specified tasks te thquired standards. The replacement
candidate will be given sufficient training duriag adequate handover period, so that he/she
may be immediately operational when the originahdidate is withdrawn. Any such
replacement and training, if required, will be @adrout at no additional cost to the
contracting authority.

* The contractor shall give a month’s notice to thetracting authority if any personnel leave
before the end of a specific contract.

» If the original person is no longer able to carmyt the work, the contractor is obliged to
inform the contracting authority, provide a competeeplacement person and arrange
sufficient training (during an adequate handoverigoe where possible) to guarantee
continuity of the service provided to the contragtauthority. Any such replacement will be
effected at no additional cost to the contractiatparity.

* In case of replacement, the handover period mushalty be at least 10 working days, free
of charge to the contracting authority. If no havetois possible and additional training is
needed for the replacement person, at least 15imgpritays (free of charge for the
contracting authority) must be performed by thelaepment person. The days free of
charge will be the first working days of the re@aeent person.

* In case of replacement, the contractor should m®p® minimum of two replacement
persons with the required qualifications and exgrexe for the profile. If the contractor does
not propose suitable replacement staff, the cotiiga@authority may immediately terminate
the Specific Contract with a penalty of 10 day fo¢ charge.
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Only in case of "force majeure" (like an accidenaerious illness) or if the replacement is on
the contracting authority's demand, the penalty matyapply. However the necessary training
and information to guarantee the continuity of Eenhave to be carried out at the Contractor's
expense.

On the contracting authority’s demand, during hmjl or other periods of planned absence
by the person in charge, the contractor may beinedjtio provide an adequate replacement.
The replacement person will be given sufficientnirey and provided with all information
necessary to guarantee continuity of the serviowiged to the contracting authority. All
such training and handover work will be carried authe contractor's expense.

When a person is no more available before the sfag new contract, the contractor is
obliged to inform the contracting authority immedig. If the specific contract is not yet

signed by both parties, the contractor is not aighd to propose new candidates. If the
specific contract is signed, the contracting authiaan either cancel the contract or ask for
a replacement with the performance of 10 first wagldays free of charge.

The invoicing is based on the number of days paréat. The minimum unit is a half-day.

When a replacement procedure is on-going the Cawoiracannot invoice 10 days on the
specific contract until the replacement is effesipvdone.

Remarks:

One full year corresponds in principle to an effecivorkload of 220 days.

The request form can combine different profileshvthe requested quantity and workload
for each profile.

8.4.Fixed price orders (FP)

Fixed Price orders are executed outside the cdimgaauthority’s premises (i.e. off-site or extra-
muros)

In a Fixed Price order the contracting authoritgcsfies the deliverables corresponding to the work
to be delivered with expected delays.

The following conditions relating to fixed priceders apply:

The contractor must present proposals meetingeteinrements as specified in the requests
and associated annexes (specifications, work paskaigliverables, deadlines etc.).

The offer must include a technical analysis basethe requirements.

The offer must include a project plan. It has tdigate the proposed activities, the team
structure, profiles, roles, responsibilities andrid@mad (person-days) of the different team
members.

A methodology agreed by the contracting authordg to be used for the calculation of the
workload of the different tasks. Based on thi® fimancial offer must be based on the
estimation of the number of days for each actiaitg include a budget breakdown per item.

Work is normally performed off-site, typically ohd contractor’'s premises. The contractor
shall provide all necessary infrastructure on mesvpses for the successful execution of the
work (except for material, licenses or products angilable on the market but that can be
provided by the contracting authority during thediof the execution).

The deliverables must be on time, and conform ® dpecifications as described in the
Specific Contract.

The invoicing is based on the acceptance of thevetables by the contracting authority
(and not on the effective workload).
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Technical interventions can be foreseen on theractimng authority's premises for specific
tasks like installations, configurations, accepeatests, technical analysis or maintenance
tasks.

Meetings at the location of delivery with membefstlee team can be required by the
contracting authority without any additional castle contracting authority.

A warranty applies to the deliverables acceptethbycontracting authority

In case of replacement is necessary in the contracstaff, the contractor shall immediately
inform the contracting authority and provide quetifreplacement.

The contracting authority may ask for replacemerit team members based on
underperformance.

8.5.Quoted time and means orders (QTM)

Quoted Time & Means orders are generally executgside the contracting authority’s premises
(i.e. off-site or extra-muros)

In a quoted Time & Means order the contracting ety specifies the different tasks to be
executed.

The following conditions relating to Quoted Timaév/&ans (QTM) orders apply:

The contracting authority specifies the differemtks and sub-tasks to be executed and a
total number of days for activities or profiles. @fhthe request corresponds to activities, the
contracting authority indicates the required attigi with (or without) individual numbers of
days. When the request corresponds to profilessah&racting authority can specify (or not)
the required profiles and their workload.

The contractor must present proposals meetingetpginements as specified in the Requests
and associated documents (e.g. technical annexdegtription of tasks, sub-tasks, etc...).

The offer must include a technical proposal basethe requirements.

The offer should detail the profiles, roles, adi@s, responsibilities and workload (activity-
days or person-days).

The financial proposal has to be based on activireprofiles and their total workload.
Contractor’s staff must match the requested prof@scription.

The work is normally performed off-site, typicaly contractor’s premises. The contractor
shall provide all necessary infrastructure on mesvpses for the successful execution of the
work (except for material, licenses or products andilable on the market, but that can be
provided by the contracting authority during thadiof the execution).

The work is divided into various sub-tasks perfadnairing the execution of the specific

contract. The contracting authority will provideetbontractor with a detailed description of
each sub-task. The contractor will send the cotitrg@authority a proposal for the execution
of each sub-task (including the workload and tirokeslule) on the basis of a number of
activity-days or person-days for the correspondictvities or profiles. When agreement

with the contracting authority has been reacheépran is signed by both parties. Only

agreed costs for the specified sub-tasks are chlalgjeafter acceptance by the contracting
authority.

Technical interventions can be foreseen on theraotimg authority's premises for specific
tasks like installations, configurations, accepeatests, technical analysis or maintenance
tasks.
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* Meetings at the location of delivery with membefstioe team can be required by the
contracting authority without any additional casthte contracting authority

* The warranty applies to the sub-tasks acceptetddogdntracting authority

* In case of replacement is necessary in the cootracstaff, the contractor shall immediately
inform the contracting authority and provide quetifreplacement.

* The contracting authority may ask for replacemerit team members based on
underperformance.

9. DELIVERY FOR ALL TYPES OF ORDERS

9.1.Languages

The required services must be provided in the Walig language(s) in each location of delivery:

Location of delivery Language
Strasbourg English
Sankt Johann im Pongau English

Table 1 — Language requirements
When necessary, additional language requiremenimanade.

9.2. Place of service provision

Depending on the framework contract and the regsestice can be provided on the contracting
authority’s premises (so-called “on-site” or “intrauros” work) or can be executed on the
contractor’s premises (so-called “off-site” or “extmuros” work). The contracting authority

indicates on the Request where the work has telieeded.

In the case of “intra muros” work, the executiontleé contract must normally be performed at
the contracting authority premises as require@trasbourg (France) or Sankt Johann (Austria).
The infrastructure will be provided by the contiagtauthority.

The personnel providing the service will use omlg standard software packages in use at the
contracting authority or the department concerraad no other software may be installed or
used without the written authorisation of the caating authority.

In the case of “extra muros” work, the executiorth® contract will be performed primarily at
the contractor's usual workplace. Project meetargstypically held in the locations of delivery
mentioned above. Deliverables have to be formaliyitted at these locations. Travel costs to
the place of delivery are not reimbursed.

The contractor shall provide all deliverables ie form and format specified in the order and
shall guarantee their integration into the targérimatics environment.

9.3. Travels outside normal locations of deliveries

Travel expenses conducted on request of the caimgaguthority for locations other than the
normal locations of delivery (i.e: Strasbourg, e, Sankt Johann im Pongau, Austria and
Tallinn, Estonia), shall only be reimbursed for rjoeys exceeding 200 km (return trip), where
appropriate, on the basis of the shortest itinerary production of original supporting
documents, including receipts and used tickets.

The reimbursement will be handled as follows:
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(@) if the journey exceeds 400 km (single trip) or tlestination is separated by sea, travel
by air shall be reimbursed up to a maximum costannomy class ticket at the time of
the reservation;

(b) travel by boat or rail shall be reimbursed up toaimum cost of a first class ticket;
(© travel by car shall be reimbursed at the rate effost class railway ticket for the same
journey on the same day.

Accommodation costs, including local taxes, andydalilowances shall be reimbursed up to a
maximum fixed for each country (see Article 13ud Staff Regulations Annex VII).

As a general rule, travel costs to the normal @adfedelivery set out in the requests will not be
reimbursed

9.4.Normal working hours

For time and means delivery, a normal working datyesponds to 8 hours per day (40 hours per
week). The daily working time frame is between 8 @amd 8 pm and the presence is normally
required between 9:30 and 12:00 and between 3:08ruh#:30 pm (4:00 pm on Friday), unless
otherwise communicated.

The periods of service provider's on-site presehaee to be agreed by the services of the
contracting authority. No recuperation is possibl

In exceptional cases (e.g. continuous support cevetween 8:00 am. and 8:00 pm), specific
time frames can be requested by the contractingoaty (e.g. from 8:00 am to 4 pm and from
12:00 to 8 pm with a pause of 30 minutes).

9.5. Work outside of Normal Working Hours
The contracting authority may request delivery efvies in extended working hours from

profiles working in Time &Means mode or on-site.r Ebese situations, the tenderer will apply
surcharges in addition to the applicable day rates.

The tenderer shall quote the prices per hour foh gaofile.
The surcharges will be calculated as follows:

» on normal working days before 8.a.m. and afterr8..p50 % of the corresponding hourly
price during normal working hours,

* during weekends and holidays: 100 % of the cormedimg hourly price during normal
working hours.

The surcharge will only apply if at least half agmn day (a normal person days is 8 hours) of
service is delivered within the timeframe qualifyifor the surcharge.

9.6. Acceptance of services

For orders, official acceptance of the servicesi@aout will take place at milestones during and
at the end of each order execution using a proeeagreed to at the beginning of the order.

9.7.Training

As a rule, the contracting authority will not tadtearge of the training of the contractor’s staff.

When needed, general training courses must bewetooutside the contracting authority
premises.
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In exceptional cases (e.g. if the training cousseat provided externally) and on special request
of the contracting authority, staff working for @&e & Means ) contract may follow a training
course organised by the contracting authority. H@arein general the training days are not paid
to the contractor by the contracting authority.

The contractor is required to plan at least 5 dagming course per year for its personnel
working in the contracting authority’s premises.

If the contracting authority asks the contractataff to follow specific trainings necessary for
the delivery of the services, it is considered awemnal working day paid by the contracting
authority.

10.SPECIFIC  PROVISIONS  RELATING TO  DEVELOPMENT AND
MAINTENANCE OF COMMISSIONED SOFTWARE

10.1.Compliance with technical specifications

When providingServicesof development or maintenance @dmmissioned softwate the
contracting authority, the Contractor undertakes dioserve to the general quality
requirements as specified in the Framework contriagtept where expressly stated, the
present Article 10 shall also apply to the develepthand maintenance of @ystem
commissioned by the contracting authority.

10.2.Acceptance

10.2.1.The Commissioned softwarghall be developed in accordance with its speatifins
as agreed upon under the Specific Contract, anantiatenanceservicesshall be
provided in accordance with the conditions spegiifethe Specific Contract.

10.2.2.Delivery of theCommissioned softwarer as the case may be, its different versions,
shall be recorded in @onsignment nota accordance with Article 11.1.1, presented
by the Contractor for signature by the contractinthority.

10.2.3.Acceptance period

The acceptance period will run up to a maximum e¥esty-five (75)Normal
working daysfrom the day of signature of th€onsignment noteDuring this
acceptance period, the contracting authority shmaltify any defaults inthe
Commissioned software to the Contractor hyieans of registered communication
As from the date of such notification, the runnivfgthe acceptance period will be
suspended up to the date on which the Contractifiasoby aMeans of registered
communicatiorthat it has remedied the notified default, whieltedwill reinitiate the
acceptance period for the rest of the seventy{fitsd Normal working daysperiod,
with a guaranteed minimum period of twenty-five \R®rmal working daysfter the
last notification by the Contractor that it has eslied a default.

10.2.4.The Certificate of Conformity

Upon the expiry of the acceptance period, acceptafitheCommissioned software
will be recorded in &Certificate of Conformityas stated in Article 11.1.2 of the
General Conditions, which shall indicate inter aiagy reservations the contracting
authority may have regarding th@ommissioned softwardf no Certificate of
Conformityhas been issued at the end of the acceptanca @iy if no notification
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of faulty operation is pending, the contractinghauity is considered as having
accepted th&oftware.

10.2.5.1f, after three (3) attempts at acceptance, @uenmissioned softwarstill fails to
meet the terms of the Framework contract, the ectitrg authority shall have the
following options:

(1) to require the Contractor to supply, without chaaeeplacement or additional set of
Software

(2) to accept and retain part tgfe Commissioned software, at a reduced price agreed
between the contracting authority and the Contracto

3) to refusethe Commissioned software and cancel the Frameworkacinbor Specific
Contract on reimbursement of any sums unduly paid.

10.2.6.The Certificates of conformityshall be annexed to the corresponding Specific
Contract.

10.3.Guarantee of proper operation ofCommissioned software

10.3.1.Except in the case of hidden defects, for whichliébility shall be of unlimited
duration, the Contractor shall guarantee the progmeration of Commissioned
softwarein conformity with Article 11.1.17 of the Gener@londitions.It shall be held
responsible for the immediate repair, at its owpesmse, of any breakdowns that
occur during the guarantee period, unless it cawepthat such breakdowns have
occurred for reasons other than mistakes maderfarpgance of the service, or other
than manufacturing or design errors in that portidrthe work for which it was
responsible.

10.3.2.The contracting authority shall notify byMeans of communicatiaine Contractor of
the type and scale of any failure as soon as iinscdf the Contractor does not repair
the Commissioned softwareithout delay, the contracting authority may have i
repaired by a third party, on the responsibilitd @t the own and sole expense of the
Contractor.

10.3.3.The Parties shall jointly define and duly recordnimutes the major problems that
might affect theCommissioned software

10.3.4.The duration of the guarantee shall be extendettidoyperiod which elapses between
the notification of a major problem to the Contoactiuly sent by the contracting
authority during the stated guarantee period amedddie at which the contracting
authority accepts the corrected work.

10.4.Intellectual property rightsand ownership of source code

10.4.1.Pursuant to the relevant article of the Generald@mms, the Contractor hereby
assigns to the contracting authority, which acgegitdntellectual property right®n
the Commissioned softwardor the entire world, for the entire duration thfe
Intellectual property rightsnvolved, and on an exclusive and definite manner.

10.4.2.The contracting authority shall become the owner solurce code, results,
Documentatiorand sets of tests that correspond to paymentadgirmade, except
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when the same relate to pre-existBwftware Further to Article 3.7.3, the use of pre-
existingSoftwareshall be subject to the contracting authoritylermwritten consent.

10.4.3.The contracting authority shall have the right tizsdminate and distribute a
Commissioned software third Parties, even if it contains pre-existigftware
subject to observance of any licence terms in spehird partySoftware

10.5.User manuals andDocumentation

10.5.1.The Contractor shall prepare the manuals and Dogtatien needed for the
appropriate and proper operation of @@mmissioned softwaand shall make them
available to the contracting authority. It shallngaly with the provisions under
Article 12 in preparing such manuals and Documeriat

10.5.2.The material shall as a rule comprise:

(4) an installation manual,

(5) a “Getting Started” manual;
(6) an administration manual;

(7) a user manual,

(8) implementatiorDocumentation

10.5.3.The manuals and tHeocumentatiorshall be in the file format of a word processing
Softwareused by the contracting authority or compatiblenfat and prepared so that
they may be published on the contracting authsritjtanet.

10.5.4.The user manuals and tibmcumentatiorshall be supplied in at least English and
French, unless otherwise agreed.

10.5.5.The Contractor shall update and, if necessaryaoepht a reasonable cost the user
manuals andDocumentationfiles for the maximum length of the Framework
contract.
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10.6.Interfaces andCompatibility

10.6.1.Where the Specific Contract mentions interfaces theed to be observed, the
Contractor shall not modify such interfaces withth contracting authority's written
written agreement. Such agreement shall not beasorebly withheld.

10.6.2.Where theCommissioned softwaupplied utilisesSoftwarefrom a third party and
where thatSoftware is updated, the Contractor shall adapt tbemmissioned
softwarein accordance with terms jointly agreed.

10.6.3.The Contractor shall ensure that all themmissioned softwargupplied under the
Framework contract is compatible and operates gnsef interfaces with all other
Softwarespecified in the Framework contract.

11.SPECIFIC PROVISIONS RELATING TO TRAINING ORGANISED FOR THE
CONTRACTING AUTHORITY

11.1.Instructors

Instructors shall be proposed to the contractindpaity on the basis of their professional
experience and their ability to provide tBervicesInstructors accepted shall appear on the
contracting authority's authorised list. The coctirey authority must be notified in advance
of staff changes and reserves the right to refousent

11.2.0rganisation of courses

11.2.1.The Parties shall draw up a schedule of coursespaegaratory measures. The
schedule shall outline the content of the coursebs rmeasures their duration, the
dates on which they are to take place, the intendsttuctors, the number of
participants, and the cost.

11.2.2.The Parties shall make a final decision on all daé no later than two (2) weeks
prior to the date on which training is to take plathe Contractor shall then specify,
at the latest, the timetables for the courses amikmiakes to adhere to it. If the
schedule is disrupted by one or other party, tlatypshall endeavour to find an
equivalent solution.

11.2.3.When an instructor is not available, a course negdncelled or postponed no later
than five working days prior to its commencemeiiitthree courses have been
cancelled or postponed without meeting these ciomdit the contracting authority
shall be entitled to terminate the Framework cantiaursuant to the provisions
under Article 11.14.

11.3.Instructor's manual

The Contractor shall comply with the contractinghawity's standard practice as regards:

(2) the preparation and holding of courses;
3) administrative regulations;
(4) health and safety regulations.
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11.4.Provision of training Software

11.4.1.Training Softwarethat has been developed specifically for the @mtitng authority
shall be owned in full by the contracting autharity

11.4.2.The provision of training software shall be covel®da site licence, whose terms
shall be consistent with the nature and subjett@training.

12. SPECIFIC PROVISIONS RELATING TO DOCUMENTATION PRODUCED FOR
THE CONTRACTING AUTHORITY

12.1.1.The Intellectual property rights in the Documentationthat has been developed
specifically for the contracting authority shalkteexclusively with the contracting
authority.

12.1.2.The provision of referencBocumentationshall be covered by a site licence, the
terms of which shall be consistent with the naamd subject of thBocumentation
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Attachment 1 —DECLARATION OF
CONFIDENTIALITY, PROTECTION OF THE
INFORMATION SYSTEM AND NON
CONFLICT OF INTEREST
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DECLARATION OF CONFIDENTIALITY, PROTECTION OF THE INFORMATION SYSTEM
AND OF NON CONFLICT OF INTEREST

The contracting authority and the following Contractor:

Name, address

have signed Framework Contract number LISA/2016/RP/o2 on.

and the Specific Contract xxx/201x on Xxx

For carrying out work governed by these agreements |, the undersigned XXXXX, as employee
{of the subcontractor xxx} of the abovementioned Contractor, declare that | have read and
shall comply with the security and confidentiality rules laid down in:

— Articles Il.4, ll.5 and 6 of the General Conditions and Section 3.6 of Annex VI Service Level
Agreement of the Framework Contract

— Annex Il of the Decision C( 2006 ) 3602 of 16 August 2006 concerning the security of
information systems used by the European Commission

— the Commission decision on security 2005/443 [EC, Euratom of the Commission of 13 March
2015, as well as all its subsequent versions

— Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for
protecting EU classified information: this text lays down the basic principles and minimum
rules, standards and procedures for protecting EU Classified Information (EUCI), aligning the
Commission’s rules with the ones of the Council and the EEAS, as well as all its subsequent
versions

— Article 23 of Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of personal
data by the Community institutions and bodies and on the free movement of such data (OJ
L8, 12.1.2001, p. 1).

“Confidential Information” shall mean all information disclosed to the Employee/Agent or
obtained by him in connection with the Contract and having been marked confidential or
equivalent, as well as any document, material, idea, data, drawing or information related to the
project in which the Contractor is involved, the Commission, the Agency or the Member States,
the nature of which is such that the Employee/Agent can reasonably be expected to believe it
to have a strategic, security, political, diplomatic or economic importance, even if it has not
been explicitly so identified.

The confidentiality obligation is binding during the performance of the contract and for five
years starting from the date of the payment of the balance

| agree to use the Confidential Information only for the strict purpose of the performance of the
Contract and shall not reproduce, publish or otherwise disclose such Confidential Information
to any third party.
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Confidential Information may only be disclosed to the extent required by law or by any
regulatory authority; in those circumstances prompt written notice must be given to the
Agency.

Upon request of the Agency or end of assignment | will return the Confidential Information,
both originals and copies to the Agency.

| undertake to follow any additional instructions issued by the Agency regarding Confidential
Information.

The duty of confidentiality extends beyond my work for and with the Agency.

| confirm that | will respect all the internal rules, procedures and data protection, security and
safety requirements of the Agency, together with its ethics and standards of professional
conduct and | understand that, in case | am not compliant with all of these rules, procedures,
standards and/or security requirements, | might get denied, without prior notice or justification,
further access to eu-LISA premises, information or information systems, and that eu-LISA
might ask the competent national authorities to take the appropriate legal measures.

In addition to the confidentiality obligation set out above, | shall

- not access services for which they have not been explicitly granted authorisation, whether
or not the services in question belong to the Agency;

- not disclose authentication procedures or share them with third parties unless required to
do so by the needs of the performance of the Contract; authorised users shall be
responsible for action taken in their name; any action constituting a breach of security may
be recorded;

- not install or use on computers supplied by the Agency for the execution of the
Assignment (work stations, local or central servers, etc.) any equipment or programmes
developed outside the Agency, whether free of charge or not, from portable storage media
(diskettes, optical disks, etc.) or downloaded from electronic bulletin boards, e-mail
systems or telecommunications networks belonging to third parties, unless as part of the
performance of the Contract;

- not install or have installed connections on computers supplied by the Agency with
networks outside the Agency without explicit authorisation;

- notsetup electronic bulletin boards, e-mail systems, modem connections or any other type
of information communication system that could enable unauthorised persons to gain
access to Agency information or systems;

- not bring in to Agency sites any unauthorised hardware/software and any own equipment
[software without prior authorisation from the Programme Officer;

- notify the Programme Officer and the security staff of the Agency as soon as | spot any
failure or incident affecting the security of their own environment or of other systems;

- not investigate the security of the information systems themselves, unless authorised and
supervised by the Programme Officer and the security staff of the Agency;
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- If become aware of a vulnerability or event affecting one or several of the Agency’s
information systems, | shall immediately inform the Programme Officer and the security
staff of the Agency.

- take all possible steps in respect of availability, confidentiality and integrity to safeguard
the security of the working environment, particularly as regards working methods | have
introduced or developed myself;

Furthermore | confirm that | have no conflict of interest regarding the performance of the
contract. | will notify to the contracting authority and the contractor in writing without delay of
any situation constituting or likely to lead to a conflict of interest during the performance of the
contract.

A conflict of interest could arise in particular as a result of economic interests, political or
national affinity, family, emotional life or any other shared interest.

Date and place:

Signature

Having read, understood and acknowledged the contents of the declaration.
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