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- AT ACAT AT O "1 AOAGO Al Al

Legalbackground

Article 17 of Regulation (EU) No 1077/2011 of the European Parliament and of the Council of 25 October 2011
establishing a European Agency for the operational management of laiggde IT systems in the area of freedom,

security and justice requires thahé Executive Directoshall submit to the Management Board for adoption the

AOAEDO 1T &£ OEA 1 CATAUBO AT 1T OAIT wikh £6& Kl Groupsh whilerdible 12 #OA O D (
the same Regulation requires that by 31 March each year, the MG AT AT O "1 AOA AAT pOO OEA
activity report for the previous yearcomparing the results achieved with the objectives of the annual work
programme. Furthermore, according to article 47 of the Framework Financial Regujétiermuthorising officers

shall report to the Management Board on the performance of their dutieghvaform of a conslidated annual

activity report
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Assessment by the Minagement Board

The Management Board of etlLISA has analysed and assessed the Executivi
$ E O A Adohs@ida@d Annual Activity Report on the achievements and
results for 2068 4 EA "1 AOA AAET T xI AACAO OE
notes in particular:
GeneralObservations

The Management Board:

il

Considersthat ew-, ) 3! 8 0 DAOA&AI O AT AA EI AA
applicable legal base establishing its&andateas well as with the goal

and objectives stated in its long term strategy 262@20.

Observeshe high level of achievenms of the annuabbjectivesoftne! C AT Andual®brk Programme
for 2015, both in terms of results achieved and performance.

Acknowledges thathe Agency successfullgelivered its mandatehrough the year and in some cases
exceeding obgctives set irts Annual Work Programme, notably in its efforts to keep its systems aligned
with evolving political priorities and unforeseen events through ytear.

Observes that the report is mostly focused the outputs and results achieved by the Agency through th
year, rather than ortheir effects. Nevertheless, the Board emphsas the importance of the systems,
entrusted to the Agency, as one of the foundationsadéinctioning Schengen area.

Acknowledges that in addition tthe delivery of its mandatethe Agency continued to support through the
year the Europea Commissionduring the process ofthe evaluation of theAgency, as well as fahe
implementation of the Agendas for Migration and Security.

Acknowledges the continuously growing importance of thesms entrusted to the Agency fahe
functioning ofthe Schengen area and the neddr the Agency to receive adequate human and financial
resources.

Observationson the main policyd €rategic and operational achievements

The Management Board:

f

Recogniseshe efforts of the Agency to execute the Annual Work Programme 2015 wékisting human
resourcedimitations; athough alimited number of minor objectives were not fully achievedde Board
foundthe performance of etLISAto be satisfactory,

Considersin generalthat the way the Agency handled the substantially increased workload due to the
migrantOiéflux in EUwashighly adequate

Emphasses the high importance of the pilot project for Smart Borders, delivered by the Agency, as well as
the efficient and effective way the Agency orgaad and implemented the pilot. Its results provide key
evidence forthe ability of modern technologies to facilitate morefficient and effective border
management inthe Schengen area

Finds the actions perfored by the Agency to managiie EURODAGYystem ando increase its capacity
in response tahe migration crisigo beadequate as was th@ractical support andhe contribution to the
efforts of the Member States to manage it

Emphasses and highly ratethe efforts of the Agency to increasthe capacity of the Visa Information
System (VIS) and the Biometric Matching System (BMS) through the yeatharsiliccessful conclusion of
the global roltout of VIS

x E
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1 Acknowledgesthe agility of the Agency to addresargent and unplanned needs with regards tioe
implemented evolutions of the Schengen Informati®ystem (SIS 1) to addret$e increased security and
terrorist threats in the EYJ

91 Notes the adoption ofa number of implementing rules according to Art. 100 the Staff Regulation,
necessary for normal functioning of the Agency

91 Expresses its satisfacticat the adoption of theanti-fraud strategy of the Agency and formal adoption of
the Internal Control Standards 2014 by the Management Board and furtheplementation in 2015 by
the Agency

1 Welcomes further development of internal capabilities of the Agency with regards to budget planning and
monitoringO1T AT OOOA O1 OT A 1 AT ACAiI AT O T &£ OEA | CAT AUGO
of commitments and payments reached 99,

1 Expresses its satisfaction witthe high level of compliance wittthe implemented internal control
standards, acknowledged also by the audits performed through the year, and the fact that there were no
critical recommendations issued

9 Expresses its satisfaction with regardsttee implementation ofthe external communicatio strategy of
the Agency andhe engagement with different stakeholder groups

91 Expresses its satisfaction with regardstte implementation ofthe training strategy of the Agency and
the organisation of the training on the technical use of the systems amghasises the high number of
such trainingcoursesas well ashe high participation rate and satisfaction level expressed by the Members
States.

Management Boardassessmenton the management of the Agency

The Management Boardacknowledgingthe resultsdelivered by the Agency in 20Hhd considering that it was
only the third yearof its operations,expresses itgleep satisfactionwith the quality of the management of the
Agency.

Variations in the use of human and financial resources compared the plan

The Management Board considers:

9 that thisreport provides sufficient assurance thite resources (staff ahbudget) are used by the Agency
in line withtheir intended purpose and in accordanicethe Annual Work Pogramme?2015

9 that all variationsin use of resources afestified, consideringhe results achieved by the Agency atite
outcomes of the audits performed

Performanceindicators

The Management Board acknowledgdbat the Agency, being an orgasdtion in its startup phase, made
significant progress in 201wardsthe definition of a comprehensive set of corporate performance indicators. The
set was adopted in March 2015 by the Management Bplaetice the implementation othe respective indicators
could not be reported.

Risk and controlenvironment

The Management Boardcknowledgeghat:

9 the main risks of the organisatigthat might have jeopardised delivery of the Annual Work Programme,
have been identified anddequatepreventive and mitigating measurdsave been put in place;

9 theinternal control and management systems are working adequatetnsidering results achieved by the
Agency and atcomes of the audits performed.

Assurances and reservations issued by theuthorising officer

AEE
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The Management Board:
91 considerghat the necessanpuilding bocks of assurance are in place

91 considersthat adequateand appropriatemeasures are in place to address any serious management and
control weaknesses identified

1 notesthe declaration of assurance of tleithorisingofficer and lack ofeservations in it

1 notesthat eu-LISA has not yet implementedctivity-Based Budgeting therefore the information on the
use ofhuman and financial resourcg@er activity is not availableor 2015

Recommendations
The Management Board;onsideringthe information provided in this report, encourages the Agerigy2016

9 to continueand extend where possible relevant support and contribusiprovided to the Member States
in the areas oborder management migration managementand in the fight against croslsorder crime
and terrorism in the frameork of judicial and police cooperatign

M to continue refinement of its internal control system, especially with regards to budget planning and
monitoring;

{ to continue implementation andlevelopment of ICSs, with special attention tie efficiency of internal
processesandthe further development othe competencies andkills of the staff members

9 to give due follow up to the findingsfds internal audit capability

9 tospeed up itpreparationsfor theintroduction of Activity-BasedManagementas a matter of priority

Conclusion

The Management Board is satisfied by the overall performance dfl8&A in 2015 and the level of achievement of
goals, objectives and resulestablished ints Annual Work Programmeas well as by the level and the adequacy of
utilisation of the availablé&human and financialesources.

The Management Board expresses its appreciation to the Executive Director and his staff for their commitment and
achievemens through the year.

Filip PYNCKELS, Chairman of the Management Board
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Introduction

The European Agency for the Operational Management of LaBgale IT Systems in the Area of Freedom, Security
and Justice was established by Regulation (EU) No 1077¢2@é& European Parliament and of the Council of 25
October 2011 (OJ L 286, 1.11.2011,, whhjch entered into force on 21 November 2011, providing that the Agency
take up its main responsibilities from 1 December 2012LERA is responsible for the prizsion and management

of large-scale IT systems in the fields of asylum, border management and law enforcement.

The Agency is mandated to provide effective operational management of the Schengen Information Syl (
whichhas been since its establlimentthe main compensatory measure fohne abolition of internal border checks

in the Schengen area and it plays an important role in enswiagel of security within the area of freedom, security
and justice as well as facilitating the free movemenf people. The Visa Information System (VIS), which allows
data exchange on short stay visas between Schengen States and supports the implementation of the common EU
visa policy by preventin@isa shopping assisting in the fight against irregulanigration and bringing transparent

and faster procdures for bona fide travellerd/IS is accompanied by the Biometric Matching System (BMS), which
performs fingerprintmatching,andthe EURODAGYystem,which includeshe European Dactyloscopy (fingerpri)t
database together theyfacilitate the application of the Dublin Regulation by helping to determine the country
responsible for the assessment of an asylum claim to the EU or the Associated Dublin States (Norway, Iceland,
Switzerland and Liechtensteingince its creation in 200EURODAGas been used for asylunelated purposes
only. From 20 of Julythe Recast Regulation (No 603/2013) took effect and national police fas&gell as Europol
canhave access to it. Access possibilities are given todafercement authorities subject to strict conditions for
the purpose of prevention, detection and investigation of terrorist and serious criminal offences. In addition, the
Agency is also responsible for the operational management of the communicaticesinéicture network for SIS I,

VIS andEURODAGnNd the supervision, security and the coordination of relations between the Member States and
the relevant network servic@rovider. The European Commission remains responsible for managing the contract
for the provision of the communication instructure (the STESTA networlo be migrated to a new network,
TESTANg, in 2016)

The Agency islsoresponsible for DubliNET and VISION. The replacenddrihe latter by VIS Mail 2 as the sole
communication networkfor exchanging messages following the full roliit of VIS is foreseen in Q1 of 2016.

The Agency'Missionisto continuously add value to Member States, supporting through technology their efforts
for a safer Europe.

OurVisionis to deliver ouMissionthrough:
1 providing high quality and efficient services and solutions to our stakehojders
1 earningtheir trust through continuously aligning the capabilities of technology with the evolving needs of
Member States
1 growing as a Centre of Excellence.

The core values that drive and underpin all operational activities and strategic development of the Agency are:
9 accountability deploying a sound governance framework, sound financial management aneetidsent
operations;

q transparency providingregh AO AT A 1T BAT AT i1 01T EAAGET1T O OEA ' CAIl
them in a continuous dialogue to define the lotgrm strategy forthe development of the Agency;

91 excellence through having the right organisational structure, the right people ahd tight processes in
place to ensure service continuity to the Member States;
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9 continuity: ensuring that the Agency will make the best use of expertise, knowledge and investments made
by the Member States and will continue to develop them;

1 teamwork seek b empower individual team membesrto make the best use otheir knowledge and
experience, contributing to the common success;

9 customer focus: ensure that the Agency is aligned at all time with the needs and demahdts
stakeholders.
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Executivesummary

WoXY xAO A OECTI EZEAAT O UAAO E1 OEA ' CAl
a number of serious challenges in the area of Justice and Home Affairs. They

varied fromasharp increas@ irregular migrants and asylum seekers reaching

Europe, toa notable increasen terrorist attacks and lireats and other forms

of serious orgarsed crime. TheEU institutions adoptedprogramming

documents in 201%hat reflected on the threats tahe %65 6 © ET OAOT Al O,
and formulated policies and operational recommaeatibns addressing the

challenges. Amongst others, the European Agenda on Migration and the
European Agenda on Security were published in the first half of 2015, building

on the achievements to date and seeking synergies as regards future
initiatives. The activities of euLISA took into account the objectives and tasks in these policy docunearmd# had

astrong influence orthe operations of the Agency through the year. In its efforts to support new developments and

needs irthe Justice and Home Affairsotnain, euLISA had to go beyond the original scope of activities established

in the Annual Work Programme.

Furthermore,in its activitieseu-LISA followed the Council Conclusions on Cousiterrorism from 20 November

2015 which urged MS to implement imntiately the necessary systematic and coordinated checks at external
borders, including on individuals enjoying the right of free movement. The same Conclusions invite MS, in the
context of the current migration crisis, to carry out a systematic registratimcluding fingerprinting, of third
country nationals illegally entering the Schengen area, and perform systematic security checks by using relevant
databases, in particular SIS Il and VIS:L&BA was working with MS on a daily basis to ensure the dipsra
functioning and adequate capacity of these IT systems in order to meet the needs of MS.

In accordance with Article 31 of the Agency Regulation, the Commission, in close consultation with the Management
Board, performed an evaluation of the actions of the Agerdye Final Report of this evaluation will be presented

to the Management Board iMarch. As pethe Establishing Regulation of the Agenadyis evaluation assessed the
way in which the Agency contributes to the operational management of lesgale IT systems and its role in the
context of a EuropeanUnion strategy aimed atestablishinga coordinated, costeffective and coherent IT
environment atEuropeanUnion level in the coming years. However, as long as the aforementioned strategy does
not exist, it has been agreed by the-eISA Management Board to exclude this element from the termfreference

for the evaluation. The Agency will ensure adequate folovof the findings and recommendations stemming from
the external evaluation through an action plan, adopted by the Management Board. Without prejudice to the
outcome of the first ealuation, the Agency is confident thathe evaluation will provide valuable input for further
development of the mandate of the Agency.

Activities and objectives

The implementation of the Annual Work Programme 2015 can be considered very succed@sfulearlyall of the
adivities performed as planned and the relevant objectives achieved

Following closelythe developments inthe Justice and Home Affairs domain, and especially priorities set in the
EuropeanAgendaon Migration' and the EuropeanAgendaon Security?, in 2015 edLISA continuedhe high level
performance ofits obligations related to the operational management of SISEJRODACand VIS/BMS. The

thttp://ec.europa.eu/dgs/homeffairsiwhatwe-do/policies/europearagendamigration/background
information/docs/communication_on_the_european_agenda_on_migration_en.pdf
2http://ec.europa.eu/dgs/homeffairs/elibrary/documents/basiclocuments/docs/eu_agerad on_security_en.pdf
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systems were kepbperational and available to the Member Stat24/7 as expected.

At the sametime, a number of evolutions were performed that entailed a significant effontthe Agency side in
order to keep capabilities of the systems aligned at all times withevolving needs of the Member states atite
demandstemmingfrom political developnents inthe EU. In particular

1 Several evolutions of SIS Il took plaoeaddress increased security and terrorist threatth@EU. Thenost
important of them added necessary functionality to the system eoable registrationof foreign fighters
into it. In addition atechnicalstudy on the implementation of biometcicapabilities in thesystem was
successfully finalised

1 The Capacity of the Visa Information System (VIS) was increased more than twice. In addition to that, the
throughput of the Biometric Matching System has been increased more than 6 times. Both evolutions were
a key precondition for the successful completion of the global roll out of VIS, which was achieved at the
end of November. More specifically, the Vi8l4out in region 18 (Russia) took place on 18 September 2015,
the rollout in region 19 (China, Japan, Mongolia, North Korea, South Korea, Taiwan) took place on 12
October 2015, the rofbut to region 20 (Bangladesh, Bhutan, India, Maldives, Nepal, PakisriLanka)
took place on 02 November 2015 and the-alit to regions 2423 (Andorra, Holy See, Monaco, San Marino,
Ireland, the United Kingdom and all the Member States in the Schengen area) took place on 20 November
2015. As a result, all Member SkaO8 AT 1 001 AO AOOET @ESHAIOVJA ndthd T x AT 1
planned consular rolbut has thus been finalised. On 15 December, VIS has processedi®00th visa
application, which represents arourdUR1.0 billion in nonfiscal revenues for Member States since its
entry into operations on the 11th of October 2011. Additionally, preparatiothi®transition from VISION
to VIS Mail 2 was successfully completed. Further activities for integration of Croatia intb & Svell as
VIS onatechnical level were implemented

1 In the area of migrationthe implementation of theEURODARecast regulationvassuccessfully carried
forward and on 20 July 2015 tHeURODACRecast systembecame operational in compliance with
Regulation (EU) No 603/2013 of the European Parliament and of the Codatdd 26 June 2013. The
capacity oEURODAGvas increased t& M fingerprint records, alongsiden extended functionality of the
system and upgraded test environment. Duritfye implementation of the projecteu-LISA went beyond
the originally planned scope of work and provided gactive and timely supporto those Member States
who faced difficultiesn meeting thedeadline for implementationThe throughput was also increased t
15 000 transactions per day and up to 1000 transactions per hdarsupportthe Members States itheir
efforts to prepare for entry into operation@number of trainingsessiondor EURODAGQGecast were also
delivered.

1 Following closely the developments in the area of irregular migratiothénEU in the second half of the
year the Agency took urgent actions to further increase the capacitf @RODAGN order to keep the
system aligned with the significant increase efistrations of asylum seekers and irregular migrants. In
addition, supporting preactively the implementation of the Hotspot initiative, the Agency executed a pilot
project in Greecén cooperation with Frontex and EAS@imedat establishingechnical am organsational
measures to increase the efficiency of the registration process

In support of the work, performed by the European Commission to further devleSmart Borders proposaihe
Agency delivered an important pilot projedh 2015 Its purpse was to test ira real environment a number of
technical options identified within the technical study for EES and Rilith regards tothe impact on the border

3 Commissionled technical study aimed at identifying and assessing the most suitable and promising options and solutions, as well as cost
estimates for implementing the Smart Borders package. This study was delivered at the enddof 201
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management processes, accuracy and effectiveness. The pilot was seghand executed witlthe support of 12
Member States and in 18 border crossing points across theeBWUISA furtherinvolved the EU institutiongnd

other agencies in both the preparation and execution phases, such as the EuropearPégation Supervisor
(EDPS), the Fundaemtal Rights Agency (FRA) and FRONTEX. The testing phase aimed to contribute to defining
the best technical solutions for faster and more secure bowt&ntrol processes, respecting the highest principles

of data protection as well asfundamental rights. fie pilot confirmed the feasibility (in terms of accuracy,
effectiveness and impact) of deploying biomettezhnologyat Schengen external bordets increasehe efficiency

of border management processe®epending on the choice of biometric identifietthe use of biometrics adds
relatively little duration to the bordercrossing process. The results of the pilot are representative and conclusive
given the broad support provided by the Member States for the pilot, the number of the executed test casdis for
types of bordersand the amount of statistical evidence collected. The final report of the pilot was submitted to the
European Commission as planned and was published on Decehib#s results represent a very important input

for the finalisation of the updated Smart Borders legal proposal, which is expected to be introduced by the European
Commission in Q1 of 2016.

The provision of available, reliable and secure networks and infrastructuriaé systems under managemenias
successfully deliverediuring the reporting period. The network was monitored to ensufe security of the
communication infrastructurewith services delivered as per Service Level Agreements (SLAs) and related reports
produced in due time and with the desired qualifctivities were envisaged for poshigration monitoring and
optimisation of TESTANng. The whole project is delayed by 24 months dueatdelay in the specific contracts
signature between DG Home andslstems. Nevertheless, the Agency continued its work to suppi® process.

Securityalsocontinued to evolve ir2015 anda Security and Businesso@tinuity Framework was developed as per
ISO 27001 and ISO223Mataprotection in the Agency was strengthened by additional awareness sesaiuhisy
the production ofData Breach Policy androceduresAction PlanandWork Programme.

The Agency continued to produce the maatdry reports and statisticeequired by the legislation and to provide
the necessary training on the systems to the Member StaW#h regard totraining on the technical use of the
systems a very high number of suctraining sessionss well as high participation rate and satisfaction level by
the Members Stateswas observed.

To continue itsdlevelopmenttowardsthe Centre of Excellenceghe Management Committe®f the Agencyadopted
the Information Technology Service ManagemeniTEM) Framework which formalsed critical operational
processesOperational and Corporat&ervicesatalogues were united inta common Service Catalogue.

eu-LISA® efforts to follow the technological developmesitelevant to its mandatded tothe production of a report

on biometrics in LargeéScale IT systemswith the knowledge gathered applied in the SIS Il biometrics study of the
Agency & well asin the Smart Borders pilot final report. In order to monitor such developments and further
knowledge acquisition in relevant areas, a variety of approaches were emplaygdding desk research, course
and conference attendance and expert consultation.Ha tatter regard in particular, efforts were expanded in 2015
compared to previous yeaysvith the organisation of two industry rounthble events that focussed on border
control technologies and cuttingdge developments in IT security, software, servm®vision and hardware
infrastructure. The impressive attendance of experts at both eventaore than 40 different entities spanning
industry, Member State bodies and Europegnstitutions and agencieswere represented at the Tallinn event on
border contiol z highlights the range of interest in the events and the volumes of knowledge that are stesadll
AO AAITT OOOAOCETI ¢ OEA ' CAT AUBO DPOI COAOO ET AAATIEIC A E
Partnershipswith other agencies, in particuldhosein the domains dJustice and Home Affairs,aere extended. By

the beginning of 2015, eulSA had established Working Arrangements wathumber of JHA Agencies: CEPOL (the
Working Arrangement with CEPOL having been signed already in 20i8jteik and EASO (both Working
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Arrangements having already been signed in 2014). In 2015 the Agency negotiated a Memorandum of
Understanding with Hropol (pending signature) and took steps to establish formal Working Arrangements with
FRA and Hrojust Collaboraton with the partneragencies is crucial from the point of view of creating synergies
among theagencies operating in areas linked to each other &mddentifying additional fields where added value

can be given to the ongoing work with the help of ekigtknowhow and resources. Furthermore, in 2015ld8A
coordinated the cooperation of nine Justice and Home Affaigencies within the dedicated network of these
agencies by holding the annual chair of the network.

The external and internal communicatis were strengthened both to improve the image of the Agency and to
supportits corporate culture. All théargets setfor the communication actions were successfully achieMedding

to anevidencebased increase of elISA visibilityto EU citizens an#tey actors at the EU institutional and national
level. The main achievements were related to the successful implementation of the sectorial information campaign
on the Smart Borders Pilot testinghase; to highlighting the valuadded cooperation carriedwt by the Network

of the Justice and Home Affailagyencies undethe eu-LISA chairin 2015 and to intensifying relations with the
stakeholders from the public and the private sector through clustered communication actions in the form of
round-table events and the largecale annual conference.

When communicating about the Smart Borders Pilot projest;LISAfollowed fully the requirements set out in
Article 8z Visibility of Union funding of the Delegation Agreement betweetihe EC and etLISA for the tasks of

the Smart Borders Pilot (SBP) test phase. All the communication and information initiatives carefully followed the
strategy in terms of targegroups, timeline and products or services. In order to increase the awarehgss
travellers and border guardsarticipatingin the testphase of the pilot projectoff- and online publications as well

as visibility items were prepared, produced and disseminated in the 12 participating Member States and 18 border
crossing points. Theifal Report was complemented by a related informative booklet that was made available in
three languagesn order to achieve a broader regdbading to increased awareness.

In 2015 etLISA reached alsa newlevel in the use of audigisual communicatiortools and online platforms to
managestakeholder and public relations in a more attractive and interactive way. The Agency coordinated the
production and dissemination beyond the distribution strategy of a corporate video to show the added value of the
JHAAgencies in achieving important goals for Europe and itizens in an efficient mannefhe Agency also made

its way to the most watched European channels (Euronews, BBC, TV France) and received factual and positive cover
that reachedmillions of viewes.

eu-LISA successfullglso implementedhe cluster specific communication approach to strengthen relations with
experts from both industry and public sector. As well as the industry roundtable events mentioned above, the annual
conference was larger than on previous occasions, drawing paatitipfrom 25 countries from all over the world

as well as significant attention online (the conference was streamed online while a twitter wall allowed for significant
exchange of views between participants and those watching elsewhere). Through thessfidcerganisation of
these events, the scope of targeted contacts was increased and strengthened.

In 2015 etLISA assumed chairmanship of the Network of Justice and Home Affairs agencies. Based on commonly
agreed priorities alhineagencies delivered number of joint initiatives through the year aimed at:

91 further enhancing coordination of evideneeased input of JHA Agencies to the policy debate at EU level,
T contnueOi EAAD * (! ' CAT AEAOGS 1 PAOAOET T Al AAiaEBraEOEAO
cooperation in line with the political objectives and particular needs of the EU and the Member States in
the respective areas of competence of the JHA Agencies and within the remit of their mandates;
i1 fosteringthe JHA Agencies coherent externedmmunication strategy towards the EU institutions, with
OEA T AEAAOGEOA 1T &£ AAEEAOET ¢ COAAO-AXs hd BUAAIioAsA T £ OE
1 increasingthe visibility of the JHA Agencies visvis the EU institutions and bodies,étMember States as

xA11 A0 OEA CAT AOAlI DOAI EA Oi AAOOAO ET AEAAOA OEA
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stock of the services provided by and tools availghben the JHA Agencies.
7EQOE OAGCAOAO O1 OAOT OO0 #di condidtitd gpdratidnk i® comphidnde withGh& applicadl©
laws and regulations, working in an open and transparent manner and meeting the expected high level of
professional and ethical standards. The Agency continues to improve its efficiency amtifihperformance. This
is refleced throughout this report, not least in the continuing high levels of budget commitments and payments
utilisation.

Finally, with regards tdhe effectiveness of internal controls, the Agency has established an interrwadgsis for
continuous review, assessment and reportingtloé effectiveness of its Internal Control Standards. In addition, an
Internal Control Coordinator has been appointed. Furthermore, the Agency has taken measures to further improve
the efficiency oftis Internal Control Systems in the areas of financial management and staff appraisal and objectives
setting. In addition, the Agency has systematically examined and addressed gexedtions and recommendations
issued bythe %O OT DAAT #1 [ rhaEADdXSéniicé &hd thel EGodan Court of Auditors.

Main issues submitted to theManagement Board

In 2015 the Agency continued its very close aodstructivecollaboration with the Management Board. In addition
to the items approved by the Boardatcordance with its functions set up by the establishing regulation, the Agency
has brought to their attention all the significant risk and control issues identified during the reporting pevitu
further details providedn part Il of the document

Budget implementation

In 2015 etLISAmanaged a budget dEUR67.6 Mreceived from the EU subsidyhe Agency retained its high budget
implementation rate by the end of the year 2015:

72 99.7 % for commitment appropriations;
72 99.4 % for payment appropriationsincluding the carryforward of administrative expenditure to 2016.
Human Resources

TheHR Strategy and the Staff Retention Policy that will guide the activities in the area of the Human Resources
Management during the next-3 yearavereadopted At the end of 201 the Agencythere were 135 fulime staff
members (117 Temporary Agents (TA), 12 Contract Agents (CA9irBdconded National Experts (SNEs) dive
Interng). The exit turnover of staff was approximately?%, as five employees leftthe organisation in 2015The
average number of training days per person in 2015 was 10.8 days.

Assessment by the management

The management of the Agencljas reasonable assurance that, overall, suitable controls are in placearand
working as intendedyisks are being appropriately monitored and mitigated; and necessary impnargs and
reinforcements are being implemented.

Audit results

No critical recommendations were giago the Agency during auditperformed during the year by the Court of
Auditors, independent external auditors and Internal Audit Capability of the AgeAtlyother recommendations
wereaddressedhrough action plansn due time.

Risks

For the year 20159 total of eight major corporate riskavere identified. A corporate risk response plan has been
established to address them.

Krum GARKOQOV Executive Director
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Part |. Achievements of the year

Activities under Strategic Goal 1:'Continue to grow as acontributor to and facilitator of
freedom, security and justice policies in Europe

Operational Management of theSystems

The systems managed by dUSA are one of the foundations of the functioningtieé Schengen area. Therefore, in
2015 edLISA continue its efforts to provide sustainable and reliable management of the systems and networks
entrusted to the organisationmaking them available 24x7 to the Member States and Associated Countries and
other relevant stakeholders (Europol and Eurojust as uséf&iS).

Operational management of SIS

Throughout the reportedperiod, application management services were provided on a 24/7 basis to ensure
uninterrupted service provision of SIS Il. Continuous operations of the central system have been performed in
accordance with théService level AgreementsgLAS. Furthermore] Ax OAOOET T O 1T £ OEA T PAOA
issued and approved by the AGs, compliance tests with the Member Stagesconducted and training provided.

An upgrade othe Oracle Database from v11.2.0.3 to v11.2.0.4 was delivered to assure the contihthigy SIS I

Database's support. A new RRroduction environment has also been provided to ensure business continuity and
contingency in the global planning of activities for SIS Il system

Operational management of VIS/BMS

During 2015 the application nmagement services were providezh a 24/7 basis to ensure uninterrupted service
provision of VIS/BMS in accordance with the SLNse mainevent in the management of the systems was the
deployment of a new release of VIS in January 2015, increasing teledktechnical service and performance to
users up to 300k transactions/hour. Moreover, several fixes were implemented in BMS 1.0 in order to optimise and
correct the deviations that were observed from incoming |ahdt was over the system's capacity. As a result,
several improvements were identified and implemented, allowing the incoming load to be processed in a more
flexible way.The pgrade ofthe Oracle database from version 11.2.0.3 to version 11.2.0.4 was executiee in
produdion environment and in all test environment§he flexibleBMS remote system management solution with
terminal servers between the primary and secondary site was deployed and tested. Release VIS 2.2/BMS 2.1.1 was
deployed in the fourth quarter of 201%vhich included theVIS Mail consultation changesn O-FTE warning
mechanism, corrective items, auditing and upgrades of firmwared patches on FW, HBX, Linux and Weblogic.
VISBMS logging correlationwhichreleasedto improve logging for endo-end troubleshooting and monitoring
purposeswas also deployed (a second deployment fixthg current unexpected issues is foreseen in 2016). BMS
accuracy test were executed atr@ining provided to the Member States.

Operational management 80lURODAC

As regardshe EURODAGpplication, management services were provided on a 24/7 basis to ensure uninterrupted
service provision dEURODAGN accordancavith the SLAs in general, with a limited number of urgent transactions
handled beyond thdoreseenSLA responsdime for urgent transactions (1 hour). Due &huge and unexpected
increase ofEURODAQransactionsresulting fromthe influx of immigrants two incidents occurred thated to a
delayed response timeA major change during the reported period was the nEWRODACRecast Regulation
603/2013, in force since 20lythat led to updated system including upgraded test environment eatesuccessfully

in operations.Two important capacity upgrades were successfully implemented duringth@# ensuredproper
operations and continuity of services to the Member States given the huge increase of traffi€cdRDDAC
transactions (see also Evolutions of the Systems). Se\etHiRODAQGraining sessions were successfully given to
Member States

It shall be emphasied that for all three systems there were no major incidents through the year that limited or
prevented their normal use by the Member States
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Evolution of the systems

One of the key elements of the mission of-ELSA is to keep systems entrusted to the Aggrcontinuously aligned
with the evolving needs oMember states and policy demand. During 2015L88A continued its efforts to enhance
and developthe capabilities of the system in close collaboration with the Member States and the European
Commission.

Evolution of SIS 1|

In February 2015, following urgent demand from the European commission to enhance the toolset available to the
Member States to identify foreign fightersiecessary functional enhancements were introduced successfully in
SISII. The UKNational system was tested and integrated in SIS Il and the first phase of the technical preparation for
the integration of Croatia was also successfully implemented and teSesleral improvement activities have been
undertaken onMessage Oriented Middigare MOM) qualifications such as JBOSS and IBM MQ. The Central
System was updated to take into account new MOMs for NL and SE. Deployment of Release 7.4.0 with
implementation of Article 24 fothe UK has also beesuccessfully performed. Release 8.0.0kitay into account
activities related tothe integration of Croatiavas preparedincluding for the first timeData Exchange Between
SIRENEEBS elements in the deliveryThe Agency participated in the study conducted by DG Homehen
Integration ofReturn decision in SIS Whilethe technicalstudy for an AFIS into SliSwas delivered as planned in

Q4 in order to &art implementation during 2016Several webinars were organised wiember States (MS)to
coordinate the implementation in productigrboth for the SIS Il central system and the national systems and to
discuss change requests. One survey on the ugkes$ISIl Central System Query and one survey on the impact of
changes on DEBS were orgamil in 2015. Handver of DEBSwas carried outA study for a standby active
technology into SIS Il was also conducted in. Q4

Evolution of VIS/BMS

TheVIS Evolution second release was deployed in January 2015 with increased load processing uppa&g0k
transactions/hour (120k previously).

Asregards BMS 2.1 (BMS Evolution Phase 1) a test campaign for BMS Playground and Production was successfully
completed and Playgrund and Production went live iay 2015. Additionally, several tests and fine tunings were
carried out. The BMS 2.2 (BMS Evolain Phase 2) & RrProduction Upscale project wealso started. It includes
improvementsto the BMS Database capacity from a max of 24M records to 60M records in Production. As part of
the scope PreProduction was upscaled to 4% of BMS 2.2 Production in terms afatabaseand transaction
throughput capacity. Concerning this projec¢he following steps were undertaken by the end of 2015: the impact
assessment report was completed and approved, the contracts for the implementatiere signed, and the
hardware was delivered. The projesiason track withinthe agreed constraintsThe Project Initiation Document

and Master Project Plan were also acceptélge Central Unit CU) and Backup Central UnitBCU hardware
integration was paially completed and the Testing Strategy was finsdid. In order to support the increased
capacity of BMS 2.1 and BMS 2.2lel$A started building up a new Backup and Archive solution. The installation,
the configuration and the test campaign were susstilly completed. Backup and Archive for Production,-Pre
Production and Playground was successfully released on 20th November 2015.

eu-LISA conducted an impact assessment on potential future solutions for BI8S Playground 2.0, as part of
which severatechnical workshops with the contractor were held and potential technical options were unveiled. By
the end of 2015he Technical Achitecture was finatied, the Impact Assessment Repoend Solution Blueprint
documents were acceptedand the contract for implementation signed while hardware delivery is ongoing.
Although the initial planning suggested the Playgroungdould be delivered by the end of 2015ue to
reprioritisation of the ongoing projects it will be delivered@2 2016.

The VIS evolution cdained 4 main activities: Database increase, VIS dynamic allocation, VIS interface evolutions
(Visa Code Plus changes) apreparations forthe integration of new users (Croatia). Regarding the Database
increase the following was achieved: the study hasréinalised and accounts for an increase of VIS application
processing capacity from 40 to 60 million visa applications, whereas backend capacity of VIS storage will rise to an
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equivalent of 100 million visa applications, to anticipate faster businesatirted by the rollout completion. The

VIS dynamic allocation implementation has been postponed and is expected to be resumed at a later stage. For VIS
interface evolutions (Visa Code Plus changes) all documentation and tools necessary for the Membgratate
delivered as pethe agreed schedule (new interface control document, testing documentat#rg centraldomain
simulator tool). Currently all project activities are within schedule with no deviations. Build Phase and Factory
Acceptance Tests (FAT)ere completed The FAT report was submitted and is currently under review. The System
solution tests Phase 1 started as per plan and Phase 2 of the project, covering the activities from Q3 2016 until Q3
2017 received the Advisory Group's positive opinimnOctober 2015. The new VIS release will be available in VIS
Production by April 2017. As regards the integration of Crodlia contract vehiclesvere prepared andhe Build

Phase was completed.

Underthe VIS MAIL phase 2 projed¥IS Mail 2 Global Tests (Functional and ffamctional) were completed. The
Hand-Over fromthe STESTASecurity Operation€entre(SoQ to eu-LISA is completed. The Agency is now fully
responsible for the management of the VIS Mail rel@lge preparationdr the Transition from VISION to VIS Mail 2
was ongoing in 2015 and completed on 12/01/2@16MS declared readiness the European Commission and the
VIS Advisory Group; however, the Agency keeps a reservation, as not all of the Member States detadnstra
readiness during testing. eluISA continues to provide status reports to the VISION Working Grthp,VIS
Advisory Groupthe Management Board anthe Transition Board respectively

Under the Schengen Consultation projetiie Global TesDescriptionDocumentto Member States was delivered

and the Technical Specifications of th¥IS Mail Communication Mechanism were accepted by the SIS/VIS
Committee. VIS Mail2 Integration Test Wave 5 was completedtArd/IS Mail Transition Board was established.
VISMail Phase 2 (Global test campaign) commenced. VIS Operations Manual v1_04, VIS Mail Operational Guide
and VISION VISMail2 Transition Guidelines were updated and delivered.-dlardfrom SoC to edISA of the
management of the VIS Mail relay was also mafrout. Concerning the Change Management several change
requests were handlednda number of webinars and meetings were carried out.

Evolution oEURODAC

The capacity othe EURODAGystem was upgradetb handleup to 5 million fingerprint records in 2015, without

any service outagel he system throughput was increased to 15000 transactions per day and up to 1000 transactions
per hour.ThreeCentral System (CS) releases were successfully deployed and acceptance testirgi CSMS
National systems was concluded. Emergency support for MS that could not prepare their national soluttims on

for successful entry into operations was provided.

eu-LISAclosely cooperatedvith stakeholders in the framework of consultationgdussion ofEURODACuture
evolutions and support (e.g. in case of legal framework changes dubemew Migration agend) and actual
participation in nter-agency efforts, as part of the Hotspots approachwo important capacity upgrades of
EURODAGwere successfully implemented during Q4, to ensure that the system cope with the huge and
unexpected increas@ irregular migrants and asylum seekers at the external borderthefEuropean Unionew

LISA provided support to Member States not yet cected to Recast (e.g. CY) in order to facilitate connection to

the system with a temporary solution until readiness with their new system is achieved. There was close cooperation
with stakeholders for consultation/discussion BURODAGuture evolutions ad support (e.g. ithe case of legal
framework changes due to the new Migration agenda) and actual participation in-agencyefforts, in line with

the Hotspots approachThe finalgation of the Preproduction environment was rescheduled for 2016, ast@n
infrastructure elements had to be reused for the urgent capacity upgrades. The Change Management Process for
EURODAGvas implemented after the Entry into Operations (EiO) of the new Recast sygteramber of technical
changes were discussed withaliMember States in order to agree the implementation approach and plan. Several
Lessons Learned sessions for the Recast project and the standard NAP solution were organised with the MS and
useful feedbackvas receivedhat isreusable for future projects

Network and communication infrastructure

During 2015 the Agency continued to be responsible for the supervision, security and coordination of relations
between the Member States and the relevant network service provider for the communication infrastructure for
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EURODAC VIS andSISIl. The Agencyshares the responsibility for the management of the communication
infrastructure with theEuropeanCommission, as described in the relevant legislation, and further detailed in the
MoU between etlISA and the Commission. duUSA has the operational respabdity and offers technical support
and assistance, in terms of technical acceptance of the relevant reports, folfpef relevant meetings, etc.

The nmajor task of the Agency is to monitor networks under-lEl$A management to ensurthe security of
communications infrastructure. In 2015 Network Services were delivered, matching the service levels outlined in the
relevant SLAs, monthlysTESTASLA reports were also delivered in a timely manner avete of the quality
contractually agreed. The network undew-LISA management was comprehensively monitored on a daily basis,
with securityrelated incidents and problems handled accordinghe policies in place.

Furthermore, the organisation has to ensure effective contract management of any networks provigeatdo
parties. In this respectontractual and project management activities continued to ensure the provision of network
services, in the form of a managed secure private communications infrastrugiieSTAto underpinand ensure

the daily operation 6VIS, SISl andEURODA®uSIness systems.

Finally, as regarslthe network and communication infrastructure, activities were envisaged for poigjration
monitoring and optimisation oTESTANg. The whole project is delayed by 24 months dua ttelay inthe specific
contracts signature between DG Home angystems anchdelay inthe design and implementation of the services.
According to the new planningthe migration to TESTANg is scheduled for 2016. Nevertheless, the Agency
continued its work tasupport the process. As part of the suppati-LISA conducted preparatory activities ftre
TESTANg migration, consisting ofhe implementation ofthe SISIl 2nd encryption layer ithe Pre-Production
network for pilot Member Statesthe implementation of the SIRENE mail network infrastructure upgradend
handover of VIS Mail systems operational management fitvasTEST Aprovider.

Development and Implementation of New Systems

In 2015 etLISA continued its close cooperation and support to DG Homéhifurther development of the Smart
Borders legislative proposal. The Smart Border (SB) packagleded proposal$or implementation of an Entry

Exit System (EES) and a Registered Traveller Programme (RTP) system. The most important action related to the
potential future management of the Smart Borders was the Smart Borders Pilot. Its purpose was to tesah
environment a number of technical options identified within the technical study for EES and RTP with regards to
impact on border managemergrocesses, accuracy and effectiveness. The pilot was osgdrind executed by the
Agency with support and cooperation from 12 Member States at 18 border crossing points across Eurb[&®Aeu
further involved the EU institutionand other agenciesin both the preparation and executiophases,such as the
European Data Protection Supervisor (EDPS), the Fundamental Rights Agency dRRARONTEXIts results
represent a very important input fahe finalisation of the updated Smart Borders proposal, whistekpected to be
introduced by the European Commission in Q1 of 200l pilot confirmed the feasibility (in terms of accuracy,
effectiveness and impact) difie use of biometridechnologyat Schengen external bordets increasehe efficiency

of border management processe®epending on the choice of biometric identifiers, the use of biometrics adds
relatively little additional time to the bordecrossing process. Desk research, complementinglogrground tests,
proved further that with additional finéuning of some operational procedures and processes (e.g. by searching the
VIS using the passport numbeije overall effect on border management is broadly positive. The deployment of
accelerators such as ABC gates and kiosks could fubémise border-crossing times and procedures. It was
observed that the technology sed® AT A ET OACOAOQOEI T h AO xAll OOAOGAIT AOOS
much more than the type of border. Relevant desk research in order to assess the feasiililgyoptions identified

by the European Commission Technical Study on Smart Borders packagediswbeen performed with MS
experts. The project performed well withithe boundaries of the European Commission delegated budget and
scope, andhe high added value ofts findings has been recognised by MS and EU stakeholders. Compliance with
data protection laws was respected throughout the project ahd strong involvement of key stakeholdersas
maintained until the end. The final report of the pilot wagbmitted to the European Commission as planned and
was published on Decembdrl The results of the pilot provided an important evidence basis for considering the
feasibility of the system(s) and processes proposed for Smart Borders. AdditionaliJSAusupported the
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European Commissiom the preparation of the Impact Assessment of the updated legal proposal for the Smart
Borders.

Security and Data Protection

The major responsibility of the Agency is to ensure that security measaressecurity plandor SIS I, VI&and
EURODAGnNd for the communications networks related to these systems are fully implemented.

One of the tasks in 2015 was to provide appropriate andasdate information, advice and training for staff on
security, as well as therovision of regular reports on complianceith a detailed servicdevel definition and also

to execute annual checks related to security. As a resmtAgency Security Awareness Refresher Campaign was
completed. A CBS security desigassessmentind a vulnerability assessmentvere performedon SIS IIProjects
were also initiated for the development of the agency security architecturetardiesign of SIEM and PKI and for
the development of a security awarenesgearning frameworkA gybersecurity monh was orgarsed with a series

of awareness activities. Security awareness of staff was surveyed in the form of a live phishing exercise.

Anothertask for the Agencythat relatesto security is the effective identification and management of all physical
and information security risks and to implement Info Security Standards as per ISO2A90EIl as to ensurthat
business continuity and disaster recovery plans are implemented, tested and maintained in accordance with
1ISO22301. During the reported perigthe Security & Business Continuity framework was developed according to
ISO27001 and ISO223@4Security Policy Framework wadsodeveloped.A scurity risk management framework
was established based onHHOS anda site risk assessment was also perfad The Annual Exercise of the
Emergency Response Team (ERT) wasied out Draft Agency Business Continuity Plans and Actions Rlare
developed on the basis of the Commission Business Continuity Management (BCM) fram@&weBCM Exercise
and Training Programme were approved.he ERT Programme & Organisational Structure were complet&d.
Evacuation Response policy was developed as part of the overall Agency Security Walikthrough exercises for
the BusinessContinuity Plan (BCP) were conducted Strasbourg and Tallinn and 1SO22301 implementer and
auditor certification trainingsessionsvere delivered to specific staff members.

As regards data protectiarthe Annual Report of the DPO was submitted to the Management Baar2015 and
an Action Pan with Work Programme wsadrafted and presented to the Executive Director (Efd)o data breach
incidents were investigated and reported to the HEightawareness sessions on DP wéedd during this period
including two to external entitiesA Data Beach Policy and Procedureawdeveloped to be adopted by the
organisation and a Newsletter was creatpdeven issues have already bgaiblished The access procedure was
drafted anda Data Protection policy is under preparation.

Reporting and Statistics

In 2015 the Agency was conmait with the reporting obligations stemming from the legal instruments of thede
systems under its management.

The 2014 SIS Il annual statistics were submitted to the relevant institutions on 1 April 2015 and the Repert on
technical functioning of Central SIS Il was submitted in June 2015. Following revised data provided by some Member
States, new updated versions of both documents weresubmitted at the end of October. The updated list of
competent authoritiesthat are authorised todirectly searchthe datacontained in SIS Il and the updated list of
N.SISII Offices and the national SIRENE Bureaux were published in OJ C 208 of 24.6.2015.

The Annual Report orthe 2014 activities othe EURODACCentral System wassubmitted to the European
Parliament, the Commission and the Council of the EU on 25 June 2015. The list of designated authatitiage
access to data recorded in tHEURODACCentral System for asylum purposaevas published in OJ C 237 of
20.7.2015which & thedate of entry into effect of th&EURODAQRecast Regulation.

In autumn 2015preparationbegan onthe 2-year VIS technical report. The collection of input from Member States
provedto be a challenging exercise. By end of the year not all Member Sthéal succeedeth providingthe
requested data, thuprompting significantdelays. The report will be finalised and submitted in 2016.

In 2015 the Agency was requestedthg Commission to contribute to the overall evaluation of SIS Il as well as to
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the evaluation of VIS. Those two exercises ledthrsy Commissionandto be finalised in 2016 requested-depth
contributions as well aasubstantial set of statistics. The wottkat was begarn 2015 will be finalised and submitted
to the Commission in Q1 2016, as per the requests.

Provision of Systems Training to Member States

In keeping withthe Training Plan 2015, all scheduled training activities were delivered as foreselenv e
complete list of all trainings delivered in 20iProvided

72 training for SIRENE officersspecialised (witiCEPOI)

SISII newcomer training programme for Croatia, on site visit
technical training oiEURODAQRecast

webinar- recastfunctionalities

training for SIRENE officers (Wi@EPOI.

SISl newcomer training programme for Croatia, on site visit
SISl operational training for MS

classroom course: technical use of $ii&rain the trainer
classroom course: technical useBYYRODAQ train the trainer
classroom course: technical use of \ZI8ain the trainer
training for Schengen evaluators (WiCEPOI).

webinar biometrics an&ISeu-LISAcontribution to CEPOL
SISl for SIRENE (witltom and CEPOL

webinar: SM9

BMS accuracy

M M M M M M M M M M M M ™MW ™MW ™

technicaltraining onEURODAGC MS (with CEPOI)

™

webinars for Schengen evaluators

This year etLISA delivered seventeen training sessions on various scales and formats, from small workshops to
large classrom courses,and from hands on trainingto webinars. In addition, several joint training activities
involving JHA Agenciethe European Commissioand some MS weralsodelivered. More than 500 trainees, from

all MS using the systems, attended -€ISAtraining this year. All training activities are supported byearning
materials, currently still available cdEPOB O , AAOT ET C - A andl\@d bodr a@ailaBl&Jad )i 3n! 6 O
new SharePoint_earning Management System

The average satisfaction @ of 88.15% or 4.4/5 (following KPI indicators) clearly demonstrates very high
satisfaction among trainees on dulSA and the overall added value of the training delivered in 2015

In addition,a training expertmeeting ofthe JHA AgenciedNetwork took place during which JHA training topics
were discussed A questionnaire on JHA Agenci@saining activities initiatives and further joint objectives was
circulated and analysed by duSA

Preparatory activities for preparation and deliveryaher courses in 2015 took place (update/creationraining
curricula, management of servigeoviders).The establishment ofanew euLISA Training Platform also took place
in 2015.

Training activities are summarigein yearly Implementation Report oeu-LISA Training activities whiclvas
submittedto AG andNational Contact PointdNetwork representatives.

The Agency will continue to provide the appropriate technical training on the use of SIS Il, VEBJ&@DAGo
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participating national authorities. The regulation on the establishment of evaluation and monitoring mechanisms
to verify the application othe Schengen acquis will have an impactthe future provision of technical training by

the Agency. etLISA wil provide the appropriate training for SIREMEaff, Schengen evaluation team members
and lead experts on the technical aspects of SIS II.

Technical assistance provided to the Member States by the Agency will include assistance to new and existing
Member States in order for them to achieve technical readinfessntegrating Croatia, Ireland, and Cyprirgo SIS

1, VIS or EURODA@Nd to consolidate their existing use, in particulathe United Kingdomas well as Europdl O
usage of SIS,Ibased onhe respective legal decisions. In addition, respective technical assistance will also include
programme/project management services

Activities under Strategic Goal 2:Become an acknowledged ICT centre of excellence and
service provided

Continued development towards a Centre of Excellence in ICT Services and Corporatev&mance
The activities in 2015 were focused at two main objectives, namely:

I tosuccessfully complete ITSM Project Phasel and to have tHed®& ITSM Framework adopted by the
eu-LISA management Committee;

91 to further improve and strengthen the eulSA ITSM tool in order to beconam eu-LISA integrated ITSM
tool.

Addressing the 1st objective, the SM9 Deployment project official kick off was osgaim March 2015. The project
has 3 nain steps:

1 Preparation
1 Requirements, service and data modgidlisation
1 Implementation.

During the Preparation step the relevant training sessions were completed, the SM9 Playground installation and
usage was orgaséd and coordinated as welk thecarrying out of the necessaly infastructure analysednternal
workshops for gathering requiremenendfor raising awareness on the implementation and functioning within the
ITSMtool were alsocarried out In the scope of Step,2he euLISA requirements were collected, analysed and
agreedupon; OEA DOT AAOOAOG thelUanerSaEGomiiguratio® Mandgénient Rababa@CMDB and
Discovery workshopgereorganised; whilespecial attentionwas given tdhe migration work$iop. As an outcomge

the list with euLISA requirements, together with the agreed service and data model was sidaliThe
implementation step, initiated in October 2015, covered all the agreed activities in the Project Plan, starting with
preproduction SN environment installation and configuration. This step is scheduled to be completed in February
2016.

Addressing the 2nd objective, namely to firedd ITSM Project Phasé, the following key activities were
successfullcompleted:

1 ITSM Project Phase 1 Rout was orgarsed;

1 for the effective process implementation via HP SMi®e agreed etLISA ITSM policies are reviewed and
updated by the relevant Process Owngsised on the SM9 model,

f  workshopsper process were also orgaai, aligning processesefinitions with SM% &yreed models and
vice versa. This hadseen donefor IncidentManagement PolicyProblem Management Policy, Change
Management Policy (both Internal and with MS), Request Fulfilment Policy, Configuration Management
Policy, Service Leal Management Policy;

1 theoverall euLISA ITSM Policy was defined, presenting the integrated process and service model for eu
LISA.

91 the final package withthe eu-LISA ITSM Framewonkas finalsed in October 2015 and adopted by the
Management Committee iflDecember 2015.
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In 2015 the governance model of the Agency continued to evolve: as a result of the efforts, the proceskesl

in deliveryof the corporate services were documented as well as further efforts were taken to merge the service
collection of operational and corporate services. Based on a quarterly review, the implementation of activities to
achieve and/or maintain compliance witidopted Internal Control Standards were measured, in case necessary
adaptions were carried out (such as by recommendations from e.g. IAS).

During the reported period the Annual Risk Management Exercise 2015 has been completed. Based on the corporate
risk @llection and risk assessment exercises, the Annual Corporate Risk Management Workshop was held on 19
October, followed by implementation of the 2018isk Response Pladocumenting all prioritsed and managed
corporate risks, including risk responses phrallel, quarterly risk management status meetinggh risk owners
arebeingperformed.

Growing the Agency's Tehnology and Business Expertise

The research and monitoring of technologgtivities were performed in line with the approved strategy and tesda
roadmap.A research report on biometrics in Lar@zale IT was published in June 2015. An online survey specifically
on biometric spoofing was disseminated to the Biometrics Institute Vulnerability Assessment Expert Group
(BVAEG) and responses receivbdt proved very useful in the drafting of a focussed report on spoofing that has
nowbeen completedTenstaff members complete@weekof training on biometrics, with information provided by
several leading experts. The recorded sessions are being edited for later use.

To develop relationships with thought leaders and research institutions (both public and private) in areas of mutual
interest, eu-LISA particitedin various eventssuch aghe Frontex conference, academic conferences in Darmstadt
and Karlsruhe, presenting matters including biometrics and Smart Borders, and sharing information. Participation
in conferences and meetingéncluding the Fidelity workshop, Smarter Borders 2016, and the Biometricsutestit
BVAEG group, has continued.

In addition, the Agency maintained regular contacts with research institutions and acagdeegiing particularly

to exchange best practicesid knowledge on IT systems and related matters. The Agency was also active in bilateral
information exchange with academia and industry through tivganisation of annual industry roundtables atiat

provisionof presentations and/or participation in panel discussions at academic and research confeiralkekng

the European Association for Biometrics Research Projects Conference, the 1st International Workshop on
Identification and Surveillance for Bordemofrol, and the European Conference onpassports. Furthermore,
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biometrics in SIS Il and the evolutionElRODACLesson$earned during the resach irto biometrics have already

been practically applied in projectmcluding SIS Il bioetrics andthe Smart Borders pilot.

Activities under Strategic Goal 3@row as the principle EU ICT technology centre and hub of
expertised

Partnerships with the Member States, EU Institutions andother parties and stakeholders

The main stakeholders of the Agency are the Member Statéh whom interaction is carried out through the eu

LISA governing bodiesthe Management Board and the three Advisory Group$ (81 VIS anBURODAGQ In 2015

two meetings of the Management Board and four meetings of each Advisory Group took place. The Secretariat of
the Management Board provided continuous administrative and logistical support to the Management Board and
to the Advisory Groups.

In 2015 etLISA continued its active participation in the work of the EU Institutions, in particular the Council, the
EuropeanParliament and the Commission in the different fora discussing matters which concern the mandate of
the Agency. Tie euLISA liaison office helped considerably to maintain close contact with the EU Institutions and to
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ensure the regular participation of the Agency in all the relevant Working Gragsvell asn Parliamentary and

Commission Committees. When requesteslipport was provided in different preparatory and technical meetings

organised by the Council/Presidency, European Parliament and the Commission. The liaison office also contributed
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dialogue with other EU Agencies, NGOs and industry. Furthermore, the staff of the Agmdyding its liaison

office, ensured the representation of the Agency in different conferences (e.g. a conference on ¢neahsecurity

funds organised by the Commissioand a conference on the 30 years of Schengen organised by the Centre for
European Policy Studies held in Brussels).

Partnership with other Agencies

In 2015 etLISA continued to implement the provisions irethVorking Arrangements previously signed with partner
Agencies CEPOL, Frontex and EASO. With Frontex also an Annual Cooperation Plan 2015 was ¢autluniegl

the different activities where joint action would be taken in the course of the year. In addition, steps were taken to
agree a Memorandum of Understanding with Europol and Working Arrangements with FRA and Eurojust.

Cooperation was enhanced witkeveral Agencies who were closely involved in the Smart Borders Pilot Project
carried out by etLISA in 2015. The scope of the Pilot Project encompassed a significant desk research element,
which was developedicooperation with FRAndFrontex who provded their knowhow and expertise.

Inter-agency relations were also taken forward by-ElBA's participation at Frontex annual European Day for
Border Guards in Warsaw on 21 May 204bere euLISA and other JHA Agencies spoke in the panel and were
presert with a stand.

Cooperation relations between eulSA and other JHA Agencies were enhanced through the activities of the JHA
Agencies Network (encompassingne agencies) which eu4LISA was chairing in 2015. In this framework, three
Contact Group meetingsvere held in the course of the year and a Training Expert Meeting took place in June in
Tallinn. In addition, an ICT Expert Meeting was held in Strasbourg in Thdychairmanshipvas concluded by a
high-level meeting on 3} November in Tallinftonvenirg the Heads of the JHA Agencies as well as representatives
of the Commission, the LIBE Committee of the European Parliament, the Presidency (Luxembourg), the Council
General Secretariat, the European External Action Service and ObA15 the JHA Ageras took further steps

to increase awarenesd their strategic, analytical and other reports to make better use of the existing information
within the limits of their mandates. The Agencies also shared information on the available measures in the field of
combating terrorism, in particular foreign terrorist fighters. In addition, the Agencies discussed further possibilities
and tools for secure information exchange, within the limits of their mandates, as well as cooperation in the field of
business continity and cyber security. Furthermore, cooperation in the area of training was continued and steps
were taken to enhance and extend the joint actions. Various actions were also taken to increase the visibility of the
Agencies visa-vis the EU institutions athbodies as well as the general public.

Furthermore, the Agency continued to contribute to the EU Agencies Network by following the work and attending
the thematic subgroups, the Heads of Administration meetingand the Heads of Agencies meetings held i
Brussels and Dublin.

Further development of relations with external partners:

On 15 June 2015 €uUSA and the Estonian Academy of Security Sciences signed a Memorandum of Understanding
to formally establish cooperation fathe exchange of informationgxpertise and best practices in the area of IT
security, training and researctCooperation with industry was developed through specific roundtables focusing on
Smart Borders and statef-the art technologies in the field of border management, with a spedocus on
biometrics. In 2015 the Agency organised two roundtables involving representatives of the industry as well as
Member States, both in Tallinn and in Strasbourg, facilitating awaremaisgngon global developments in the field

of technologies elevant for largescale IT systemshe exchange of information and ideas for further exploratjon

and capacity building generally.

Further Strengthen External Communication:

External Communication and Information activities were performed in line withapproved workplan and set
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time-frames to achieve théhree specific communication objectivegpromote the Agency and maintain its positive
image; ensure timely and accurate publication of documents stipulated in relevant legal bases; strengthen the
AgerA UGS O ET OA GinAreffigett/AatAdrgbidd mannelwelvemajor euLISA awareness and visibility
actions (e.g. Annual Conferencéwo round-table events with industryjtwo information sessions with JHA
Counsellors of European countries ande with EU Ambassadors; eulSA JHAAgenciesNetwork presidency
communication planSmart Borders projecsectorial information campaign; publication of corporate and general
public information publications; production of visibility items; Europe Ra&jebrations; stakeholder engagement
events) were executed in line with the set tirsehedule and according to defined requirements. All mandatory
corporate publications were published according to the set EU standards and requirements for linguistosersi

In addition informative leaflets on SIS and EURODAGeports, amultilingual booklet onSmart Borders projegt

and the 2015 Conference report were produced and publisheauod ofline to further provide visibility to the core
mandate of the Ageng and promote its role in implementing the EU policies on an operational level. Under the eu
LISA Presidency of the JHXgenciesNetwork, a communication plan was successfully carried, oesulting in the
production and dissemination of a corporate videm increase public awarenesd the role of JHA Agencies in
implementing EU policies for the benefit of citizenshileregular online covexge was provided on all the major
activities of the network. A sectorial information campaign thre Smart BordersPilot was executed according to

the defined requirements resultingn the production and dissemination of information and awareness materials in
various sets of linguistic combinationSrhart Borders projecEinal Report, posters, leaflets, Q&A columnsida
dissemination of 20 000 related visibility items. As a result of the proactive media outreach relations, including
preparation and successful execution of media outreach actior&riasbourgand Tallinnas well as productionf

on average weeklypress and newsreleases (total 48fhe coveageon euLISA was increasedimplementation of

the service contracts under FWC Lot 1 and Lot 2 for integrated communication and event management was well on
track, providing the required support for evemhanagementand visibility services. Also, the @USA Social Media
Strategy was submitted and approved by the management of the Agency.

Activities under Strategic Goal 4Mevelop a modern, efficient and agile organisatiof
Strategic planning

The Agencycontinued to evolve its strategic planning functionality and reporting during 204 Bnajorchallenge in
2015 was the introduction of the new Single Programming Documkrdoubled the efforts of the gency in the
area of planningThe MAWP of the Agency was sdat aformal opinion of the European Commission. A set of KPIs
was adopted by the Management Boards and the Management Committee approvedntibodology on the
implementation of KPIs in etLISA. In 2016 the KPIs will be tested and the first report toMamagement Board
provided

Financialmanagement

A high level of evante control was maintained in 2015 by further consolidating and streamlifiiagnceprocedures,

which was reflected by the low number of reported errors and rejecticgheiABAC workflav (less than 86 of total
transactions). A budget ownership model and revised financial workflows were agreed by the Management
Committee to be implemented in the course of 2016. In this context ABAC training for OlAs and OVAs/AOs took
place inTallinnand Strasbourgby the end of the yeailn addition simplified templates for routing slips and check

lists were finalised.

In order to further improve the Agencyfimancial reportingcapabilitiesand toallow more accurate reporting on the
implementation of the budget, DWH/BO reporting wasodified in 2015 and dedicated dashboard for the follow

up of T1&T2 carriedver appropriations (C8yasimplemented, while a onepage global implementation report
was produced summarising budget consumption, number of commitments and payments performed, and time to
pay statistics.

All these measures significantly facilitated the budget implementation result, which exceedex 80the 2015
budget in commitment and payment appropriations.
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As to the consolidation of existing internal procedures and periodic review thereof, based on internal/external
auditors' recommendations as well as changes in the applicable rules and regulations, the evaluation of an
integrated management tool (Matrix) was comg@eA Ah  OAOOI OET ¢ ET OEA AT 1 A1 OOCEI I
requirements Guidelines orthe recognition of assets in IT projects were adopted with ED decision 95/15. For all
project intake document/justification notes budget estimation methodology wa requested

Logistics andfacilities management

During the last yeaanadditional 30 workplaces were ensuredlie Tallinn office spacagnainly for new intramuros
arrivals and a contract for new parkirgpaces in Tallinn was signedhile aSite Agreement with the Estonian
Government including decision orthe new HQ was ratified in March. The new HQ location was selected and the
governmental decision for financial allocation concluded successfully. The architectural concept competition was
accomplishel and euLISA participated in the technical evaluation of the proposals completed in September 2015.
Revision otthe technical design specs started at the end of the year and will last in @ntenmittent way until
October 2016.

Twenty additionalworkplaces were ensured for intrauros contract personneh Strasbourg The contractfor the
new building in Strasbourgiassignedon 10 June 2013l requested extensions withitne Data Centre were made
available on time. Maintenance proceduregre optimised and on schedule.

Finally, an asset classification check is performed for %0§f the completed transactiosfor expenditure related
to the systems under management.

Procurement

Customised coachingvas providedor operational initiators for procedures launched during the reporting period.
The experience gathered is currently shared via emails and workshops. When a case is considered usdfl$Ar eu
it forms the object of a ‘community of practice'. The lessdaarned fronthe current VIS/BMS MWO contract were
applied to the preparation of théechnical specificationgor the new contract starting in 2016; furthermore, the
lessons learnt from the design of the new call for tenders for tI8#BMS MWO were digsninated to theEURODAC

and the Common Shared Infrastructure operational teams in view of the launch of the respective MWOs in 2016.

With a view to coordinating all phases of the procurement cycle of major procurement activities, reports were
produced andshared with the management committee biweekly. The frequency was decided by the management
committee on 14April 15. TheProcurement Acquisition Plan (PARs usedas a reporting tool along with the
Procurement dashboard for major procurement procedurise PAP implementation report was regularly updated
and provided to the Management Committee asannex to the monthly SMART report.

To assure legal complianckegal advice was provided on demand to project managers in complex cases involving,
e.g. due diligence, acceptance of deliverables, payntseeand guarantees for both thiarge-scale IT Systems and
other projects (e.g. Strasbourg building). External legal support for the Strasbourg reconstruction site was also
activated as requested by the cdract management.

Humanresources

The recruitment of an additional CA post in HR took place in accordance with the ,plasultingin the job offer

being accepted and the starting date set for Décember2015. Another CA post of a shadrm duration was
created in 2015 in the Resources and Administration Department for the Administrative Assistant responsible for
handling the contracts with the external service providers (the itraros and extramuros). Staff turnover during

2015 was within the targetes. Two posts were not replaced in preparation for the mandatory staff cuts (two posts
in 2016) as required in the Communication of the Commission. As regards the future implementation of Smart
Borders only partial workould be carried oytwhile the legslation is not adopted, namely, the identification of the
resources potentially needed for the preparation of the call for the expression of interests (to conclude the reserve
lists), while the job descriptions for the potential employee profiles were paegd. Job families were prepared in
order to design the Competency Framework gt roles were regularly standardised. gaff Satisfaction Survey

was also launched. A contract with the consulting company for the preparation of the Agency's Competency
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Frameworkwas concluded and the timeline agreed to carry out activities in 2016 that would result in the creation of
the Agencyspecific Competency Framework.

For the implementation of the Agency's Learning and Development Strategy twedimplementation of the
Agency's Annual Training Plan for 2015, the Agency adofiiedED decision on Provisional Rules for Learning and
Development. Statistical reports on the annual implementationtloé planned training activities as well as overall
participation and evalation of learning and development activities were completed. All planned training activities
as well as additional atoc activities were completed. Additional technical training sessions also took place during
the reporting period. Activities were delived as planned, resulting in duSA staff attending on average 10.8 days
of training. Staff working in Tallinn attendedn average8.3 days of training, while staff working in Strasbourg
attended on averagé&2.2 days of training. Statistics on learningisédction rate have been collectesystematically

and resuledin overall satisfaction of ellISA staffwith the 2015 learning activitiggsating at 81% on average.

To further embed and enhancelearning culture within the Agencythe Ethics and Conduct Coderaodule was
rolled out. Additional elearning (videos) resources were prepared and introduced for use as well and the
development of an online oioarding programme has been initiated. Moodle will be introduced as the Learning
Management System solution in eulSA in 2016.

er, ) 3180 (2 OOOAOGAcCU xAO AATDPOAA AU OEA - AT ACAT AT O #I
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encouage eulLISA's staff participation in sportsThe Staff Retention Policy consultation process was also

Al i pil AGAA AT A OEA bHIi1TEAU EIT OO1T AOGAAA AU %$30 AAAEOEII
teleworking in euLISA were prepared in Q2 antled Implementing Rule of the Commission on teleworking was

adopted by the Management Board of dUSA for the implementation by analogy in Q4. A document for review

and consultation with the Management Committee of-€USA was prepared on the Contract ReraWrocedure in

Q3. Preparatory work for the staff data transfer to thé#R tool Allegro has been completed and the testing process

of Organigram carried out.
Internal communication

Implementation of the Agency's internal commigations activities was caied out Corporate communications

were managed in a balanced manner to regularly meet the needs of the staff for corporate and administrative info
in the different locations of the Agency. The Internal Communication Strategy for ZM®) was updated and
submitted to the senior management for approval by the Management Committeelated Action Plan for
implementation ofthe internal communication activities in 2016 was elaborat&tle videos and pictures withthe
@u-LISA Face®projectwas managed tahe set benchmark of 7@ completion. Involvement in the development of

the Agency intranet site continues according to the corporate ICT infrastructure plans led by the Corporate Service
Sector.The tailored intranet site was put into operation througiphased approachThe hitial phase started with
preparations for the definition of business owners, content production correspondemd workflows under the
integrated communication approach applicable to-&ISA.

In order to reinforce twavay communicaion with the staff quarterly Staff Assemblies were carried out in the form
of face-to-face discussions with the ED.

On top of the planned activitiesiew initiatives likeED briefings on the topics of meetings of-eISA management

, advisory and govenance bodies were introduceghdsevensuch briefingsvere carried out to ensure transparent
and timely informatiorsharing on the operational, organisational and administrative matters of th&E8A among

the staff of the different sitesnd locations of the Agencyt the end of 2015 the satisfaction surviey eu-LISAS O
internal communication tools and activities was carried out to follow up on the restructuring of the corporate
communication management, assigned under the responsipitif the General Coordination ltras of 1 August
2015, and tagather feedback from all eltISA staff (staff members, service providers, trainees) as trssbfor
further development otthe internal communication tools and activities in accord with th@estations and needs

of the staff.

Internal audit
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ThelAS Audit Report on Limited review of Internal Control Standards implementation was received inTkiey.
Action Plan was agreed with IAS in June. IAC activity report on 'The audit of reliabilityldBAuAccounts 2014y

an independent external auditor was delivered in JalielAC Audit Report onontractmanagement was delivered

in October andthe Action Plan agreed in November. ECA Final Report on Accounts 2014 was submitted to the
Executive Diector and Management Board on 30ctober 2015.The frst draft of the Quality Assurance and
Improvement Programme for the Internal Audit Capability of the l[d$A was ready in Decemben nternal Audit

Plan for the year 2016 was consulted with the Executive Director and approved by the Management Board in
November.The ECA interim audit on Accounts 2015 wasried outas planned in December
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Part Il (a) Management

2.1. Management Board

In 2015 the Agency has continued the veryseland fruitful collaboration with its main management structure, the
Management Board. In addition to the items approved by the Board in accordance with its functions set up by the
establishing regulation, the Agency has brought to their attention allskgnificant risk and control issues identified
during the reporting period.
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As an annual excise, in close cooperation with the Internal Auditor of the Agency, the Board has analysed the
progress report orthe Internal Audit Plan 2015 and welcomed the coherent approach of the Agency with regard to
providing assurance oaregular basis. In this regard, the Board adopted the Internal Audit Plan-afi®A for the

year 2016.

The Management Board was involved in other periodical exercgesh as the adoption of the annual report on the
activities of the Central Unit dEURMACpursuant to Article 24(1) of Regulation (EC) No 2725/2000, adoption of
the technical functioning of Central SIS Il and the Communication Infrastructure, including the security thereof and
the bilateral and multilateral exchange of supplementary infotina between Member States, adoption of the list

of authorities which have access to the Central SysterB URODACadoption of SIS Il list of authorities, N.SIS I
offices and SIRENE Bureaux, etc.

The Management Board welcomed the initiative of the Agemigyrelation with the Corporate Key Performance
Indicators, acknowledging the importance of the tool for sound corporate governance. The adoption of this tool in
woxyY 1T PATAA OEA bl OOEAEI EOU £ O A AARAOOAO & l1l1ix 0P 1 &
According to he establishing regulation, one of the duties of the Agency is to monitor the developments in research
relevant for the operational management of SIS II, VEBIRODAGand other largescale IT systemsSignificant

progress was made by euSA in 2015 due tthe adoption by the Management Board of the Research and
Technology Monitoring StrategyA few months later, as a result of this strategy, the Agency presented to the Board

the first e4LISA report on Biometrics in Larg@cale IT Systems.

The Agency alspresented to the Board the overview of its draft Technology Strategy, which aims to establish the
strategic direction for evolution of the technical infrastructure of the systems under its management. The Board
endorsed the efforts of the Agency in thisgard.

Other important documents analysed and adopted by the Management Board are theFAatid Strategy of eu

LISA andhe Action Plan. The documents are basedtbe# 1 | | EOOET 180 #1 1111 1 PDPOI AAE
agencies that requires a set of afitaud measures to be put in place in the agencies. The action plan designed to

Ei Dl Al AT & OE A-Frdud; BtiatBdy &avers! theCGpEriod from March 2015 to March 2018. When
implementing the actions, the Agency will wherever possible take advantage ofrgyri®/ cooperating with other
agencies, and by sharing best practices with external partners. Actions will cover all the stages of tfraughti

cycle: prevention, detection, investigation and corrective measures.

In terms of risks signalled lifie Agency, the Board was informed th& URODAQas been facing serious capacity
pressures due to the huge and unexpected increesthe number of transactionsstemming from the recent
immigrant/refugee influx at the European borders. The projectioresrried outin the pastregardingfuture traffic,

based on the figures and projections of the Member Statesre far belowthe actual reality fo2015. Based on the

| CAT AUBO AOOEI AGET T O EARODAGAviso®) Bibupih®Eobre detided taEapdve the
emergency measures on the increaseeddRODA@apacityas well as its transactional throughput

In relationto SIS Il, the Agency brought to the attention of the Board the outcome of the SIS Il AFIS study, referring
to the possible use of photographs and fingerprints to be used to identify a person on the basis of his biometric
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identifier. The Board took note on threadiness of the Agency to deliver biometric functionalities to SIS Il and of
the possible risks caused by the implications on its budget and staffing.

Started in 2014 and continued in 201fe Biometric Matching System (BMS) Task Force, composéd
representatives fronthe Member States, the European Commission;lel$A and the Contractoissued a report

with capacity upscale recommendations ftire BMS. The progressive ralut of the VIS and the exponential load
increase in terms of transactionsrihrough BMS has led to an excessive use of the initial capacity for which the
BMS was designed. Taking into consideration that the objectives of the BMS Task Force were accomplished and
risks previously presented to the Board were mitigated, the Boarcidkxlon the closure of this group.

In 2015 the Board was also involved in recruitment procedures. Being an important position for the Agency, the
Board was invited to take part in the selection of the Accounting Officer of the Agency.

2.2.  Major developments

During 2015 et ISA faced several external challenges related to developments in the field of security in Europe and
beyond.The%56 O A@OAOT Al AT OAAOO xAOA EAAAA xEOE A OEAObD
seekers. Another major chienge was the increase in terrorist actie. Thus, several objectivemjilestones,
recommendations and actions were established by the EU institutions and agencies, having an impact on the
ongoing and planned activities of duSA. Among others, the Resed EU Internal Security Strategy was agreed by
the Council and the European Agenda on Migrafiand the European Agenda on Secufityere published by the
Commission, setting highevel goals for practical actions in the future.

The European Agenda dvligration was rapidly followed by dedicated communications and action plans addressed
to alleviaing the migration pressure and promoting a better use of the existing tools, calling also for increased
cooperation among the JHA Agencies. The JHA Agendies ding euLISA, took action bearing in mind that the

high migratory flows impacting Europe require both immediate steps as well as sustainablédomgmeasures.

The EU and national authorities need to work hainehand to ensure a high level of sedyrand strengthen the

fight against irregular immigration, smuggling of and trafficking in human beiregs well as terrorism and other
serious and organised crime, while respecting fundamental rights and personal data.

eu-LISAdemonstratedflexibility andagility to address thenew policy and operationalealities, having
1 implemented intwo monthsnecessary changes in SIS Il to endhkeregistration offoreign fighters

1 increasel capacityand transactional throughputf EURODAGQGwice withinfour monthsto sustainits 24x7
availability to the Member States faregistration of the vastly increased number of asylum seekers and
irregular migrans;

1 kept under control the VIglobalrollout and tackla with agility theneedfor anincreasen capacityfor VIS
and BMS

1 together with Frontex and EASO executed a pilot project in Greece to establish technical and
organisational measures to increagbe efficiency ofthe registration process of migrants in Hotspots

The Agencyefined its organgational structureby introducing sectors to improve the hierarchical lingsdistribute
the workload more evenland to respond to external need¥he Agency also startedwo projects to build new
premises both in Strasbourg and Tallinndgddressthe shortage and quality of availablevorking space.

4http://ec.europa.eu/dgs/homaffairs/whatwe-do/policies/europearagendamigration/background
information/docs/communication_on_the_european_agenda_on_migration_en.pdf
5http://ec.europa.eu/dgs/homeaffairs/elibrary/documents/basicdocuments/docs/eu_agenda_on_security_en.pdf


http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/european-agenda-migration/background-information/docs/communication_on_the_european_agenda_on_migration_en.pdf
http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/european-agenda-migration/background-information/docs/communication_on_the_european_agenda_on_migration_en.pdf
http://ec.europa.eu/dgs/home-affairs/e-library/documents/basic-documents/docs/eu_agenda_on_security_en.pdf
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2.3.  Budgetary and financial management

el-LISA is financed through different fund sourc&he main revenue comes frothe EU subsidy, received on an
annual basigrom the European Union budgetary authority.e. the European Parliament and the Council of the
European Uniorl. Further contributions have been received from associated countries and from a delegation
agreement with the Commission for Smart Borders preparations in Z015.

As part of its annual repting framework, the Agency publishes its budget execution rates and performance
indicators, which can help to highlight the efficiency and effectiveness with which the Agency was able to manage
its spending during the reporting period.

Implementation of the 2015 budget appropriations

In 2015 etLISAmanaged a budgebf EUR67.6 Mreceived from the EU subsidy. The initial budgettiR728 M

was reduced b UR5.25M? in commitment and payment appropriations following a request from DG HOME to
support the Union actions and emergency assistance in the framework of the Internal Security Fund. The reduction
was preceded by a thorough analysis ensuring that no legal dirhige and planned tasks of the AWAD15 were
negatively impacted.

The Agency retained its high budget implementation rate by #ral of the year 2015:
T 99.7%for commitment appropriations;
1 99.4%for payment appropriations including the carfgrward of alministrative expenditure to 2016.

Commitment appropriation execution

The commitment credits (C1) voted for 2015 were split among the different titles as follovis¥®B8ere foreseen

for the operational budget, 20 % for infrastructure and operating exgnditure, and 1% % for staff expenditure.

The graphs below show the budget implementation by title at year end. It shall be noted that out of the total amount
budgeted in Title 2EUR113 M is allocated to the project for reconstruction of thygerational site of the Agency in
Strasbourg?®
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6 Article 32 of the Establishing Regulation.

7This subsidy refers tthe C1 commitment and payment appropriatis (voted credits of the current budgetary year).

8 Contributions received as external assigned revenue and refer to RO commitment and payment appropriations.

9 The Amending budget n. 1 was adopted by the Management Board on 13 August 2015.

10This commitment appropriation was complemented by TOM authorised by the Management Board for cafoyward in 2015. These C2
appropriations, duly committed by the end of 2015, are intended to be carried forward to 2016 together with th@cermyf the correspondig
payment appropriations.
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Operational expenditure (Title 3) detadue to the multiannual nature of contracts used to support core operations,
EUR388 M of 2015 open commitment appropriations have been automatically cafaedard and will be paid in
2016 and in the upcoming years.

One hundred per certf the operational budgetamounting toEUR36.1 M has been implemented. The graph below
illustrates the breakdown of the operational budget by chapter.

Tithe 3: Commitment Appropriations
in Mie €

Total operational Budget: € 36,13 Mio .-

Payment appropriation execution

The total voted budget for payment approjations amounted tcEUR67.6 M.

At the end of 2015, the execution of payment appropriations for C1 credits reachdd®9ncluding the carry
forward of administrative expenditure. The gphs below show the split of the total budget by title and the overall
consumption of payments credits over the year 2015.
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Furthermore, 91.360f the payment appropriations carried forward from 2014 to 2015 in administrative expenditure
have been gecuted.

Commitment appropriations in Title 1 (Staff Expenditufeggmounting toEUR0.27 M and in Title 2 (Infrastructure
and operating Expenditure) summing up E&JR9.03 M, not yet consumed through payments in 2015, and for which
a valid legal commitment exists, will be carriéatward to 2016 together with the corresponding payment
appropriations anawill befully used.

Within Title 3, the major share in payment apprations was spent foIS/BMS The graph below shows the
breakdown of executed payment credits for the operational budget.

11Commitment and Payment appropriations related to remunerations are not carried forward.
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Title 3: executed Payment Appropriations
in Mio €

Total jonal Budget impl d: € 35,94 Mio "~

Performance indicator:time to pay

A total of 2421 transactions were carried out in 201372 transactions with a maximum payment delay of 30 days,
48 with a maximum payment delay of 60 days, amk payment with a special payment delay of 46 ddys.

The average time to pay for both types of payments remained far below the contractual tintewitti an average
time to pay for 36days payments of 18 days and for 6@ays payments of 19 days.

Payments within time limit of 30 days Payments within time limit of 60 days
00 00 =

\ Average 2015 =134
200 ” 00 Average 2015 =199

00
Q4

® aTime to Pay in days ———Average ® aTime to Pay indays —— Average

100

0N = on =

ar @ Q3

Overall, 96% of all transactions were paid within the time limit when compared to the contractual time lirmits.
total, 98 payments were delayed, out whidive resulted in latepaymentinterest amounting toEUR1,807.94 paid
to the contractor.

Procurement Procedures

In 2015 etLISA awarded a total of 295 contracts, out of which 76 further to procurement procedwresaunched

during the reporting year; the remaining 219 were awarded as specific contracts/orders in the scope of already
established etlLISA framework contracts (115 worth abdtit/R8.1 M) or interinstitutional FWCs (104, worth about
EUR4.3 M.

In absolute value, negotiated procedures accounted for the most commonly used procedures in 2015 (71 cases, out
of which 60werebelow EUR15K nine kelow EURGOK; five under the provisions of Art. 134 RAP), followed by open
procedurest{vo cases).

The digribution by value (as maximum ceiling of the contract) of procurement procedures completed in 2015
shows that about 844 of the awarded value relates to open procedures, whilst the remainin§ol&®ncerns
negotiated procedures (78 % below EUR15K 118 % below EURG0K, and 6.6% under Art. 134 RAP).

12See Art. 92 FR
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2.4. Humanresources (HR) management

Developments

In 2015 the Agency created and adopted its HR Strategy and the Staff Retention Policy that will guide the activities
in the area of the Human Resourddanagement during the next-3 years. Eight Implementing Ruféso the Staff
Regulations of Officials (hereinafter referred to @ Staff Regulation§ and the Conditions of Employment of the
Other Servants (hereinafter referred to e CEOS$ of theEuropean Union that were adopted by 4USA in 2015
enhance the legal framework of the HR work that currently consists of 37 such rules. The internal guidelines were
developed for the practical application of teleworking and leave management dtlS8é.

Particular emphasis was placed on developing the appropriate frameworks for professional training for staff and
providing solutions to enable participation in the training to those staff members who are working in shifts, on
stand-by duty orwho extensivelytravel on missions.

Preparation was completed for further development and implementation of the competency framework in 2016.

In 2015 etLISA carried out the annual appraisal of its entire staff and the first planned reclassification of the
Temporary Agats.

Under the social measures applied by-EWSA several initiatives were introduced and implemented or continued:

1 With the aim of supporting the activities enhancing health, the Agency introduced in June 201BIThe
Programmed By the end of the yea#0 staff members of edLISAwere benefitting from it;
1 The granting of the nursery allowance was continued with 13 staff members and their 14 children
benefiting;
1 A welcome pack and the administrative information for the newcomers were prepared ahateqb.
The work on customisation of the requirements for the electronic HR tool Allegro went through the phase of testing
and the two modules: (a) Personal Administration and (b) Organisational Structure are in use. The other modules
are still under develpment or testing by the HR team (e.g. the TrainingRecruitment, Time and Leave
Management, 360 degrees evaluation). Manuals for the use of Allegro in Personal Administration, Organisational
Structure and Training were prepared.

Learning and Development

The annual training needs analysis for 2015 was carried out, based on information from the staff mgb@ism

up approacly crossreferenced with the contribution by the line managers regarding the training needs for the
personnel working in their urst @p down approac. The results of the findings were used as a basis for the eu
LISA Annual Training Catalogue 2015.

The number of trainingessionorganised in two sitesvas at theTallinn Headquarters 5.1 arad Strasbourg 6.6
while the average nmber of training days per site respectivelere8.3 and 12.

The average number of training days per person in 2015 was 10.8 days.
Establishment Plan and the headcount

In 2015 the total staff population of elllSA consisted of 138 posiacluding 120 Temporary Agents, 12 Contract
Agents and 6 Seconded National Experts.

The Establishment Plan of €lISA is presented in the table in Annex IV. The Establishment Plan of the Agency does
not contain the posts for officials, nor clerical postassified as AST/SC.

13In 2015 etLISA adopted the followingight Implementing Rules: (1) on the appraisal for the Executive Director, (2Zhe@mronduct of
administrative inquiries and disciplinary procedures, (3) on harassment, (4) on settinghgSiaff Committee, (5) on appraisal of Temporary
Agents, (6) IR on appraisal of Contract Agents, (7) on engagement of Temporary Agents (&f)T é@working.
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There was no change introduced to the Establishment Plan in 2015.

In terms of headcount, at the end of December 2015 there were 136nfiglistaff members (117 Temporary Agents
(TA), 12 Contract Agents (CA) asidSeconded NationaExperts (SNEs) arfove Interns,of which 336were women
and 67% men. There are 73 TAsix CAs andhree SNEs deployed tthe Strasbourg sitepne CA is working itthe
eu-LISA Brussels Liaison Office, while in Tallinn the staff distribution was asviolkd4* TAs,five CAs andhree
SNEs. Agency staff represented 22 nationalities. The below graph presents the numbeiLtBAistaff members
per type of contract and split between the offices of the Agency.

Categories of etLISA staff
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Figure 5: Categories ofElBA staff.

Three posts of Temporary Agents were vacant at the end of the year. Two of them are condiol&esstaff cuts®
in 2016.

Organisational structure

In 2015 the following changes were made to the organisational structure-ofi®4 affecting the headcount:

1 the Resources and Administration Department (RAD) has been restructured tivithcreation of a
Corporate Services Sector aradchange of name of the Budget and Finance Unit into the Finance and
Procurement Unit6

1 apost of Assistant to the Head of RAD was transformed into a farsinternal Communication Assistant
and transferred to the General Coordination Unit (GCU)

1 in the General Coordination Unit (GCU) new Sectors were establi$h€brporate Governance and
Planning Sector, the External Affairs and Capacity Building Sectmd the External and Internal
Communication Sector. For the appointment of the Heads of Sectors no additional posts were created

9 inthe Units of the Operations Department (OD) new Sectoesenestablisheéfwithout the creation of any

14Three posts were vacant on 31.12.2015.

15Communication to the European Parliament and the Cour@ilogramming of Human and Financial Resources for Decentralised Agencies
20142020 of 10.7.2013, COM (2013) 519 final.

16Decision No. 72014 of the Executive Director of @USA of 6 October, 2014 on updated organisational structure ef KA.

17Decision No. 62/2015 of the Executive Director ol ¢8A of 4 September, 2015 on Establishment of Sectors in the General Coordination Unit.
18Decision No. 67/2015 of the Executive Director ofléBA of 15 September, 2015 on Establishment of Sectors in the Operations Department.
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additional posts for the appointment of the Heads of Sector. In the Application Management thgitive
following sectors were established: Border Management Systems, Internal Security and Asylum Systems,
Senice Design and Transversal Services, Production Applications Supaodt,Test and Integration
Services. In the Operations Infrastructure Utlite following three sectors were established: Service Desk
Sector, Network Infrastructure Sector and Systemréstructure Sector.

1 A post HR Payroll Assistant was moved to the Finance and Procurement Unit and transformed into a post
of Financial Assistant for Payr8ll

The organisational chart of elISA is presented in Annex Ill.

Performance indicators in the areaof HR

The Agency set the performance indicatétdor the areas related to the HR, which serve to measure the rate of
absenteeism and staff turnover.

The absenteeism rate is measured against 12 days of absence without a medical certificate per staff member
excluding other types of absence, such as annual or special leave or sicknessnveittical certificate. In 2015 a

total of 149 days of absence were accounted for, giving an average of 1.99 days of absence per staff member who
took a leave withouta medical certificate or 1.1 day in relation to the number of alHL@BA staff (headcount: 135
statutory staff members).

The exit turnover of staff was approximately%4 as 5 employees left the organisation in 2015. This is within the
benchmark set for the turover key performance indicator (KPI) a¥%b

Compensatory leave schemes

The Agency is required in accordansith DAOACOAPE wn 1T £ OEA 0 AADi1Hisdhakge:06 O
performance, financial management and control of EU agen@les report on the number of days of leave
authorised to each grade under the flexitime and compensatory leave schemes.

Flexitime is a default working pattern applied by analogy atlé8A in accordance with the Implementing Rule on
working time.?> The mandate of the Agncy to offer the services to the Member States on the continued basis
(24/24/7) imply that part of the staff work in shifts or on stamdduty. The interventions to the IT systems managed
by the Agency require from time to time that the work is performeudtside of regular office hours, including at
night or on a public holiday. Therefore, compensation for the etere, acquired under flexitime or during the
stand-by duty interventions, or for the particular projects is an inherent feature in the opmradf the organisation.

The table below presents the number of leave days granted as compensation for overtime, split per grade of the
staff members and the average number of days of those absent.

Overtime Compensation for Compensationfor
GRADE compensation (in . pe . npens:
interventions (in days) flexitime (in days)
days)
ADO5 39.2 6.9 186.3
ADO06 0.0 0.0 BB
ADO7 27.3 4.5 190.1
ADO08 8.0 0.0 33.0
ADO09 0.0 0.5 61.5
AD10 0.0 1.0 i85
AD11 0.0 0.0 17.5

19Decision No. 99/2015 of the Executive Director ofléBA of 10 December, 2015 on the update of the organigram oftiency to increase
business continuity in the payroll management.

20eu-LISA Corporate Performance Indicators, document adopted by the Management BoardldS@uon 15 March 2015 (ref. 2a1482).
21P7_TA(2013)0134

22 Commission decision on working time of April 2015, C (2014) 2502 adopted by the MB oL&A on 181ay2015.

$ E
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AD12 0.0 0.0 0.0

AD13 0.0 0.0 0.0

AD14 0.0 0.0 0.0

AD15 0.0 0.0 0.0

AD16 0.0 0.0 0.0

ASTO1 0.0 0.0 0.0

ASTO02 0.0 0.0 0.0

ASTO3 22.0 0.0 87.5
ASTO04 2.0 0.0 1.0

ASTO05 20.0 0.4 36.5
AST06 0.0 0.5 16.0
ASTO7 0.0 0.0 27.5
ASTO8 0.0 0.0 0.0

AST09 0.0 0.0 0.0

AST10 0.0 0.0 0.0

AST11 0.0 0.0 0.0

Subtotal 118.4 13.8 705.9
Number of people 30.0 12.0 74.0
Average number of days of

compensatory leave 3.1 9.5

If the total number of the compensatory leave days would be divided between all the Agency staff, the average

number of days would be respectively:

q for overtime?® - 0.88 day

q for interventions during the standby duty?*z 0.23 day

q for flexitime?>z 6 days
The below chart presents the number of days of compensatory leave for overtime and interventions during the
stand-by duty and the average number days split per grade.

23Total number of staff members is counted as 117 that were employed De&imber2015.
2459 staff members are assigned to work on stemdduty.
25Total number of staff members is counted as 117 that were employed Be@&Imber2015.
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CO + SBD Compensation during 2015 year

B ASTO060.5 0%

u ASTO070.0,0%
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® ADOG 0.0, 0%
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Figure 6: Number of days of compensatory leave for overtime and interventions during thg dtancand the
average number of days per grade.

The below chart presents the number of days and the average number of days of flegdimm@ensation split per
grade.

Flexitime Compensation during 2015 year

m AST0616.0
i ASTO041.0, 0%

2% m AST0727.5 4%

B ADO0S5 186.3 26%

B ASTO0387.5 12%

B AST0536.5 5%
m AD1117.5 3%

™ 0,
AD1Q 13.5 2% B ADO0G 35.5 5%

® ADOS§ 33.0 5% = AD07190.1 27%

m ADOSE ADO6m ADO7m ADOSE ADO9m AD10m AD11m ASTO3a ASTO4m ASTOSm ASTOGE ASTO7

Figure 7: Number of days and the average number of days of the flexitime compensation per grade.

Brief description of the results of the screening/benchmarking exercise (i.e. overheads/operational ratio

; main
findings, etc.)
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el-LISA has undertaken its second benchmarking exercise to identify the ratio of the administrativeperational

staff in orderto respond to the requirements of the Framework Financial Regulation (Ri#R¢hstipulates that all
Agencies should cay out such a benchmarking exercise on an annual basis to justify administrative expenditure in
a more structured and transparent way.

The screening exercise was conducted in accordance with the methodology agreed by the Heads of Administration
of the Euppean Agencieg®

The results of the 2015 screening are presented in the tables in Annex IV:
1 The first table in Annex IV presents the Establishment Plan dfl&A.

1 The second table shows the leveiswhich the key roles listed by the European Commission for
benchmarking of key functions are represented inld$A.

i The third, indicative, table presents the comparison of the results of the benchmarking exercise
undertaken in 2014 and in 2015.

The comprison shows a slight increase of the number and percentage of the posts of the Neutraiyicl has
occurred due to recruitment of two additional Contract Agents and one Temporary Agent to the Finance and
Procurement Unit of etLISA thus reducing thegercentage of the Operational and Administrative Support as well
as the Coordinationtype posts.

The ratio between the Administrative versus Operational and Neutral posts remains at a similar level as in 2014,
which was 21.5%in 2015.

2.5.  Assessment bymanagement

4EA 1 CATAUBO )1 OAOT Al #1171 0011 30AT AAOAO j)#309@off AO T OC
the Financial Regulation of the Agency) were adopted by the Management Board by written procedure in June 2014.

The 16 indivdual control standards are structured around six major areas: i) mission and values; ii) human resources;

iif) planning and risk management process; iv) operations and control activities; v) information and financial
reporting; and vi) evaluation and audiAn Internal Control Coordinator has been formally appointed by the
Executive Directar

ewr, ) 3! 80 ET OAOT A1 AT 1T 0011 OUOOAI ET OACOAOAOG All XxXa&a )#3
control environment and providing assurance to maeatent that objectives are being achievedith robust

financial and operational checks and balances in place. This framework is monitored on a regular basis to ensure

that the controls that are in place work effectively.

In 2015, activities have been penfned to conclude a comprehensive -€USA Service Catalogue, based on all

individual service descriptions. In addition, an exercise for business process mapping andatisnalias been

carried out, with the involvement of relevant staff to ensuree content and practicality of the results. In this

respect, ensuringthe continuity of services for financial and operational activities is done basedthen
establishment of handovers and batips.

4EA 1 CAT AUBO 4£ET AT AEAT | Al A @grédcksles 0r the hrdas & préc@ednerit (frén@he A A O A A
assessment of needs to the selection of the suppliers, followed by an award decision), budget implementation (from
establishing the financial commitment to payment, contract monitoring and recoveries)amtjet management

which form a basis for achieving sound financial management.

Exante verification: Each operation is verified on regularity, conformity and sound financial management. In the

26 Methodology for Agencies Job Screening annexed to the Note from the Meeting of the Heads of AgeneY@ddiéber 2014.
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financial circuits applied at ellISA, the function of verifation and authorisation are accomplished by several

persons, following the best practices of sound financial management. Agosk controls are not compulsory

according to the Financial Regulation and were not identified as missing duongxample, OEA | CAT AU O C
analysis, they have not been implemented yet in the orgation.

Since 2013, ellISA has established a procedure and register to document exceptions andaropliance events.
For2015, a total of 15 exceptions and roompliance everg have been registered. In addition, for 2015, no fraud
cases or lost assets were detected in the Agency.

2.6. Budget implementation tasks entrusted to other services
and entities

Not Applicable

2.7. Assessment of audit results during the reporting year.

2.7.1Internal Audit Service (I1AS)

Limited review of Internal Control Standards implementation
Objective and scope

The objective of this engagement was to assess the status of implementation of the 16 Internal Control Standards
(ICS) in etLISA and, where necessary, make recommendations for improving the effectiveness of controls.
The scope of the review covered thé [ICS adopted by the elISA Management Board in June 2014.

Opinion issued

The IAS acknowledges the efforts of-€USA, which enabled significant progress towards the full implementation
of the baseline requirements withithe relatively short timeframe isce the Agency was granted its financial
autonomy in May 2013. Monitoring ICS implementation is a continuous process embedded in th¢ (risk
management routine of the Agency.

The implementation of the standards does not yet correspond in all aspectsetbaseline requirements as defined

by the Commission and mutatis mutandis adopted byld$A. Important progress still needs to be made as four
standards are yet to be implemented, while six standards are considered largely implemented, and six stanelards
considered fully implemented.

Summary of Findings and Recommendations

The IAS issued 14 recommendations, of which no critical issue was identified, five were ratsyaBnportan®
and nine agimportantd The five®’ery Importanfissues are bridf described below

1. Finalise the ethical framework and ensure evidence of acceptance by staff membersz(i€82mportant:
1 eu-LISA management should continue its efforts to finalise and fully adopt the ethical framework
1 euw-LISA should obtainypon recruitment and when appropriate, written (or electronic) acknowledgement
that a staff member received, understood and accepted all relevant information regarding applicable
ethical rules and codes
2. Timely adoption of the Annual Work Programme (B¢&very important:
1 euwLISA The Agency should strengthen efforts to adopt and communicate its 2016 Annual Work
Programme within the timelines foreseen in the basic act.
3. Establish a Corporate IT Governance Strategy and Policy @8i) important:
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1 euw-LISA should continue its efforts towards the development and adoption of an agendy IT
Governance Strategy and Policy. The role of Corporate IT should be formally defined.

4. Complete the establishment of a comprehensive process handbook and excemmmmting (ICS8)% very
important:

1 euw-LISA should continue its efforts to finalise the documentation of its processes and procedures. The
agencywide process handbook should contain an inventory of processes and procedures and refer to the
relevant detaied documentation, including its stage of approval and validity. In addition, a procedure
clearly identifying roles and responsibilities in the drafting, approval, adoption and periodic review of
processes and procedures should be put in place. Exceptionstandard practices should be duly
motivated and recorded

5. Adopt an agencyvide Business Continuity Framework (ICS20¥ry important:

1 euw-LISA management should continue its efforts to establish and adopt a comprehensive, agedey
BusinessContinuty Framework, including provisions for its implementation, testing and continuous
updating.

2.7.2Internal Audit Capability (IAC)

Audit on contract management
Objective and scope

The objectivewas to make an assessment and to provide #eecutive Directoand the Board with independent
assurance on the effectiveness of the internal control system as regards contract managemeritliaAeu

The scopevas a review of the arrangements to monitor the implementation of the contracts procured, for the core
IT sysems and the norcore activities, active on 30 April 2015.

Limitations: the@esign and buil@contract of the premises intBisbourg was out of the scope.

Opinion issued

Based on the results of the audit as described above in the objective and gbep@ternal Auditor believes that
the Internal Control System in place provides reasonable assurance regarding the achievement of contract
management objectives except for the following, very important, issues:
1 definition and organisationof contract management
1 contract governance
Summary of findings andrecommendations

The IAC raised five recommendations, of which no critical issue was identified, two were ra®ehasmportant
and three agimportantd The two®ery Importanfissues are briefly described below.
1. Definition and orgasation of contract management very important:
1 Set specific, measurable, achievable, relevant, and time bound objectives for contract ra@ead in the
management plans,
1 Assign formally the rigts and responsibilities for decisions regarding contract management,
1 Put in place without delay an organised, collaborative and structured process of critically analysing the

Strategy.
2. Contractgovernancez very important:
1 Review, update, and communicate the MWO VIS/BMS contract to the relevant stakeholders.

2.7.3European Court of Auditors (ECA)
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Audit on the annual accounts of euLISA for the financial year2014
Objective and scope

Pursuant to the provisions of Article 287 of the Treaty on the Functioning of the European (JkiEb)), the Court
has audited:

(a) the annual accounts of the Agency, which comprise the financial staterfleatsl the reports on he
implementation of the budget for the financial yar ended 31 December 2014, and

(b) the legality and regularity of the transaetis underlying those accounts.

Opinion on the reliability of the accounts
)T OEA #1 000686 O 1 PEI] thelAbeimcy Qré&sdnt fdirly, lin@limaterfalkeSpedd, i® fhanci@Eposition
as at 31 December 2014 and the results of its operations and its cash flows for the year then ended, in accordance

with the provisions of its Financial Regulation and the accdur@i OOl AO AAT POAA cAountim@EA #1711
officer.

Opinion on the legality and regularity of the transactions underlying the accounts
)yl OEA #1 00080 1 PEITEITh OEA OOAT OAAOET T O O1 AAROI UET ¢ Ol
legal and regular in all material resgs.

Emphasis of matter in relation to the reliability of the accounts

Without calling into question the opinion expressed in paragraph 8 (above), the Court draws attention to the
valuation of the Schengen Informaitin System (SIS Il), the Visa Information System (VIS)EUWRODAEsystems)

E1T OEA 1 CAT AUBO AAAT O1 6008 4EA 1T PAOAOGEITT AT 1T AT ACAT AT O 1
I £ OAI EAAT A AT A Aiibpi AGA ET & Oi AGET 1T EI OAOPAAO 1 & OE!
accounts attheit AO AT T E OAI OAO AO PAO OEA #iii EOOE]| IEURS6AT I EO /

million at date of transfer an@UR2.1 million at 31 December 2014). These values relate mainly to hardware and
off-the-shelf software components and do not indiel software development costs (see note 6.3.1 to thauwl
accounts of the Agency).

Summary of findings andrecommendations

The ECA made two commertts
1. Budgetary managemertt very important:

1 out of the EURG.6 million committed appropriations for titles | (staff expenditure) and Il (administrative
expenditure) which were carried over from 2013 to 2@EYR1.7 million (26%) were cancelled in 2014,
showing that budgetary needs were overestimated at the en@@13

2. Budgetary managemerg very important:

1 Committed appropriations carried over to 2015 were very high for title Il (administrative expenditure) at
EUR15 million, i.e. 826 (2013:EUR6 million or 79%). These carmovers mainly resulted from delage
DOl AOOAT AT 6O &£ O OEA A@OAT OETT AT A OAEOOBEBOGEI AT O
committed appropriations were also high for title Il (operational expenditureffdiR24.5 million (85%)
(2013: no comparative figures available), mgim relation to multiannual contracts for the maintenance

27These include the balance sheet and the statement of financial performance, the cash flow table, the statement of chaegessets and
a summary of the significant accounting policies and other explanatory notes.
28These comprise th budgetary outturn account and the annex to the budgetary outturn account.

29111 OEA AiT1AT 00 1 AAAUADT Bt OOATOAS OAOAA AO O
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of the IT systems. The high levels of cancelled cangrs from 2013 and the extent of catwyers made
from 2014 to 2015 is at odds with the budgetary principle of annuality. Reliable procefiurésidget
planning, execution and monitoring need to be put in place.

2.8.  Follow-up of recommendations and action plans for audits

Status of audit recommendations
Out of the 30 recommendations issugohe was merged, four were closed a8l recommendations are open.
So far, IAC and ECA followed up their recommendations issued in 2014 and the closure rates are:
1 IAC followup closure rate 5@
1 ECA followup closure rate 58
The following table provides an overview of audit recommendations:

IAS, IAC and ECA
) Total  of In

recommendations by , Merged | Closed Implemented Past due

_ which: progress
rating
Criticaf? 0 0 0 0 0 0
Veryimportant3! 15 0 3 5 7 0
Important®? 15 1 1 4 9 0
Total 30 1 4 9 16 0

* Allthe recommendations issued by ECA are ratedasy importan

Reading key for the headers in the table above:

Merged z the Auditor merged the recommendation with a similar one,

Closedz the Auditorformally closed the issue,

Implemented74 EEO EO Al AOOAOOEI 1T AU OEA OAATIT 1T AT AAGEN 1T T x1 /
with a view to closure,

In progressz Implementation proceeds according to the plan. Deadline not due or new action plan / deadline agreed
with the Auditor,

Past due z Recommendation was not implemented by the agreed deadline. Management Board attention is
required. The objective is to monitor the implementation of action plans put in place following various audit
recommendations.

Brief presentation of critial and very important issues

30Critical: Fundamental weakness in the audited process that is detrimental at the Entity level.
31Very important: findamental weakness in the audited process that is detrimental to the whole process.
32Important: Significant weakness in the whole audited process or fundamental weakness to a significant part of the aud#.proce
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planning, execution and monitoring need to be put i

place.

# Auditor / Year / Audit title z Issue Rating Owner Status
ECA /2014 / Report on the annual accounts of the Ver
1 Agency for the financial year 20Z3nternal Control im )értant ED Closed
Standards (ECA) P
ECA /2014 / Report on the annual accounts of the ver
2 Agency for the financial year 20%3nsurance very Head of RAD | Implemented
. important
coverage for fixed assets
ECA /2014 / Report on the annual accounts of the Ver
3 Agency for the financial year 20 ontribution of very Head of RAD | Implemented
: ) important
associated countries
ECA /2014 / Report on the annual accounts of the Ver
4 Agency for the financial year 20¥3eadquarters very Head of GCU| Closed
. . important
agreement with Estonia
IAS / 2015imited Review of the Implementation of
5 Internal Control Standards (ICS®). Finalise the Very Head of I Droaress
ethical framework and ensure evidence of acceptar] important HRTU brog
by staff members
IAS / 2015 / Limited Review of the Implementation Ver
6 Internal Control Standards (ICS$). Timely adoption | . Y Head of GCU | Implemented
Important
of the Annual Work Programme
IAS / 2015/ Limited Review of the Implementation q | Head of RAD
’ Internal Control Standards (IC5sl10. Establish a y Management | In progress
. Important
Corporate IT Governance Strategy and Policy Committee
o . . ED
IAS / 2015 / Limited Review of the Implementation
g8 | Internal Control Standards (ICS4)l.Complete the | Very Head of GCU imolemented
establishment of a comprehensive process handbo{ Important Head of OIU P
and exception reporting
ICC
IAS / 2015 / Limited Review of the Implementation Ver Securit
9 Internal Control Standards (ICB5sl2. Adopt an Y cunty In progress
: . L Important Officer
agencywide Business Continuity Framework
10 | IAC /2014 / Audit Report on Budget Related Very Head of GCU Closed
Processeg2.2.3 Budget presentation Important Head of FPU
Critical Head of RAD
11 | IAC /2014 / AudReport on Budge1ReIa_ted Z Head of OPS | Implemented
Processeg 2.2.5 Internal Control overridden Very
: Head of GCU
important
IAC / 2015 / Audit Report on Contract Management Ver Head of RAD
12 | 1.2.1 Definition and orgasation of contract Im i/)rtant In progress
management p Head of OPS
13 | IAC /2015 / Audit Report on Contract Management] Very Head of FPU I broaress
1.2.2 Contracgovernance Important Legal Officer prog
ECA /2015 / Audit Report on the annual accounts ¢ Ver
14 | the euLISA for the financial year 201Budgetary Im )(/)rtant Head of RAD | In progress
needs were overestimated at the end of 2013 P
ECA /2015 / Audit Report on the annual accounts ¢
the euLISA for the financial year 201€ommitted
15 | appropriationscarried over to 2015 were very high f{ Very
title 11 and tittle Ill. Reliable procedures for budget | Important Head of RAD | In progress
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2.9. Follow-up of observations from the discharge authority,

At the time of preparation of this report the only discharge procedure for 2013 was accomplished, while procedure
for 2014 was ongoing. Table below provides information with regards to actions performed #gérecyto
address observations of the Dischargwuthority for 2013.

Area Remark Update from eu-LISA
Notes with concern that the As the book value of assets
Court's report emphasises the | transferred by the Commission tq
issues related to the valuatioof | the Agency has been establishec
the SIS 1I, VIS arldURODAC by the accounting rules of the
OUOOAT O ET OEA | Commission, there was no actior
accounts; that the Agency had to or could
notesfurthermorethat although perform in this respect.
the valuation was not materially
misstated, the C(_)urt found those The book value of transferred
ISSUes as essgntlal and drew assets keing derecognised on the
attention to this matter; side of the Commission was equ
notes that the operational of the book value being
management of those systems is recognised by the Agency #he
o the Agency's core task and that | time of transfer.
% the systems wererainsferred
o from the Commission to the
8 Agency in May 2013 by way of a| The Court repeated the emphasi
2 non-exchange transaction; of the matter in their
5 . observations for FY2014 that is
P notes, moreover, thatin the expected to be lifted for FY2015
romnon e s 25 book el o ansered
= development costpof those assets frprrthe Cqmm|55|on will
vd become immaterial due to the
systems, the v_alue of the§y§tqm yearly application of depreciation
was recorded inthe CAT AUC (¢ Joccot valve.
accounts at their net book values
AO PAO OEA #i11I
and updated at yeaend; Evolution of the book value of
is concerned that those values | Migrated assets in question:
relate mainly to hardware and
off-the-shelfsoftware -
components and do not include EURG.6 m|lllon at date of
software development cos transfer in 2013
EUR2.1 million at 31 December
2014
EURO0.2 million at 31 December
2015
T _ o Notes that according to Agency is not ira position to
® -g % Regulation (EU) No 1077/20111, provideanupdate as long athe
L5 the Commission was responsible remark does not call for any
§ £ 3 for the Agency's establishment | specific action on behalf of eu
= and initial operation until it was | LISA.
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grantedfinancial autonomy;

notes with concern that a delay i
the completion of the Agency's
accounting system affected its
payment planning and its
preparation of the provisional
accounts;

Notes that a more detailed
analysis per budget title could ng
be carried out by the Couds a
result of the budget being

executed by the Commission;

TheAgency is not in position to
provideanupdate as long as
remark does not call for any
specific action on behalf of eu
LISA.

'AET T x1 AACAO £A(Q
final annual accounts that budge
implementationrates were 966
for commitment appropriations
and 67 for payment
appropriations;

The Agency gradually adopts a
structured approach to budget
ownership, which is expected to
improveand furtherstrengthen
budgetary management,
monitoring, and control for all
appropriations.

It resulted in budget
implementation ratezincluding
automatic as well as nen
automatic carry forwards
exceeding 996 for both
commitments and payment
appropriations in the 2014
budget.

Takes note that according to
Regulation (EU) No 1077/2011,
countries associated witthe
implementation, application and
development of the Schengen
acquis ancEURODA@elated
measures must make a

budget;

notes, furthermore, that

although Schengerassociated
countries were using theystems
managed by the Agency in 2013
OEA #1111 EOOET T8
were still ongoing;

calls on the Agency to inform the
discharge authority about the
state of play as regardbe
negotiations;

.| As a final stepnational

Negotiations with associated
countries have been led by the
European Commission rather
than theAgency, and individual
agreements concluded with each
of them.

parliaments of these countries
had to ratify the agreements.
Iceland ndified the Council on
23July2013 that it accepted the
Regulation. Similarly,
Lichtenstein informed the COM
on 25February2014 that its
constitutional requirements have
been fulfilled thereby making the
Agency Regulation binding on it.
Switzerland and Nrway have not
accepted the establishing
Regulation in their legal order
yet.

Signature ofthe envisaged
arrangement between the EU
and the associated countries on
the modalities of their
participation in the Agency
(including on voting rights and or]
financial contributions) is
pending/stumbling on the
outstanding issue of Article 8 on
privileges and immunities (PPI).
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Initialling of the arrangement
would not be possible before
acceptance by all associated
countries of the arrangement.

As mentioned abovethe
financial contribution of the
associated countries to the
Agency is foreseen in the
arrangement. As far as titles 1
and 2 of the Agency budget are
concerned the financial
contribution is due as from 1
December 2012the date of entry
into operation ofthe Agency and
payable as from the date of
conclusion of the arrangement.
As far as title 3 of the Agency is
concerned, the financial
contribution is due and payable
as from 1December2012 on the
basis of the respective
Association agreements.

Inautumn 2014 the COM'
services concluded that the
Agency may issue recovery
orders for the contributions of the
associated countries to Title 3
carried outon the basis of the
association agreements without
waiting for the conclusion or the
entry into force of the
arrangementthat is being
negotiated. Neverthelesshe
Agency already started to recove
the direct expenditures related to
the use of the systems from thes
countries and for 2013
expenditureof EUR0.6 million
wasrecovered.

Commitments and carry-overs

Notes that the budget
monitoring efforts during the
financial year 2013 resulted in a
budget implementation rate of
98.95% and that the payment
appropriations execution rate
was 2894 %;

The Agency gradually adopts a
structured approach to buget
ownership, which is expected to
improve and further strengthen
budgetary management,
monitoring, and control for all
appropriations. It resulted in
budget implementation ratehat
Zincluding automatic as well as
non-automatic carry forwardg
exceead 99 %for both
commitments and payment
appropriations in the 2014
budget.
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Notes that the high level of
committed appropriations carried
forward to 2014 comemainly
from Title Il and Title 1lI
appropriations and is due to the
fact that the Agency has a
number of multiannual contracts
related to its core activities;

TheAgency is not ira position to
provideanupdate as long athe
remark does not call for any
specific action on behalf of eu
LISA.

Procurement

and
recruitment

procedures

Notes that for 2012, neither
sampled transactions nor other
audit findings have led to any
ATiT T AT 006 11T OEA
procurement procedures in the
#1 00060 OAPI 00T

Agency is not ira position to
provide update as long as
remark does not call for any
specific action on behalf of eu
LISA.

Prevention and management of conflict of interests

Expresses its deep concern abol
OEA 1 CAT AU8O EA
OEA AEOAEAOCA A
guestionnaire relating to
guestions on conflicts of
interests; calls on the Agency to
inform the discharge authority
about the policies put in place
with regard to the prevention and
management of conflicts of
interests; urges the Agency to
publish CVs and declarations of
interests of its Executive Director
Management Board and national
experts who sibn Advisory
Boards by the end of December
2015;

Art. 21 of the Age AUS O
establishing regulation requests
all members of the Management
Board and Advisory Groups to
issue an annual public statement
of interest in writing.The Agency
follows strictly this requirement
and all annual statements are
dully signed and kept byhe
Secretariat of the Management
Board. Furthermore, there are ng
national experts sitting in the
Management Board and Advisory
Groups of the Agency.

Followingthe observation othe
Discharge Authoritythe Agency
publishedonits web sitethe
annual pullic statement of
interest of the Executive Director
the Chair and the members of th
Management Board.

The nternal Code ofonduct has
also been published.

Finally, the Management Board
adopted in November 2015 the
Anti-fraud strategy of the Agency

Internal controls

Takes note that the project to
implement the Agency's internal
control standards (ICSyas
ongoing at the end of 2013 and
that the ICS were approved by
the ManagementBoard in June
2014;

TheAgency is not ira position to
provideanupdate as long as
remark does not call for any
specific action on behalf of eu
LISA.

Notes from the Court's report
that the Agency has no insuranct
coverage for fixedangible

assets except for multirisk fire
for its seat premises in Tallinn;
calls on the Agency to inform the
discharge authority about the
results of any remedial actions
taken regarding this matter;

Followingthe recommendation
of the Court, the agency started
and sucessfully concluded a
procurement procedure to
acquire necessary insuranckn
insurancecontract has been
signed with DrabbeiNeff
Assurance company.
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Internal audit

Takes note that the Agency's
Internal Audit Capability started
to function in October2013;

TheAgency is not in position to
provideanupdate as long aa
remark does not call for any
specific action on behalf of eu
LISA.

Notes that the Commission's
Internal Audit Service (IAS)
carried out a preliminary risk
assessment of the Agency's
major administrative processes ii
order to prepare future internal
audit plans; points out that the
IAS identified a number of
potential high risk areathat have
been included in the audit
activities for 2014, including
businesscontinuity,
procurement, governance,
facilities management and
others; takes note that the
Agency has started implementing
measures aimed at mitigating the
identified risks;

Agency is not ira position to
provideanupdate as long aa
remark does not cafor any
specific action on behalf of eu
LISA.

Performance

Acknowledges that the Agency's
seat is located in Tallinn (with 46
occupied posts) while its
operational activities are carried
out in Strasbourg (with 79
occupied posts) and the busines
continuity site is in Sankt Johann
im Pongau (Austria);

takes noteof the Court's opinion
that management effectiveness
would increase and
administrative costs would be
reduced if all staff were
centralised in one location;

calls on the Commission to
thereforeinclude the advantages
and disadvantages of having
three different locations in its
evaluation report to be prepared
in accordance to Article 31 of the
I CAT AUBGO AOOAAI
in particular expected budget
savings, reflections on practical
arrangements and costs with
regard to a potential
centralisation ofits activities;

TheAgency is not i position to
provideanupdate as long as the
request of the European
Parliament has been directed to
the European Commission.

Takes note that at the time of the
Court's audit, negotiations were
ongoing between theAgency and
the host Member State with the
aim of reaching a headquarters
agreementthat would clarify the
conditions under which the
Agency and its staff will operate;

The negotiations have been
successfully concluded and the
agreement signed between the
Agency and France for the
operational site of the agency in
Strasbourg. As of today the
agreement still expects
ratification from the Parliament
of France.
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calls on the Agency to inform the
discharge authority about the
state of play of thenegotiations
until the end of December 2015;

Acknowledges that the Agency | The negotiations have been
has started its operations in successfully concluded and the
December 2012 and hagined agreement signed at the end of
financial independence only in | 2014. The Headquarters

May 2013; Agreement was ratified by the
Estonian Parliament on 18th
Februay 2015 and entered into
force in March 2015

calls on the Agency to conclude
as urgent as possible a
headquarters agreement with
Estonia,that will clarify the
conditions under which the
Agency and its staff operate;
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Part Il (b) External Evaluations (where
applicable)

At the time of writing this report (January 2016) the Agency is undergoing an external evaluation, in accordance with
Art. 31 ofRegulation 1077/2011. After the evaluation is concluded in February 2016 the Agency will develop a plan
to address recommendationand reflect on any recommendations resulting from the evaluation. The plan will be

adopted by the Management Board
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Part lll Assessment of the effectiveness of the

Internal control sysems
3.1. Risk Management

The Agency is following a comprehensive risk management framework that includeanamnual basis the

collection of risks, the assessment andioritisation of risks as well as the performing of a corporate risk
management workshophat is carried out during the 4th quarter of each year. At the workshop, risk owners as well

as risk strategies and responses are decided. The outcome is documiertteslannual corporate risk response plan

which is valid until the following annual corporate risk management workshop, defining also the detdhe figk-

monitoring exchange between the risk owners and the Corporate Governance and Risk Managerfiegit Of

For the year 2015, in totagight AT OBT OAOA OEOEO EAOA AAAT EAAT OEZAZEAA AT A
risk response plan, mostly related to areas of budget, resource and planning. For those risks, 23 individual risk
measures have beepuilt up with the nominated risk owner®f which 21 have been implemented to sufficiently

mitigate the risks identified and their impact for the orgasaition.

In order to miniméA OEOEO OACAOAEIT ¢ AZOAOAh OAI AGAT O POT AAAOOAO 1
updated, communicated and made available to staff. @mannual basis trainings organised to create awareness
amongst staff.For details on theight corporaterisks please refer to Annex VII.

3.2. Compliance and effectiveness of Internal Control
Standards

All 16 approved edLISA Internal Control Standards have been applied and integrated in a balanced way to the tasks
stemming from the AWP 2015 for the Agency. D13, the 16 Internal Control Standards have been further detailed

to 144 individual ICS measures, assignetetevantstaff members in the orgasation. To support the efficient and
effective implementation of ICS at eulSA, the established function ohé Internal Control Coordinator (covered

by the Corporate Governance and Risk Management Officer) creates a focal point for providing information and
awareness as well as a capacity for monitoring and reporting.

On an annual basis, the effectiveness anffigiency of the Internal Control System is assessed by the Internal

Control Coordinator. For this purpose, the-eu) 3! ) 1T OAOT Al #1171 0011 30AT AAOASO OA«
of each individual measure related to the implementation of the Intér@antrol Standards at the Agency) is

consulted to extract the necessary datavhich is summaged and forwarded as a report to the elISA
Management Board fotheir information. Alongsidethis annual, internal assessment of the ICS implementation,

the 1st quarter of 2015, the Internal Audit Service has assessed the implementation of the Internal Control Standards

at the Agency: following a generally positive result, an action plan was concluded to support the Agency in further
achieving compliance.

Revewingthe 2015 ICS compliance effortis,can be seen thah number of key deliverables in relation to ICSs are

Al OAAAU ET bi AAA jAs8cs8qs &I O T OEAO AOAAO xEOE OEA EIi bl
works are on good track: fgsponses tanissing items for achieving or maintaimg compliance have been planned

and assigned to actors, designated actions for 2015 are foreseen. Finally, the compliance status of some ICSs at the
end of 2014 has to be seen in the light of the overall establishment process of the Agency.

To further faci EOAOA OEA ' CAT AUGO A&£EEI 00 ET EAOEI ¢ Al AEEEAEAI]
Control Coordinatoiin 2015performed a prioritsation exercise which results in proposals for 2016 updates to the

ICS measures for implementation thife Internal Control Standards. As outcomes, the Agency in 2016 will focus on

a datus update to be delivered in January 2016 as agrEeddetails on the implementation of the IQ8ease refer

to Annex VII.
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Part IV. Managemendssurane

4.1. Review of the elements supporting assurance

The building blocks of assurance underpin the reasonable assurance given by the Authorising Officer in his
declaration of assurance of the Annual Activity Report. In summary:

Building block 1:
Assessment by management:

The management of the Agendyas reasonable assamce that, overall, suitable controls are in place and working
as intended; risks are being appropriately monitored and mitigated; and necessary impenis and
reinforcements aréeing implemented.

Furthermore, management of the Agency recognises the néadmaintaining a high level of efficiency of its
internal control environment and continuous assessment and strengthening of existing internal controls in order to
achieveand then maintain full compliance with the requirements of the 16 ICSs adopted and to ensure the
achievement othe objectives in its annual work program.

Register oéxceptions

The Agency has had a procedure in place for the registration of exceptionsZiée Inhe beginningof 2015, a
formal procedure for the registration and management of exceptions has been adopted. Its overall objective is to
establish appropriate arrangements to ensure that any exceptional circumstance of significant instances of
overriding controls or dviations from the established regulatory framework is well explained, registered and
reported in accordance with the principle of transparency. An exception must be documented, justified and
approved at the appropriate level before any action is taken.

In 2015, 15 exceptions and naompliance events from the established procedures were registered. The
Authorising Officer has determined that such exceptions or fmmmpliance events do not require a formal
reservation in the declaration of assurance on Haesis of materiality.

Building block 2 External audit results
IAS Opinion (ICS limited review)

The IAS acknowledges the efforts of-€USA, which enabled significant progress towards the full implementation
of the baseline requirements withithe relatively short timeframe since the Agency was granted its financial
autonomy in May 2013. Monitoring ICS implementation is a continuous process embedded in th¢ (risk
management routine of the Agency.

The implementation of the standards does not yet corresgam all aspects to the baseline requirements as defined
by the Commission and mutatis mutandis adopted byld$A. Important progress still needs to be made as four
standards are yet to be implemented, while six standards are considered largely impledhemtg six standards are
considered fully implemented.

ECA Opinior (Audit Report on 2014 Accounts)

Opinion on the reliability of the accounts

ylT OEA #1 000860 I PETEITh OEA AT 1 OAI AAAT O1 OO0 1T £ OEA ! CA
as at 31 December 2014 and the results of its operations and its cash flows for the year then ended, in accordance
with the provisio® 1T £ EOO &ET AT AEAT 2AcOI AGEIT AT A OEA AAAT O1 OE
officer.

Opinion on the legality and regularity of the traastions underlying the accounts:
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YT OEA #1 00060 1 PETEITh OEA GOMIhe yedr @ieédi3DDeCembeA2014G@ET C  OF
legal and regular in all material respects.

Emphasis of matter in relation to the reliability of the accounts

Without calling into question the opinion expressed in paragraph 8 (above), the Court draws attentithe
valuation of the Schengen Information System (SIS Il), the Visa Information System (VIEU&@DAEsystems)

ET OEA 1 CATAU80O AAAT O1 008 4EA TPAOAOGEITTAI 1 AT ACAT AT O 1
T £ OAT EAAT A AT A Aiipi AGA ET &£ Oi AGETI T ET OAOPAAO 1T £ OE/
accounts at theilr AO AT T E OAI BAOG AO PAO OEA #1111 EOOEIT T80 AiT E

EURG.6 million at date of transfer anBEUR2.1 million at 31 December 2014). These values relate mainly to hardware

and offthe-shelf software components and do not indiel software development costs (see note 6.3.1 to the annual
accounts of the Agency)EuLISA positiord EA OAT PEAOCEO 1T £ 1 AOOAOS OAEAOO O1
OOAT OEAOOAA AO AT TE OAI OA EOT |1 GHhd pattbfihe rcde3saiedtingde Wd X Q
financial autonomy of the agency. The procedure followed by the European commission was standard and applied to all
other EU agencies. As long as book valassefts¢ransferred by the Commission to the Ageras/been established

by the internal accounting rules of the Commission, there was notlaatitre Agency had to or could perform in this
OAODAAO8 00OAOCAT O OAiI PEAOGEO 1 £ | AOOAOE EO A OAPAOGEOEIT
accounts 2013. The emphasis should be lifted in the next audit period i.e. 201, as the value of those assets, net of
amortisation accumulated in the financial year 2015, will be materially insignificant. To illustrate with figures, below is
shownthe effect of amorsation, how the book value of those assets has decreased sindelZRa.8:millionat date

of transfer in 201EUR2.1 million at 31 December 20EWR0.2 million at 31 December 2015 (forecast Value)
Building block 3: Followup of reservations from previous reporting periods

The declaration of assurance of the Authorising Officer in the Annual Activity Report 2@1dotlicontain any
reservations.

Conclusion

Based uporthe abovestated in Part Il and Part,|IAconclusion can be made that there are no significant weaknesses
in internal controls identified that might have impact on the declaration of assurance.

4.2. Reservations (if applicable)

On the basis of the information provided above, the Authorising Offiiernot issue any reservations.
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4.3.  Overall conclusions on assurance (where applicable)
I, the undersigned, Executive Director of the European Agency for Operational Management of-Seadge IT
Systems in the area of freedom, securéygd justice (etLISA,)
In my capacity as Authorising Officer,
Declare that the information contained in this report gives a true and fair view.

State that | have reasonable assurance that the resources assigned to the activities described in this report ha
been used for their intended purpose and in accordance with the principles of sound financial management, and
that the control procedures put in place give the necessary guarantees concerning the legality and regularity of the
underlying transactions.

This reasonable assurance is based on my own judgement and on the information at my disposal, such as the results
of the selfassessment, exost controls, the work of the Internal Audit Service, the work of the Internal Audit
Capability andhe recommendations from the reports of the Court of Auditors.

Confirm that | am not aware of anything not reported here which could harm the interests of the Agency.

8888888 OEQT AOC)OAC]_
Krum GARKOV
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ANNEXES

Annex |. Core business statistics

In 2015 theManagementBoard of euLISA adopted a set of Key Performance Indicators (KPikg first
measurement of the KPIs &xpected in the scond semester of 2016. The list of KRIas follows:

Security:Number of identified critical shortcomings during security tests

Security: Number of implemented IT security preventative measures per IT system
EURODACSsystem availability

EURODACSsystem response time

Wide Area Network (WAN) availability (for SIand VIS systems)

SIS II: system availability

SIS II: system response time

VIS/BMS: system availability

VIS/BMS: system response time

Cancellation rate of carriedver payment appropriations

Rate @0) of budgetary commitments implementatian

Rate o) of utilisation of payment appropriations in the budget year

Ratio of investment / maintenance costs compared to overall cost of the systems under management
Ratio of administrative/support resources to operational resources

Number of payments completedithin the statutory deadlines

Average square metres of office space per FTE;(m?)

Number of external participants in the training courses

001 AOOAI A1 69 AT i PI EAT AR xEOE OEA ! CAT AUu60O 0071 AOOA
allocated budgefor procurements that has been implementgd

=2 =4 =4 4 4 4 -4 -4 -4 -4 -4 -4 -4 -4 A -4 -4 A

Procurement project managemen®o of main procurement projects on schedule

User satisfaction% of MS users satisfied or very satisfied with the overall service provided-hyS2
Strategicplanning:% of Milestones identified in the Annual Work Programme met or on schedule
Member States Systems Helpdesk Performance

Projectmanagement: assessing completed projects against defined quality/cost/time parameters

Percentage of audit recommendations implementedtiin stipulated deadlines

=A =4 =4 A4 -4 -4 -

HR: number of uncertified & certified absence days from work a year per employee (annualised average)
within reporting period

HR: Percentage of annual staff turnoyer

Staff skills index, calculated as the qualifications of jafiders vs. job requiremenis

HR: Staff satisfaction / engagement leyel

= =4 A =

Externalcommunications reaclof ew-LISA within selected media channels.



Annex Il. Statistics on financial management

1. Initial budget, transfers and amendingbudgets

The table below summarises at chapter level the internal budgetary transfers operated by the Agency for C1
funds, as well as the amending budget approved by the Management Board in August 2015.

Commitment Appropriations Payment Appropriatons
o Amending . o Amending .
Budget Chapter Initial budget Final budget | Initial budget budget Final budget

A-11 Salaries & allowances 13,803,754.00  -1,042,675.45 -850,000.00 11,911,078.55 13,803,754.00 -1,042,675.45 -850,000.00 11,911,078.55

Expenditure related to
A-12 R 88,000.00 -57,801.00 30,199.00 88,000.00 -57,801.00 30,199.00
A-13 Mission Expenses 300,000.00 300,000.00 300,000.00 300,000.00
A-14 Socio-Medical Infrastructure 1,013,600.00 -387,532.75 -100,000.00 526,067.25 1,013,600.00 -387,532.75 -100,000.00 526,067.25
A-15 Training for Staff 400,000.00 25,000.00 425,000.00 400,000.00 25,000.00 425,000.00
A-20 Expenditure for premises 13,040,000.00 705,625.08 13,745,625.08 13,040,000.00 705,625.08 13,745,625.08
A-21 Corporate IT & Telecom 1,450,000.00 275,200.87 1,725,200.87  1,450,000.00 275,200.87 1,725,200.87

Movable Property and
A22  pocociated Costs 115,000.00 -68,439.08 46,560.92 115,000.00 -68,439.08 46,560.92

Current Administrative
A-23 : 280,000.00 2,761.61 -50,000.00 232,761.61 280,000.00 2,761.61 -50,000.00 232,761.61

Expenditure
A-24 Postage 10,000.00 18,500.00 28,500.00 10,000.00 18,500.00 28,500.00
A-25 Management Board 240,000.00 -13,780.80 226,219.20 240,000.00 -13,780.80 226,219.20
A-26 Information and Publications 400,000.00 60,120.50 460,120.50 400,000.00 60,120.50 460,120.50
A-27 External Support Services 1,577,000.00 -560,765.14 1,016,234.86 1,577,000.00 -560,765.14 1,016,234.86
A-28 Security 820,000.00 -62,779.85 757,220.15 820,000.00 -62,779.85 757,220.15

har m Infrastr r
ooy astructure 4,510,000.00  -2,747,086.63 -800,000.00 962,913.37  2,510,000.00 -133,709.25 -1,300,000.00  1,076,290.75

(CORE Systems)

B3-1 SISl 2,100,000.00 864,747.20 -800,000.00  2,164,747.20 8,100,000.00  -1,668,173.42 -800,000.00  5,631,826.58

B3-2 VIS-BMS 26,450,000.00 -393,841.31 -1,900,000.00 24,156,158.69 19,450,000.00  3,705,477.88 23,155,477.88

B3-3 EURODAC 1,000,000.00  4,630,822.44 5,630,822.44 4,000,000.00 -1,072,736.83 0.00 2,927,263.17
Ext Supp Services directly

B3-6 | olated to CORE Systems 3,806,500.00  -1,134,545.57 -750,000.00  1,921,954.43  3,806,500.00 416,849.08 -2,025,000.00  2,198,349.08
Meetings missions dir related

B3-7 {5 the CORE systems 715,246.00 -205,136.00 0.00 510,110.00 715,246.00 -130,280.42 -75,000.00 509,965.58
Training directly related to

B3-8 operations 690,000.00 91,605.88 0.00 781,605.88 690,000.00 -10,861.03 -50,000.00 629,138.97

. TOTA 7200000000 - 525000000 6755910000 7280910000 - - 525000000 6756010000
2. Implementation of the budget of the year (fund source C1):
As far as the 2015 appropriations (fund source C1) are concerned the Agency reached a high level of budget

implementation, exceeding 996 in both commitment and payment appropriations taking intmnsideration
the automatic carryover of appropriations.



COMMITMENTS (C1) PAYMENTS (C1)

BUDGET TITLE Budgeted Budgeted

of which, executed 12,974,376.17  98.3% 12,702,845.23 97.9%
of which, automatic carry forward - 271,530.94 2.1%
of which, executed 18,238,443.19  100.0% 9,206,045.26 50.5%
of which, automatic carry forward - - 9,032,397.93 49.5%

TOTAL EUR 67,559,100.00 | 67,341,131.37| 99.7% 67,559,100.00 | 67,151,091.33| 99.4%

of which, executed 67,341,131.37 99.7% 57,847,162.46 85.6%
of which, carried forward - 9,303,928.87 13.8%

3. Implementation of the budget for other fund sources

In addition to the budget of the year (fund source C1), the Agency implemented appropriations:
M from internal assigned revenue (fund sourcé);
1 from internal assigned revenue carried over (fund source C5);
9 carry forward of commitments (differentiated in Title 3 and ndifferentiated in Titles 1 and 2) and
the corresponding payment (nedifferentiated only) appropriations from previous yegfsnd

source C8);

13,192,344.80  12,974,376.17 98.3 % 13,192,344.80  12,702,845.23 96.3 %

A-1 Staff expenditure ca 621.70 621.70
cs 314,632.88 255,456.42 81.2% 314,632.88 255,456.42 81.2%
Subtotal  13,507,605.38  13,229,832.59 97.9% 13,507,605.38  12,958,301.65 95.9%
c1 18,238,443.19  18,238,443.19  100.0 % 18,238,443.19  9,206,045.26 50.5 %

c2 10,232,443.46  10,232,443.46  100.0 % 10,232,443.46
gg:f;:;cgt‘gi;:: diure ca 24,200.00 15,744.33 65.1% 24,200.00 9,605.72 39.7 %
c8 491572822  4,517,314.20 91.9 % 491572822  4,517,314.20 91.9%
Subtotal  33,410,814.87  33,003,945.18 98.8% 33,410,814.87  13,732,965.18 41.1%
c1 36,128,312.01  36,128,312.01  100.0 % 36,128,312.01  35,938,271.97 99.5 %

ca 595.00 595.00

B0-3 Operational Expenditure c8 70,195,112.97 69,963,468.44 99.7 %

RO 3,968,800.27  2,967,493.44 74.8 % 3,968,800.27  1,518,179.58 38.3%
Subtotal  110,202,820.25  109,059,273.89 98.9% 40,097,707.28  37,456,451.55 93.4%

4. List of budgetary transfers

$O00ET ¢ woxyY OEA EI 11T xETC ET OAOT A1l OOAT OZAO 1 DAOAOGEIT I

Financial Regulation:

17/03/2015 A02600 Information and Publications 250,000.00 250,000.00



LIS.570

LIS.574

LIS.582

LIS.584

LIS.594

LIS.598

LIS.608

LIS.612

LIS.614*

LIS.616

LIS.627

LIS.633

LIS.635

LIS.638

LIS.639

LIS.641

07/04/2015

18/05/2015

17/06/2015

17/06/2015

13/07/2015

28/07/2015

28/08/2015

24/09/2015

24/09/2015

30/09/2015

27/10/2015

12/11/2015

16/11/2015

24/11/2015

24/11/2015

30/11/2015

A02700 External Support Services
B0330CEURODAGMWO

B0330IEURODAGther

A02330 Other Running Costs

A02331 HR fees and charges

A02200 Other Technical Equipment and Installation
A02400 Postage

B03200 VISBMS MWO

B03800 Training directly related to operations
A02000 Expenditure for premises EE

A02700 External Suppo8ervices

A02330 Other Running Costs

A02700 External Support Services

A02800 Corporate Security

A01402 European school

A02010 Expenditure for premises FR

A02020 Expenditure for premises AT

A02320 Legal Expenses

A02330 Other Running Costs

A02400 Postage

A02700 External Support Services

B03200 VISBMS MWO

B03201 VIBMS Other

A02000 Expenditure for premises EE

A02600 Information and Publications

A01100 Basic salary

A02320 Legal Expenses

A01100 Basic salary

A01101 Householdllowance

A01102 Dependent child allowance

A01103 Education allowance

A01104 TA Expatriation and Foreign Residence Allowances
A01105 TA Overtime Shifend oncall duty

A01110 Basic salary

A01124 Daily allowance

A01125 Monthly allowance

A01130 Insurance against sickness
A01131Insurance against accidents occupational disease
A01132 Unemployment insurance

A01140 Birth and Death Allowances

A01141 Travel Expenses for Annual Leave
A011440ther Allowances

A01181 Travel expenses (taking up duties)

A01182 Installation and reassignment allowance
A01183 Removal Expenses

A01184 Daily subsistenedlowance

A01200 Travel Expenses

A02000 Expenditure for premises EE

A02010 Expenditure for premises FR

A02030 Expenditure for premises BRUX

A02100 Corporate IT & Telecom

A02200 Other Technical Equipment and Installation
A02210 Furniture and Office Equipment

A02300 Office Supplies

B03000Shared System Infrastructure (CORE Systems)
B03200 VIBMS MWO

B03600 Ext Support Services directly related to CORE Systems
A01144 Other Allowances

A01401 Nursery allowance

A01110 Basic salary

A01401 Nursery allowance

A02100 Corporate IT & Telecom

A02320 Legal Expenses

A02600 Information and Publications

A02010 Expenditure for premises FR

A02210 Furniture and Office Equipment

B03000 Shared System Infrastruct(@ORE Systems)
BO330CEURODAGMWO

B03600 Ext Support Services directly related to CORE Systems
B03800 Training directly related to operations
A01100 Basic salary

A01104 TA Expatriation and Foreign Residence Allowances
A01132 Unemployment insurance

A01181 Travel expenses (taking up duties)

A01401 Nursergllowance

A01500 Training for Staff

B03600 Ext Support Services directly related to CORE Systems
B03730 Other meetings and missions

-250,000.00
0.00
0.00
-17,386.20
17,386.20
-10,000.00
10,000.00
-150,000.00
150,000.00
332,955.37
-332,955.37
-25,000.00
75,000.00
-50,000.00
-209,032.75
227,286.37
7,641.22
-7,641.22
-6,800.00
6,800.00
-18,253.62
0.00
0.00
20,000.00
-20,000.00
-196,000.00
196,000.00
-203,202.00
-18,789.00
-71,891.00
-25,014.00
-102,671.45
-3,876.00
-23,196.00
-11,000.00
-14,000.00
-25,432.00
-884.00
-8,951.00
-7,383.00
-100,573.00
-5,882.00
-45,758.00
-45,516.00
-87,478.00
-35,479.00
-21,001.00
59,500.00
151,971.00
-2,500.00
56,480.00
-25,000.00
-25,000.00
-7,000.00
0.00
279,215.45
370,310.00
8,500.00
-8,500.00
18,500.00
-18,500.00
250,000.00
-100,000.00
-150,000.00
-10,200.00
10,200.00
-700,000.00
700,000.00
4,000.00
-4,000.00
11,000.00
2,000.00
200.00
8,000.00
-131,200.00
110,000.00
0.00
0.00

-250,000.00
-174,313.00
174,313.00
-17,386.20
17,386.20
-10,000.00
10,000.00
-150,000.00
150,000.00
332,955.37
-332,955.37
-25,000.00
75,000.00
-50,000.00
-209,032.75
227,286.37
7,641.22
-7,641.22
-6,800.00
6,800.00
-18,253.62
-1,424,247.84
1,424,247.84
20,000.00
-20,000.00
-196,000.00
196,000.00
-203,202.00
-18,789.00
-71,891.00
-25,014.00
-102,671.45
-3,876.00
-23,196.00
-11,000.00
-14,000.00
-25,432.00
-884.00
-8,951.00
-7,383.00
-100,573.00
-5,882.00
-45,758.00
-45,516.00
-87,478.00
-35,479.00
-21,001.00
59,500.00
151,971.00
-2,500.00
56,480.00
-25,000.00
-25,000.00
-7,000.00
-100,000.00
379,215.45
370,310.00
8,500.00
-8,500.00
18,500.00
-18,500.00
250,000.00
-100,000.00
-150,000.00
-10,200.00
10,200.00
0.00
0.00
4,000.00
-4,000.00
11,000.00
2,000.00
200.00
8,000.00
-131,200.00
110,000.00
36,000.00
-36,000.00



B03000 Share@ystem Infrastructure (CORE Systems) -864,747.20 0.00

B03100 SIS Il MWO 864,747.20 -1,550,000.00
LIS.644 15/12/2015 B03200 VISBMS MWO 0.00 2,980,000.00
B0330CEURODAGMWO 0.00 -1,447,745.00
B03600 Ext Support Services directly related to CORE Systems 0.00 17,745.00
A01190 Weightings -57,900.00 -57,900.00
A01201 Other Expenses -36,800.00 -36,800.00
A01400 Annual medical chealp -20,300.00 -20,300.00
A01500 Training for Staff -85,000.00 -85,000.00
A02000 Expenditure fopremises EE -867.02 -867.02
A02010 Expenditure for premises FR -58,511.54 -58,511.54
A02030 Expenditure for premises BRUX -1,650.32 -1,650.32
A02100 Corporate IT & Telecom -31,279.13 -31,279.13
A02200 Other Technical Equipment and Installation -8,622.70 -8,622.70
A02210 Furniture and Office Equipment -1,016.38 -1,016.38
A02220 Documentation and Library Expenditure -9,000.00 -9,000.00
A02300 Office Supplies -2,993.51 -2,993.51
A02320 Legal Expenses -41,183.78 -41,183.78
A023300ther Running Costs -2,619.88 -2,619.88
LIS.646 21/12/2015 A02400 Postage 1,700.00 1,700.00
A02500 MB Meetings -12,616.98 -12,616.98
A02510 Other meetings -1,163.82 -1,163.82
A02600 Information and Publications -39,879.50 -39,879.50
A02700 External Suppo8ervices -34,556.15 -34,556.15
A02800 Corporate Security -12,779.85 -12,779.85
B03000 Shared System Infrastructure (CORE Systems) -1,182,339.43 0.00
B03200 VISBMS MWO -208,046.76 0.00
B03201 VIBMS Other -315,010.00 0.00
B0330CEURODAGIWO 3,930,822.44 457,040.56
B03600 Ext Support Services directly related to CORE Systems -1,508,855.57 0.00
B03710 Advisory groups -115,136.00 0.00
B03730 Other meetings and missions -90,000.00 0.00
B03800 Training directly related to operations -5,294.96 0.00
B03810 Training for Member States -49,099.16 0.00
B03000 Shared System Infrastructure (CORE Systems) 0.00 -33,709.25
B03100 SIS I MWO 0.00 -118,173.42
B03200 VISBMS MWO 0.00 496,262.43
B0330CEURODAMWO 0.00 -82,032.39
B03600 Ext Support Services directly related to CORE Systems 0.00 -11,205.92
LIS.648 AL B03710 Advisory groups 0.00 -72,209.77
B03720 Expenditure for staff on duty at backup site AT 0.00 -10,620.29
B03730 Other meetings and missions 0.00 -11,450.36
B03800 Training directly related to operations 0.00 -23,885.63
B03810 Training for Member States 0.00 -132,975.40
B03710 Advisory groups 0.00 -4,178.57
LIS.650 21/12/2015 B03720 Expenditure for staff on duty at backup site AT 0.00 2,901.80
B03730 Other meetings and missions 0.00 1,276.77

* C4 commitment and payment appropriations



Annex lll. Organisational chart

In 2015 the total staff populatioof eu-LISA consisted of 138 postmcluding 120 Temporary Agents, 12
Contract Agents andixSeconded National Experts.

The organisational chart shows the situation on 31 December 2015, presenting the Departments, Units and
Sectors as well as the individuposts subordinate to th&xecutiveDirector ofeu-LISA with the headcount of

the Temporary Agents posts. Attached to the organisational units are the posts of the Contract Agents and the
Seconded National experts that are marked in colour and are imdirthe respective headcount.

For each organisational cell of 4USA it presents the number of posts occupied that are indicatadumnd Q3
bracketsand a number of vacant posts that are indicategéquaref)drackets



i 4 justi -LISA)
perational management of large-scale IT systems in the area of freedom, security and justice {eu
S B Organisational structure with headcount - status on 31.12.2015

120 TA  {)occupied posts
11 CA  []vacantposts
6SNE




Annex V. Establishment plan

Establishment Plan 2015 of etLISA

The2015Establishment Plaincludes120 Temporary Agenposts.

Category and | Establishment plan authorised under theEuropeanUnion budget 2015
grade -

officials TA
AD 16 0 0
AD 15 0 1
AD 14 0 0
AD 13 0 3
AD 12 0 3
AD 11 0 1
AD 10 0 5
AD 9 0 7
AD 8 0 9
AD 7 0 15
AD 6 0 11
AD 5 0 20
Total AD 0 75
AST 11 0 0
AST 10 0 0
AST 9 0 0
AST 8 0 1
AST 7 0 1
AST 6 0 4
AST 5 0 13
AST 4 0 10
AST 3 0 15
AST 2 0 1
AST 1 0 0
Total AST 0 45
TOTAL 0 120

Information on the entry level for each type of post: Indicative tale

The tablebelowpresents the levels at which the key functions listed by the European Commission are represented
in etLISA. For the rolethat are named differently, both titles are presented in the table. It should be noted that
the entry grades that are higher thatmhose mentioned in Article 53 of the Conditions of Employment of Other
Servants of the European Union (the CE@&due to the recruitments orgased during the stardup phase of the
Agency, when the higher grades were allocated in the Establishment Plasofoe of the posts.



Key functions Type of contract |Function group, grade of [Indication of whether
(official, TA or [recruitment (or bottom of [the function is dedicated
CA) the brackets if published fto administrative
in brackets) support or
Nnerations
Headof Department- level 2 TA AD 12 IAdministration
Operational
Head of Unit level 3 TA IAD 10 IAdministration
Operational
Head of Sector level 4 TA, CA IAD 7, AD 8, AD 9, AD 10 JAdministration
FG IV Operational
Senior Officer TA IAD 9 IAdministration
Operational
Officer TA, CA IAD 7, FG IV IAdministration
Operational
Junior Officer TA, CA IAD 5, FG IV IAdministration
Operational
Senior Assistant N/A N/A IAdministration
Operational
Junior Assistant TA, CA IAST 2, AST 3, CAFG Ill  JAdministration
Operational
Head of Administration TA IAD 12 IAdministration
Head of Resources an
IAdministration Department
Head of Human Resources TA IAD 10 IAdministration
Head of Human Resources ai
Training Unit
Head of Finance TA IAD 10 Neutral
Head of Finance an&rocurement
Unit
Head of IT N/A N/A N/A
Secretary® TA AST 3 IAdministration
Assistant to the Head o Operational
Department or Assistant to the
Head of Unit
Mail Clerk N/A N/A N/A
\Webmaster-Editor N/A N/A N/A
Data Protection Officer TA AD 10 Administration
Accounting Officer TA AD 9 Neutral
Internal Auditor TA AD 9 I Administration / Neutral
Secretary to the Director TA IAST 5 IAdministration
Personal Assistant to the ED

33The Establishment Plan of dulSA doe not foresee the posts for secretaries. With the entry into force of the new Staff Regulations on 1
January 2014, eulSA decided to keep the grades approved in the Establishment Plan and to augment the tasks of the Assistants hired at




grade AST 2 and ASTor to reallocate the post for the different tasks. At the same time, when necessary, the secretarial work is performed
by the external service (the intrauros).



Annex V. Human and financialresources by activity

eu-LISA has not yeimplemented the Activity Bises Budgetingtherefore thisinformation is not available



Annex VI. Specific annexes related tdPart Il

At the end of 2015 ellISA conducted its secortienchmarking exercise performed according to the methodology
agreed by the Heads of Administration of the European AgenéfeBhe detailed results of this screening are
presented in theable below.

The screening was applied to all the-ELBA posts and not only to the posts listed in the Establishment Plan.
In 2015 the posts occupied by the external service providers (theintr@s personnel) havalsobeen screened.

The results of this benchmarkg exercise are presented Table @u-LISA results of the benchmarking exercise in
2015z external service (intranuros).

34Methodology for Agencies Job Screening annexed to the Note from the Meeting of the Héadgency of 1617 October 2014.
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eu-LISAresults of the benchmarking exercise in 2015 external service (intramuros)
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Benchmarking against previous year results

Indicative table provided by the European Commizdioal table to be added based on the recommendation of
the WG on benchmarking methodology

The indicative table presents the comparison of the results of the benchmarking exercise undertaken in 2014
and in 2015. The result shows a slight incréaglee number and percentage of posts of the Neutral typdich
occurredas aresult of recruiting additional Contract Agents to the Finance and Procurement Unit-ai&A

and thus reducing the percentage of the Operational and the Administrative Support and Coordination type of
posts.

The ratio between the Admnistrative versus Operational and Neutral posts remains at a similar level which in
2015 is 21.5%.

Jobtype (sub) category Year 2014 Year 2015
Administrative Support and Coordination 18.12% 17.75%
Administrative 13.08% 13.41%
Coordinatbn 5.04% 4.34%
Operational 71.50% 69.93 %
Generd 50.23% 49.43%
Progranme 12.15% 12.10%
Taop-leve Operationd 9.12% 8.4%
Evaluatbn & Impact assessmen 0 0
Neutral 10.38% 12.32%
Finance 10.38% 12.32%
Controf® 0 0

The percentages of the posts covered by the external service {mtreos) were calculated in accordance
with the benchmarking methodology for the first time in 2015. Therefore comparative dta for the year
N-1 (2014) weravailable.

Job Type (sub) category Year 2014 Year 2015

Administrative Support and Coordination 51.22%
Administrative 41.46%
Coordinatbn 9.76%
Operational 39.02%
Generd 34.15%

Progranme n/a
Top-leve Operationd| 4.88%

Evaluaton & Impact assessmer n/a
Neutral 9.76 %
Finance 9.76%

ControP® 0 n/a

35According to the Methodology for Agencies Job Screening there is no split between the finance and control functions aifittaé Ne

type.
36According to the Methodology for Agencies Job Screening there is no split bettheefinance and control functions of the Neutral

type.



Annex VII.Specific annexes related tdPart 1l

Identified risks
As outcome of the 2014/2015 risk assessment efforts, the following table shows the ranking of tHelGaP
corporate rislsfor euw-LISA at present:

Ranking Title

RISK 1 Budget reductions/insufficient resources to address Agency needs

RISK 2 Insufficientresources to deliver the core portfolio of the Agency

RISK 3 High Workload in Procurement Area

RISK 4 Inexistence of sufficient corporate IT resources

RISK 5 Inadequate planning of activities having an impact on stakeholder commitment and budg
consumption

RISK 6 Limited impact assessment of changes in legislation

RISK 7 Improper Premises

RISK 8 Limited organgational efficiency due to divided location




Internal Control Standards

Summary of Actions

Implementation
Status as of Y/E

Summary of Major
Actions Carried

Nr Title Undertaken Toward .
: ) (Full/In Forward/Planned in
Compliance in 2015
Progress) 2016
Mission statements have beer )
) Focused review of
. updated where required and o )
ICS 1 Mission ) o Full mission statements if
communicated withinthe )
L required
organisation
) Whistle-blower
, Ethical framework has been
Ethical and ) procedure to be
L approved incl. code of , )
ICS 2 Organisational ) Full established, Ethical
conduct, awareness sessions )
Values , Advisor to be
for staff have been orgaséd i
appointed
The competency
N framework is further
Contributions of managers to i ) )
. . establishedincluding
revised/approved Mulki ) ) )
) information on job
Annual Staff-Policy Plan to . )
) - . families skills
align stafftoed, ) 3! 0 O )
) o Do according to at least
Staff Allocation | objectives and priorities have _ o
ICS 3 . ) i In Progress the job description
and Mobility been given, an internal o
) and activities
vacancymechanism for
i i performed at euLISA.
recruitment is developed to .
. ) In parallel, the skills
assure mobility opportunity )
) database is
with the Agency o
maintained
accordingly
Staff Evaluation | Annual appraisal exercise 201 Annual appraisal
ICS 4 and finalised (including recording | Full exercise 2016 to be
Development training needs of staff) undertaken
In 2016, after a test
run inthe 1st half of
Management Board has
the year, the fullscale
L adopted 28key performance ) )
Objectives and | . . KPI reportingcyclewill
indicators. The Agency has )
ICS5 Performance L _ In Progress be established and the
) initially started to design an )
Indicators ) ) 1st KPI report will be
implementation concept for )
. submitted to the
the reporting i
Management Board in
November
) Corporate risk management )
Risk , 2016 corporate risk
framework applied and 2015 .
ICS 6 Management ) ) Full management exercise
risk managemenexercise .
Process to be carried out
concluded
Operational Structure of the Annual Workshop to
) Agency has been amended review the validity of
Operational ] ) )
ICS7 accordingly where required, | In Progress documentation
Structure

e.g. by reallocation of tasks
amongst entities or by

regardingthe
delegation of




introduction of sectors as
entities below the units. The
Executive Directodecision on
delegation of authority has
beencompleted

authority and sensitive
functions. Sourcing
strategy to be drafted,
followed by a
corporate IT strategy
including an annual
implementation plan

Processes and

Business Processes have bee
documented accordingly and
maintained. The Data
Protection Officer reviewed
annually processes and
procedures according to
annual data protection

To enhanceexisting

IT Service Catalogue
and Corporate Service
Catalogues to be

ICS8 charter/plansoas to ensure In Progress .
Procedures . ) merged. In ddition,
that data protection isapplied .
. . an Agencywide
accordingly. A fully establishe . .
: review of business
register of .
) . processes is foreseen
exceptions/deviations has
been created, including
related procedures and
awareness sessions given
Entity risk registers
are created based on
Entities (departments, units, corporate risk
sectors) implement the annua management
work programme (AWP) in a activities and the
structured way following a updated risk response
ICS 9 Management consistent process. A Full plan in order to
Supervision dedicated reporting process is provide input to 2016
in place to measuréhe corporate risk
progress achieved. The €o management
operation with OLAF has beer activities. Further
further initiated cooperation elements
with OLAF will be
added
Following the related
strategy, a business
Business continuity strategy i continuity plan for the
approved. Handover files & Agency is to be
deputising arrangements for created with related
Business financial workflow roles are exercises to be
ICS 10 o ) ) .| InProgress
Continuity available & communicated. Bi concluded. An annual

annual revision takes place in
March and September of each
budget year.

revision process of the
business continuity
plans for large scale I
systems is
documented. A




budget owneship
model, with
associated risk
assessment is
established, including
its periodic review
plan.

Instructions and trainindor
staff entering the Agency on

Electronic document

Document document and filing
ICS 11 ) . In Progress management system
Management management is providedhe ,
. . : to be implemented
filing plan and archivingolicy
is in place
External communication
strategy and annual action
L ) Internal and external
plan for its implementation L
i communication
has been implemented. .
) . strategies are updated
Copyright provisions are . .
i if required; a
respectedin all external i ] )
o satisfaction survey is
communication efforts and _ .
- carried out for this
sufficiently documented.
L purpose. For the
) Internal communication
Information and ) further establshment
ICS 12 o strategy and annual action Full
Communication : of the document
plan has been implemented.
_ ) management system,
An IT Security Plan is created related
approved and maintained )
. . documentation has to
according to the requirements )
. . be created in respect
Meetings with $aff are
of the COM standards
arranged at least oa
_ regardng adequate
quarterly basis by the
. . data management.
Executive Directoto
announce relevant issues
) ICS Manual for the
Accounting and _
) ) ICS Manual for the control of control of accounting
ICS 13 Financial : . Full , ,
. accounting data is in place data is updated if
Reporting .
required
Executive Directoensures .
. , No furthercompliance
) Commission's evaluation o . .
Evaluation of ) activity at this point
ICS 14 L standards are applied Agency| Full .
Activities ) ) ) foreseen for ICS 14 in
wide during evaluations 2016
(founding regulation 1077)
Awareness on the ICS Awareness
framework including presentations on the
Assessment of | mechanisms for reporting ICS framework
ICS 15 Internal Control | control weaknesses and Full includingthe provison

Systems

handling of exceptions/non
compliance events has been
given to staff. A seilf

of mechanisms for
reporting control
weaknesses and




assessment exercise has bee
performed; recommendations
were given formally to the
Authorising Officer to agree
on further implementationof
the ICS framework.

handling of
exceptions/non
compliance events. A
selfassessment
exercise is carried out
on the effectiveness of
eu-LISA's internal
control systems.

ICS 16

Internal Audit
Capability

Internal AuditCapacity is
operating and coordinates its
work with Internal Audit
Service. Annual audit work
plan and annual internal audit
report are in place

Full

The Internal Audit
Capacity is operating
and coordinates its
work with IAS The
annual audit work plan
andannual internal
audit report are
created. The
introduction of a
quality assurance and
improvement
program for internal
auditing is carried out
accordingto its
roadmap
















