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!ÂÏÕÔ ÅÕȤ,)3!  
 

European Union Agency for the Operational Management of large-scale IT Systems in the Area of 
Freedom, Security and Justice (eu-LISA) is the EU agency to provide a long-term solution for the 
operational management of large-scale IT systems, which are essential instruments in the 
implementation of the asylum, border management and migration policies of the EU. 

The Agency was established in 2011 (through Regulation (EU) No 1077/2011) and it started its activities 
on 1 December 2012. It is currently managing EURODAC, the Visa Information System (VIS) and second 
generation Schengen Information System (SIS II). 

The headquarters of eu-LISA are based in Tallinn, Estonia, whilst its operational centre is in Strasbourg, 
France. There is also a business continuity site for the systems under management based in Sankt 
Johann im Pongau, Austria. 

 

%ØÅÒÃÉÓÅ )ÎÔÒÏÄÕÃÔÉÏÎ  

 

4ÈÅ %ÕÒÏÄÁÃ %ØÅÒÃÉÓÅ ΨΦΧί ×ÁÓ ÉÍÐÌÅÍÅÎÔÅÄ ÁÓ Á ÐÒÏÊÅÃÔ ÁÓ ÐÅÒ !ÇÅÎÃÙȭÓ 3ÉÎÇÌÅ 0ÒÏÇÒÁÍÍÉÎÇ 
Document 2019 ɀ 2021, as part of the activities needed to be performed by eu-LISA in order to assure 
its stakeholders that the specific ISMS, BCMS and ITMS are in place and working as expected.  

The Eurodac 2019 exercise was organised by following a customised methodology developed and 
provided by ENISA to eu-LISA, which was based on the standard ISO 22398 - Societal security -- 
Guidelines for exercises.  

The participants agreed that the exercise would be a mixed combination of crisis management, 
(operational) management and cooperation. Strong elements of business continuity, disaster 
recovery, incident management, escalation and IT operations were foreseen to be included in the 
exercise scenario. This would allow the opportunity to take and test some of the current IT operations, 
escalation procedures, as well as the security, business continuity and disaster recovery processes.  

The exercise project was run in 3 phases: preparation, execution and evaluation. The participants had 
been made aware of the main expected outcomes for each phase and of the different roles to be 
fulfilled by each participant 

 

Contact  

For queries in relation to this paper, please use security-exercises@eulisa.europa.eu 

 

Legal notice 
 
Notice must be taken that this publication represents the views and interpretations of eu-LISA and 
other participants to Eurodac Exercise 2019, unless stated otherwise. This publication should not be 
construed to be a legal action of eu-LISA. 
 
This publication is intended for information purposes only. It must be accessible free of charge. Neither 
eu-LISA nor any person acting on its behalf is responsible for the use that might be made of the 
information contained in this publication. 

  

mailto:security-exercises@eulisa.europa.eu
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%ØÅÃÕÔÉÖÅ 3ÕÍÍÁÒÙ 

 According to the Regulation (EU) No 2018/1726 of the European Parliament and of the Council of 
14 November 2018 on the European Union Agency for the Operational Management of Large-Scale IT 
Systems in the Area of Freedom, Security and Justice (eu-LISA), and amending Regulation (EC) No 
1987/2006 and Council Decision 2007/533/JHA and repealing Regulation (EU) No 1077/2011, eu-LISA shall 
adopt the necessary security measures, including a security plan and a business continuity and disaster 
recovery plan.   

In regards to the Article 19, paragraph 1, point (z) of Regulation (EU) No 2018/1726 and in 
conjunction with the Article 38, paragraph 1 of the same Regulation, and of the Article 34, paragraph 
4 of Regulation (EC) No 603/2013 of the European Parliament and of the Council of 26 June 2013 on 
the establishment of 'Eurodac' for the comparison of fingerprints for the effective application of Regulation 
(EU) No 604/2013 establishing the criteria and mechanisms for determining the Member State responsible 
for examining an application for international protection lodged in one of the Member States by a third-
country national or a stateless person and on requests for the comparison with Eurodac data by Member 
States' law enforcement authorities and Europol for law enforcement purposes, and amending Regulation 
(EU) No 1077/2011 establishing a European Agency for the operational management of large-scale IT 
systems in the area of freedom, security and justice (recast), eu-LISA shall take the necessary measures 
in order to ensure the security and business continuity of the normal operation of the Eurodac central 
unit. According to the Article 34, paragraph 2 of Regulation (EC) No 603/2013, the security and business 
continuity measures necessary for the normal operation of the Eurodac national units shall be adopted 
by the Member States.  

As part of its regulatory responsibilities, eu-LISA needs to ensure its stakeholders, in particular the 
Member States, that the information systems under the operational management of the Agency are 
protected according to the legal requirements and the controls in place. Resilience has to be ensured 
to allow the continuous functioning of the systems in case of incidents, disasters or any kind of 
disruptions. In addition, applying the standards ISO 22301 and ISO 27001 as best practices, the 
effectiveness and efficiency of the security and business continuity need to be verified and tested 
periodically. In this regard, all events and specific incidents concerning the services associated with the 
systems managed by eu-LISA are properly handled when occurred. 

As part of this assurance process, following the success of the VIS Exercise 2017 and the SIS Exercise 
2018, eu-LISA has taken on board the initiative to plan  an end-to-end exercise also for Eurodac inviting 
all the EU Member States (MSs) to join on a voluntary basis.  

During 2019, eu-LISA and the 6 Member States (Finland, Italy, Latvia, the Netherlands, Portugal, 
Switzerland) took part in the Eurodac Exercise 2019, an end-to-end security, business continuity and 
disaster recovery exercise whose main purpose was to test the security, the business continuity and the 
disaster recovery capabilities of Eurodac. 

More than 100 people were enlisted in the preparation and the execution of this exercise. All 
participants managed to collaborate smoothly and without any problems.  
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The intensive preparation of the Eurodac Exercise started at the beginning of 2019 and was followed 
by the Eurodac Exercise execution on 5 and 6 November 2019. The evaluation of the exercise lasts 
approximatively two months after its execution.  

 

Positive conclusions of the exercise 

 

¶ As an overall conclusion, the exercise was successful. It also worked well from the planning and 
the content viewpoints. 

¶ During the game, the players showed experience and knowledge of the system and the 
processes and they could foresee the data loss and act accordingly in advance. 

¶ According to the EC observer, the process was much more mature than 2 years ago and serious 
efforts have been made. 

¶ It was the first of the three exercises where players managed to switchback from BCU to CU. 

¶ Following the failover process and implementation of the specific processes based on the 
current systems architecture and technologies, there was no data loss from any of the four MSs 
playing technically the scenario.  

¶ In most cases, the roles and responsibilities for Security and for Business Continuity were 
assigned ÁÔ ÔÈÅ ÐÁÒÔÉÃÉÐÁÎÔÓȭ ÌÅÖÅÌȟ before the exercise and the participants were familiar with 
them. 

¶ The players worked as a team. They were aware of the roles, responsibilities and assignments 
for security, BC and DR before the exercise. 

¶ MSs played the incidents well and followed the incident response procedure as they should. 

¶ Contractors were readily available and able to provide support to the players when requested. 

¶ The knowledge of the escalation procedures ɀ both for eu-LISA and the MSs - was sufficient 
and up to date. 

¶ In most cases, the players managed to report in due time to all relevant stakeholders according 
to the processes in place as expected. 

¶ All incidents were handled with respect to the SLAs. 
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Positive statistics of the exercise organisation 

¶ All of the participants (100%) intend to participate in future exercises organised by eu-LISA.   

¶ All of the participants (100%) found the exercise useful for the evaluation and testing of their 
IT operations as well as for the security and business continuity procedures of Eurodac. 

¶ 97% of the participants evaluated the Eurodac Exercise 2019 experience positively. 

¶ 94% of the participants evaluated the relevance and playability of the exercise incidents 
positively. 

¶ 97% of the participants evaluated the supporting material and information positively. 

¶ For further analysis of the statistical data, please refer to Annex A1. 

 

Main findings of the exercise 

 

Eu-LISA:  

¶ The process of failover was done remotely by the BCU on stand-by duty players, who are not 
specialised in running that activity. 

¶ There was no formal activation of the BC Plan, although the activities went ahead as if the BCP 
had been activated.  

¶ Some documentation (technical procedures) was identified as either missing from the 
dedicated sharedrive or not up to date. 

¶ 4ÈÅ ȰÆailover scriptȱ had been wrongly written and did not work. The procedure had to be done 
manually.  

¶ Some emails did not have the ȱ%xercise ɀ Exercise ɀ %ØÅÒÃÉÓÅȱ ÍÁÒËÉÎÇ and created confusion. 

¶ No access credentials were either created  or updated for all the on-duty personnel in BCU 

¶ When the players were taken out of their usual environment, they were not able to process 
their tasks easily.  

 

MSs: 

¶ Only some of the MS participants have specific RTOs and RPOs defined for their services.  

¶ MSs have a security policy or security plan in place. These plans/policies although  sufficient, 
were neither known nor updated.  

¶ Escalation procedures although sufficient, were neither known nor updated.  

¶ Security Controls for the NAPs are not aligned among MSs.  

¶ Roles and responsibilities for BC and DR have been assigned before the exercise execution, but 
this assignment is not documented in all MSs. Some players were not familiar with these roles.  

¶ At the national level, some players do not have a BCU site or test environment for Eurodac.  

¶ Phones of the MSs assigned for the exercise  were not working all the times. 

¶ Local monitors faced difficulties keeping  track of things between players and at the same time  
report to the Exercise Control room. 

 

 

Key recommendations from the exercise 

 

¶ Stand-by duty players in BCU should be trained and familiar with running BC related activities. 

¶ BC Plan should be incorporated to the incident management process and activated in major 
incidents. 
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¶ All the necessary documentation should be updated and available to all concerned  parties 
related to BC activities.  

¶ ȰÆÁÉÌÏÖÅÒ ÓÃÒÉÐtÓȱ ÓÈÏÕÌÄ ÂÅ ÃÈÅÃËÅÄ ÒÅÇÕÌÁÒÌÙ against their effectiveness.  

¶ 0ÌÁÙÅÒÓ ÓÈÁÌÌ ÁÌ×ÁÙÓ ÕÓÅ ÔÈÅ ȱ%ØÅÒÃÉÓÅ ɀ Exercise ɀ %ØÅÒÃÉÓÅȱ ÍÁÒËÉÎÇ ÆÏÒ ÅØÅÒÃÉÓÅ 
communications. 

¶ Access credentials should be checked periodically for their effectiveness. 

¶ Players should be able to work effectively and efficiently, even away from their personal 
workstations.  

¶ RTOs and RPOs should be clearly defined for all the critical services both  at  a national and   
centralized (eu-LISA) level. 

¶ Policies and plans should be reviewed and updated periodically.  

¶ Policies and plans should be known to all the personnel engaged in  BC activities.  

¶ Security Controls should be aligned among MSs.  

¶ Players should be familiar  with  their roles and responsibilities and able to react accordingly in 
case of a disruptive incident. 

¶ All MSs are strongly encouraged to implement BCU sites. 

¶ Phone lines assigned for the exercise purposes should be working properly.  

¶ Local monitors should have the relevant resources available in order to perform their tasks.  

¶ Where applicable, MSs should assess the implementation of a Back-up site or a test 
environment.  
 

Key Performance Indicators (KPIs) at a glance 

 

KPI  
a/a 

KPI 
Star system  

(Positive answers out of 10) 

1 Is there any security policy or plan in place? If 
yes, are the security policy and/or plans 
sufficient? 

ĊĊĊĊĊĊĊĊĊĊ 

2 
Have the roles and responsibilities for security 
been assigned? Are they part of the team 
handling incident management processes? Are 
the designated staff aware of their 
assignments? 

ĊĊĊĊĊĊĊĊĊĊ 

3 
Are there specific security controls in place to 
ensure the proper response in case of disruption 
security incident? 

ĊĊĊĊĊĊĊĊĊĊ 

4 
Are RTOs and, where applicable, RPOs suitably 
defined; esp. for restoring main services? ĊĊĊĊĊĊĊĊĊĊ 

5 
Have the defined RTOs and RPOs been 
achieved during the exercise execution? ĊĊĊĊĊĊĊĊĊĊ 

6 Have the roles and responsibilities for BC and 
DR been assigned? Are the assignees aware of 
their assignment? 

ĊĊĊĊĊĊĊĊĊĊ 

7 Have the BC teams been trained accordingly 
and have knowledge of the BC and DR 
processes? 

ĊĊĊĊĊĊĊĊĊĊ 
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KPI  
a/a 

KPI 
Star system  

(Positive answers out of 10) 

8 Are the updated versions of the disaster 
recovery procedures available to the 
personnel? 

ĊĊĊĊĊĊĊĊĊĊ 

9 Are the disaster recovery teams able to use the 
specific procedures without detailed support? 
Have they been training accordingly? 

ĊĊĊĊĊĊĊĊĊĊ 

10 
The time taken to escalate to the needed fora in 
case of an incident. 

 
ĊĊĊĊĊĊĊĊĊĊ 

11 
The number of situations when the 
organisation failed to report in due time to all 
relevant stakeholders according to the 
processes in place. 

ĊĊĊĊĊĊĊĊĊĊ 

12 
The number of cases when the organisation 
failed to update the stakeholders regarding the 
progress in managing incidents, as per the 
process in place. 

 

ĊĊĊĊĊĊĊĊĊĊ 

13 
The number and types of processes identified 
as needed to be formalised in order to ensure 
the coordination and communication with both 
internal and external stakeholders. 
 

ĊĊĊĊĊĊĊĊĊĊ 

14 
The percentage of incidents resolved at first 
line support that meet the SLA 
 

ĊĊĊĊĊĊĊĊĊĊ 

15 
The percentage of Incidents resolved by group: 
SD, 2nd Line, 3rd Line, external 
 

ĊĊĊĊĊĊĊĊĊĊ 

16 
The number of unresolved incidents 

ĊĊĊĊĊĊĊĊĊĊ 

17 
The number of incidents resolved (tickets 
closed). ĊĊĊĊĊĊĊĊĊĊ 

18 
Time taken to resolve each incident. 

ĊĊĊĊĊĊĊĊĊĊ 

19 
The number of instances when the organisation 
did not meet the Incident Management SLA. ĊĊĊĊĊĊĊĊĊĊ 
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1. %ØÅÒÃÉÓÅ /ÖÅÒÖÉÅ× 

1.1 Scope of the Exercise 

In order to ensure the technical simulation of the exercise scenario, since there is not an exercise 
environment dedicated for Eurodac, there was the need to create an ad-hoc exercise environment, 
composed of the pre-production environment of CS Eurodac and the test environment of the Eurodac 
national systems. The production environment of the Eurodac system was excluded from the scope 
since the beginning of the project. In addition, the other information systems under the operational 
management of eu-LISA were excluded from the scope of the project. 

1.2 Goals and Objectives 

The execution of the Eurodac Exercise 2019 aimed to achieve the high-level goals of the exercise, to 
fulfil its specific objectives and keep within the boundaries of the Exercise scope. In order to ensure that 
the Exercise was in line with all the stated aims, specific Key Performance Indicators (KPIs) have been 
approved and used for measurement of the success of the Exercise. 

For this exercise, the participants have agreed the following exercise goals: 

1) Validation of the security policies and procedures for the Eurodac central unit and national units; 
2) Validation of the business continuity policies and business continuity and disaster recovery plans 

for the Eurodac central unit and national units; 
3) Identifying opportunities for improvement of the current incident management processes; 
4) Identifying gaps regarding the coordination and communication in case of crisis. 

The participants have agreed on the following exercise objectives: 

1) Assess and test the effectiveness and efficiency of the existent security controls in place for 
Eurodac; 

2) Analyse the effectiveness and efficiency of the activation procedures and disaster recovery 
processes for Eurodac central unit and national units; 

3) Identify any gaps and/or opportunities for improvement of coordination and communication in 
case of crisis with both the internal and the external stakeholders; 

4) !ÓÓÅÓÓ ÁÎÄ ÔÅÓÔ ÔÈÅ ÏÒÇÁÎÉÓÁÔÉÏÎȭÓ ÃÁÐÁÂÉÌÉÔÙ ÔÏ ÄÅÔÅÃÔ ÁÎÄ ÐÒÏÐÅÒÌÙ ÒÅÁÃÔ ÔÏ Á ÃÒÉÔÉÃÁÌ ÉÎÃÉÄÅÎÔ 
situation; 

5) Assess and test effectiveness of the incident management procedures. 

 

 
A. Key Performance Indicators (KPIs) 

The Exercise KPIs, which ensure the measurement of achieving the high-level goals and the specific 
objectives of the exercise are outlined in the table below: 
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1.3 Target Audience  

 

The main target audience of the Eurodac 2019 was eu-LISA and the authorities responsible for the 
national management of Eurodac from the level of the EU Member States. In total, 6 Member States 
(Finland, Italy, Latvia, the Netherlands, Portugal and Switzerland) officially registered for the 
exercise and one Member State observer and the European Commission. 

 

1.4 Exercise Setup and planning 

The following planning of the exercise implementation has been agreed by the exercise participants: 
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Exercise Phase Period 

First Preparatory meeting 14 February 2019 (Strasbourg) 

Second Preparatory Meeting 27 March 2019 (Strasbourg) 

Third Preparatory meeting 20 June 2019 (Strasbourg) 

Workshop on the initial drafting of the 
injects (2 days eu-LISA and ENISA; 3rd day 
with 2-3 participant MSs joining on a 
voluntary basis) 

2-4 July 2019 (Athens) 

Draft of the injects July ɀ August 2019 

Webinar to discuss the proposed injects for 
the scenario 

11 September  2019 

 

Fourth Preparatory meeting 18 September, 2019 (Strasbourg) 

Preparation of the exercise technical 
environment for the players 

21 October ɀ 4 November 2019 

Execution of the Exercise 
5-6 November 2019 (eu-LISA CU and BCU sites, 

MSs sites) 

Evaluation Meeting 5  December, 2019 (Tallinn) 

Presenting the exercise report to the eu-
LISA Eurodac Advisory Group for opinion 

February 2020 

Presenting the exercise report to the eu-
LISA Management Board for adoption 

March 2020 

 

 

  



eu-LISA LIMITED BASIC 

Eurodac EXERCISE 2019 REPORT ɀɂ 13  

eu-LISA LIMITED BASIC 

1.5 Exercise Scenario 

 

The exercise scenario of Eurodac Exercise 2019, as agreed by all the participants is the following: 

 

Event 1: Malware infection on SPoC Mail system. 

eu-LISA is affected by a malware attack via SPoC Mail, which eu-,)3!ȭÓ 3ÅÒÖÉÃÅ $ÅÓË ÒÅÃÅÉÖÅÓ ÖÉÁ 
malicious file sent by mistake by one of the Member States. 

Incident 1: Unavailability of SPoC Mail  

When receiving an email via SPoC Mail, eu-LISA Service Desk operator opens the attachment of the 
message, and the malware executes on the EUWS workstations, blocks the SPoC Mail WS, and thus 
ÁÆÆÅÃÔÓ ÔÈÅ !ÇÅÎÃÙȭÓ ÁÂÉÌÉÔÙ ÔÏ ÕÓe SPoC Mail for Eurodac. Practically, eu-LISA cannot use the EUWS 
workstations and connect to the service directly, all is blocked. It degrades eu-,)3!ȭÓ ÃÁÐÁÂÉÌÉÔÙ ÔÏ ÓÅÎÄ 
SPoC emails. (impact on eu-LISA and MSs)  

eu-LISA is unable to communicate with MSs via SPoC Mail, thus eu-LISA has to identify an alternative 
method of communication with MSs.  

)ÎÃÉÄÅÎÔ Ψȡ -ÁÌ×ÁÒÅ ÉÎÆÅÃÔÉÏÎ ÏÆ -3Óȭ 30Ï# -ÁÉÌ ÓÙÓÔÅÍÓȢ ɉÉÍÐÁÃÔ ÏÎ -3ÓɊ 

The malware also sends a copy of the file to all the MSs via SPoC Mail. 

Incident 3: Malware infection of eu-,)3!ȭÓ %573Ȣ ɉÉÍÐÁÃÔ ÏÎ ÅÕ-LISA).  

The malware starts to infect also EUWS internal share drive (e.g.: crypto lock).  

Due to malware affected the CU EUWS workstations, eu-LISA cannot manage to reach and operate 
Eurodac. 

After a couple of hours eu-LISA and the MSs manage to restore the system and get back to normal 
operations and SPoC Mail service is restored with all the MSs. 

 

Event 2: Network connection failure at eu-LISA CU site. 

Due to maintenance work in the datacentre some network equipment is destroyed: 

Incident 1: P2P connection lost between CU and BCU. (impact on eu-LISA) 

Because of the negligence of some maintenance workers in the datacentre, some corrosive substances 
negatively impact part of the racks containing the network equipment and as a result the P2P 
connection is lost (between CU and BCU).  

At this point the BCU is not synchronised.  

Incident 2: Failure of MSs connection to Eurodac, due to a Central Unit issue (impact on MSs and eu-
LISA) 

In order to prevent the further negative impact of the corrosive substances split on the racks containing 
network equipment, all the racks needs to be turned off and cleaned immediately, which means an 
outage of MSs connection to the Eurodac CU. Thus this causes the network interruption (failure) for 
eu-LISA Eurodac CU with all the MSs.  

eu-LISA should assess the situation and if the case decide to failover Eurodac from CU to BCU.  

Incident 3: Dataloss at BCU (impact on eu-LISA and MSs)  

Due to the outage of P2P connection, the failover can only be done from BCU. However, after the 
failover to BCU is completed, the BCU database is not fully updated due to previously mentioned P2P 
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outage, which had caused the lack of synchronisation between the CU and BCU and therefore the data-
loss at BCU.  

After a few hours, when failover is finished, the BCU is available, but the database is not integral. 
Therefore there is the need to have eu-LISA  recover the lost data.  

In the meantime, the entire incident should be reported by eu-LISA to the MSs, using the 
communication tools (testing human resources, communication tools between eu-LISA SD and MSs 
by SPoC Mail/SM9/phone calls). Also, incident management/escalation procedure is activated after a 
particular time of the event.  

 

Event 3: Eurodac Malware attack.  

From the Euro-domain of TestaNG an attack was launched on Eurodac. 

Incident 1: Receiving several similar messages from an external Eurodac party, from inside the Euro-
domain of TestaNG triggers the IDS in the firewall of Eurodac.  

Incident 2: The files attached to the suspicious messages contain a malware that starts to replicate 
and corrupt the Eurodac database. 

  

Event 4: Network connection loss at the MSs side. (event for the MSs to play) 

One or more local network disruptions at the MSs require to have the MSs switch to their BLNI. 

Incident 1: Due to roadworks the connection at the MSs is lost (LNI).  

Unavailability of National LNI: The main national LNI has become unavailable due to network issues of 
both the WAN leased lines. Connection to CS Eurodac must be restored by failing over to the BLNI, 
until the network provider fixes the problem. 

Incident 2: A fire in the site of Eurodac NU creates the need to switch to the national back-up sites of 
Eurodac.  
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1.6 Roles and Responsibilities 

 

I. Exercise participants 

The participants of the Eurodac Exercise 2019 are eu-LISA and the 6 Member States, represented by 
their national authorities responsible for the management of national units of Eurodac (Finland, Italy, 
Latvia, the Netherlands, Portugal, and Switzerland). Each of the participants (eu-LISA and the 
participant MSs) is responsible for fulfilling their part in the project implementation, including the 
designation of the representatives for fulfilling the specific exercise roles, ensuring the availability and 
the logistic support for these representatives to perform as expected their concrete project related 
activities and processes, for making available the exercise venues and tools for the execution phase, 
etc. 

 
II. Setup of the exercise execution 

During the execution of the Exercise, all the representatives (players and monitors) of the participants  
(eu-,)3! ÁÎÄ ÔÈÅ ά -ÅÍÂÅÒ 3ÔÁÔÅÓɊ ÁÒÅ ÐÒÅÓÅÎÔ ÁÔ ÔÈÅÉÒ ÏÒÇÁÎÉÓÁÔÉÏÎÓȭ ÐÒÅÍÉÓÅÓȟ ÈÁÖÅ ÔÈÅ ÅØÅÒÃÉÓÅ ÔÏÏÌÓ 
and perform the response actions as needed in order to answer the simulated incidents as per exercise 
scenario via the injects sent by the organisers of the exercise, according to the Master Scenario Event 
List.  

The organiser of the Exercise (eu-LISA), with support of ENISA, monitors the exercise execution from 
the dedicated location (eu-LISA site in Strasbourg), and handles any exercise management related 
issues. They also make sure that the dedicated Cyber Exercises Platform (CEP) works properly and 
ensures proper access to the players and monitors, as well as it sends the injects to the players in a 
timely manner.  

 
III. Exercise Roles and responsibility 

 

I. Exercise Preparatory Phase 

Roles Responsibilities 

1. Central planners (organisers): eu-
,)3!ȭÓ ÄÅÓÉÇÎÁÔÅÄ ÐÅÒÓÏÎÎÅÌ ɉÆÒÏÍ 
the Security Unit) in charge of 
implementing the Eurodac Exercise 
project. 

- Responsible for the entire project management and 
the management of all the processes related to 
Exercise; 

- They are supported by ENISA in fulfilling their 
responsibilities. 

2. Local planners: eu-LISA and the 
-ÅÍÂÅÒ 3ÔÁÔÅÓȭ ÒÅÐÒÅÓÅÎÔÁÔÉÖÅÓ 
involved in the preparation of the 
Exercise are the Exercise local 
planners. 

 

- Main role is to ensure all the preparatory decisions 
and actions for Exercise are taken/implemented as 
requested;  

- Local planners have to ensure that the necessary 
resources (specialised human resources, the IT tools, 
administrative details and logistic resources) are 
available for the execution of the exercise at the local 
level. 

II. Exercise Execution Phase 

Roles Responsibilities 

1. Central Monitors: eu-,)3!ȭÓ 
representatives fulfilling the 

- Responsible for sending all the injections to the 
Exercise participants (players), as per the Master 
Scenario Event List, via the dedicated exercise 
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ÏÒÇÁÎÉÓÅÒÓȭ ÒÏÌÅ shall also be the 
central monitors.  

platform (CEP), and/or other agreed tools. They shall 
also receive answers to these injections where the 
case.  

- Continually monitor the execution of the Exercise 
and shall communicate, as needed, with the local 
monitors to sort out any potential issues that may 
occur regarding the organisation of the Exercise. 

2. Local Monitors: the local planners 
fulfil the roles of local monitors 
during the execution of the 
Exercise, 

The Exercise participants will have the 
possibility to appoint an additional 
local monitor present at eu-,)3!ȭÓ 
premises for the execution phase in 
order to better ensure the 
coordination between the local 
monitors on their site and the central 
monitors. This additional local 
monitor is not a mandatory 
appointment. 

- Monitor the local execution as necessary while 
ÂÅÉÎÇ ÐÒÅÓÅÎÔ ÁÔ ÔÈÅÉÒ ÏÒÇÁÎÉÓÁÔÉÏÎÓȭ ÐÒÅÍÉÓÅÓ ÄÕÒÉÎÇ 
the Exercise execution; 

- Throughout the Exercise execution phase, the players 
shall report to the local monitors all the issues 
related to the Exercise. The local monitors will 
forward the issues raised further to the central 
monitors and will liaise with them to solve these 
matters; 

3. Players: the teams (eu-LISA and 
MSs) involved in the Execution of 
the Exercise to play the Exercise 
scenario 

¶ The Exercise story line and the 
Master Scenario Event List (MSEL) 
shall not be shared with the players. 
Otherwise, the objectives of the 
Exercise would not be achieved; 

¶ Players also receive the State of 
The World document (a document 
describing the background 
situation, possible crisis etc., and 
their exact role in fixing them) and 
the specific formalised instructions 
for the Execution phase applicable 
to them. 

- The players are represented by the specialised IT 
operational personnel managing the Eurodac Central 
and National Units of eu-LISA and of the national 
designated authorities of the participating Member 
3ÔÁÔÅÓ ÆÏÒ ÔÈÅ ÅØÅÒÃÉÓÅȭÓ ÐÕÒÐÏÓes; 

- The players can be organised as single contact points 
from the Exercise perspective (as in reality is with the 
SPOCs), and receive during the execution of the 
Exercise all the injects from the organisers through 
their email addresses registered on the dedicated 
exercise platform (CEP). These email addresses are in 
advance communicated to the Exercise organisers in 
order to register them. 

- If decided at the local level, they might be supported 
in the exercise execution by contractors as per real 
operation. 

4. Observers: ÔÈÉÒÄ ÐÁÒÔÉÅÓȭ 
representatives (the MSs 
participating as observers, other 
national authorities, members of 
the Eurodac AG, other EU bodies, 
etc.) present during the execution of 
the Exercise, at any of the location 
of the Exercise (location of the 
central monitoring, locations of eu-
LISA and the Members States 
where the local execution is 
performed). 

- The observers are not involved in the execution of 
the Exercise and do not fulfil any active role; 

- At eu-,)3!ȭÓ ÐÒÅÍÉÓÅÓ ÉÔ ÉÓ foreseen to have as 
observers the Chairmen of eu-LISA AGs, 
representatives of EC and other EU institutions or 
bodies, representatives of the MSs participating as 
observers during the preparations of the Eurodac 
Exercise 2019, etc. 

III. Exercise Evaluation Phase 
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Roles Responsibilities 

1. Central evaluators: following the 
execution of the Exercise, the 
organisers fulfil the role of central 
evaluators 

- Centralise the questionnaires and other information 
received from the local evaluators and/or players, 
assess the outcomes and draft the Exercise report 

2. Local Evaluators: following the 
execution of the Exercise, the local 
monitors become the local 
evaluators. 

- Fill in the pre-defined questionnaire and send it 
afterwards to the Exercise organiser, by using the 
information gathered during the execution of the 
Exercise. 

 

1.7 Evaluation process 

 

The exercise monitoring and evaluation is driven by the goals and objectives commonly agreed by the 
project team (eu-LISA, the senior user and the MS) at the first preparatory meeting. Reporting activities 
both during and after the Exercise execution, related to the monitoring and the evaluation processes, 
will be connected to the Exercise objectives.  

6.1. Monitoring 

During the Exercise, local monitors (and/or moderators where applicable) will observe the (re)action of 
players to injects and the way they fulfil their tasks as per process and procedure in place. In addition, 
in case there are any Exercise execution related incidents (e.g.: injects are not received by the players 
or they are received with a relevant delay, etc.), the role of the local monitors is to inform the central 
monitors accordingly and liaise with them to handle the identified issues.  

Observation notes 

Each of these observations by the local monitors during the execution phase will be the subject of filling 
in a form of observation notes in the CEP. Each observation should be linked to one of the Exercise 
objectives.  

4ÈÅ ÁÐÐÒÏÁÃÈ ÁÎÄ ÔÈÅ ÍÅÁÎÓ ÔÈÁÔ ÌÏÃÁÌ ÍÏÎÉÔÏÒÓ ×ÉÌÌ ÕÓÅ ÔÏ ÏÂÓÅÒÖÅ ÔÈÅ ÐÌÁÙÅÒÓȭ actions is a local 
matter, which has to be dealt with at local level.  

Communications via chat-tool and other means 

For the execution phase, in order to report in real-time and be provided a timely feedback, the central 
and local monitors will use the following tools: 

- Dedicated chat-tool, provided by the exercise organisers with the support of ENISA (a special 
chat room will be created for the exercise purposes); 

- Email service (a dedicated email address from the organisers will be available for reporting 
done by the local planner regarding any specific issue that might occur during the execution 
phase, and for the replies of the exercise organisers; 

- Dedicated phone number(s) will be made available by the organisers to receive any phone calls 
regarding specific issues encountered by the participants during the exercise execution. 

 

 

Status report forms 

In addition, local moderators will have to submit each two hours a status report with the situation at 
the local level during the reporting period. The report will be tailored around the exercise objectives 
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and the exercise flow. The situation report would link the related observations noted by the local 
monitors. 

Surveys 

After the first day of the Exercise, each local planner and each player (with accounts created on the 
exercise platform) will be requested to fill in a survey with the relevant information following the 
execution of the Exercise. The survey links will be sent via email to all the concerned roles and they will 
have as a deadline to fill in the survey within the following 7 days. 

 

6.2 Evaluation of Exercise 

The results from the evaluation process will be analysed by eu-LISA, together with the observation 
notes and situation reports submitted during the exercise. The analysis will be shared with all 
participating/involved parties. 

Central monitors shall collect all the relevant information to the Exercise execution as following: 

¶ From the platform records; 

¶ From the hourly reports of the local monitors; 

¶ From the records of SPOC Mail and SM9; 

¶ From any reports related to the Exercise execution; 

¶ &ÒÏÍ ÔÈÅ ÒÅÐÏÒÔÓ ÏÆ ÔÈÅ ÈÏÔ ÄÅÂÒÉÅÆÓ ÐÅÒÆÏÒÍÅÄ ÁÔ ÅÁÃÈ ÐÁÒÔÉÃÉÐÁÎÔȭÓ ÌÅÖÅÌ ÓÈÏÒÔÌÙ ÁÆÔÅÒ ÔÈÅ 
exercise execution; 

¶ From the surveys sent by the local planners and local players. 

Central monitors shall assess the collected information and draft the exercise report, bearing in mind 
the following: 

¶ The report presents if and how the exercise goals and objectives have been fulfilled; 

¶ The report describes the main relevant aspects of the preparatory and execution phase of the 
exercise; 

¶ The report presents the relevant findings for all the Eurodac users (it does not matter if they 
have participated in the exercise); 

¶ The report contains recommendations to improve the current status of Eurodac; 

¶ For the evaluation meeting, the planners should put together a short presentation on which 
KPIs were met, and future recommendations. 

 

1.8 Observation notes and status reports 
 

The exercise monitoring and evaluation is driven by the goals and objectives commonly agreed by the 
project team (eu-LISA, the senior user and the MS) at the first preparatory meeting. Reporting activities 
both during and after the Exercise execution, related to the monitoring and the evaluation processes, 
will be connected to the Exercise objectives. 

During the Exercise, local monitors observed the (re)action of players to injects and the way they fulfil 
their tasks as per process and procedure in place. In addition, in cases, such as injects are not received 
by the players or they are received with a relevant delay the local monitors informed accordingly the 
central monitor and liaised with them to handle the identified issues. They were two forms of reporting 
such as the observations notes and the status reports. 

Each of these observations notes by the local monitors during the execution phase were the subject of 
filling in a form of observation notes in the CEP. Each observation was linked to one of the exercise 
objectives. 
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In addition, local moderators submitted each two hours a status report with the situation at 
the local level during the reporting period. The report is also tailored around the exercise objectives and 
the exercise flow. The situation report linked the related observations noted by the local monitors. 
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2. &ÉÎÄÉÎÇÓ ÒÅÌÁÔÅÄ ÔÏ ÔÈÅ ÓÅÃÕÒÉÔÙ ÐÏÌÉÃÉÅÓ ÁÎÄ ÐÒÏÃÅÄÕÒÅÓ ÆÏÒ ÔÈÅ 
%ÕÒÏÄÁÃ ÃÅÎÔÒÁÌ ÕÎÉÔ ÁÎÄ ÎÁÔÉÏÎÁÌ ÕÎÉÔÓ ÉÎÖÏÌÖÅÄ ÉÎ ÔÈÅ ÅØÅÒÃÉÓÅ 

This chapter provides an evaluation of one of the high goals of the exercise: Validation of the 
security policies and procedures for the Eurodac central unit and national units involved in the 
exercise.  

One exercise objective was associated with the related activities, presented hereafter.    

2.1 Objective 1: Assess and test the effectiveness and efficiency of the 
existent security controls in place for Eurodac 

Analysis of the key performance indicators 

The key performance indicators associated with the objective 1 of the high-level goal was:  

1. Is there any security policy or plan in place? If yes, are the security policy and/or plans 
sufficient? 

2. Have the roles and responsibilities for security been assigned? Are they part of the team 
handling incident management processes? Are the designated staff aware of their 
assignments? 

3. Are there specific security controls in place to ensure the proper response in case of 
disruption security incident? 

The above KPIs were measured by: 

¶ observation during the execution of the exercise.  

¶ assessing the management decision for assigning roles and responsibilities and/or Security 
Plan if it contains them and.  

¶ observing controls' performance during the execution (e.g. time to deploy, effectiveness, etc.), 
checking specific logs or email communication from the players.  

 

Observation of the players during the execution of the exercise was a very important aspect as it 
revealed their level of experience and knowledge. 

The monitors had to answer questions such as:  

¶ Was there any security policy or plan in place before the incidents? If yes, was the security policy 
and/or plans sufficient? 

¶ Have the roles and responsibilities for security been assigned before the exercise? 

¶ Were these roles and responsibilities part of the team handling incident management 
processes? 

¶ Were the players aware of the roles and responsibilities for security before the exercise? 

¶ Were the players aware of their assignments for security before the exercise? 

¶ Were there any specific security controls in place to ensure the proper response in case of a 
disruption or a security incident? Please observe the controls' performance during the 
execution (e.g. time to deploy, effectiveness, etc.) and if applicable check any specific logs or 
email communication from the players. 

 

Monitors had to as well identify any policies or plans that needed improvement/updating. 
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Some qualitative feedback provided by the participants during the monitoring and evaluation 
processes consisted in the following: 

¶ Virus alerts recognized and informed onwards to others involved, but security incident not 
reported to security team. (eu-LISA) 

¶ MSs should consider how to improve security instructions, if incidents like the ones in the 
exercise should be reported to the security team etc. (MSs) 

¶ Some need to improve national AFIS system documentation and instructions came up. 
(MSs) 

 

2.1.1 Observations 
O1. Some documentation (technical procedures) 

was identified as either missing from the 
dedicated sharedrive or not up to date. 

O2. MSs and eu-LISA have a security policy or a 
security plan in place. These plans/policies 
although sufficient, in some cases were neither 
known nor updated. 

O3. Security Controls for the NAPs are not aligned 
among MSs. 

O4. Some Security incidents were not reported to 
security unit during the exercise.  

2.1.2 Challenges C1. In some cases, there is either no policy for 
documents management or if there is, it is not 
updated.  

C2. The training plans for the personnel do not 
always reflect the needs of security regarding 
internal policies and procedures. 

C3. Security controls among different MSs are 
difficult to align as different aspects of 
security are in place in each MS.  

C4. Security policies or plans and procedures were 
not known to their full extent to all the 
participants.  

2.1.3 Recommendations R1. Policies and plans should be reviewed and 
updated periodically. Document 
management policies should be in place and 
followed strictly.  

R2. Policies and plans should be known to all the 
personnel engaged to Security activities. 

R3. Minimum security requirements should be 
aligned among MSs. 

R4. Players should be familiar with  their roles and 
responsibilities and able to react accordingly 
in case of a disruptive incident. Proper training 
should be given on a recurrent basis.   
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ΩȢ &ÉÎÄÉÎÇÓ ÒÅÌÁÔÅÄ ÔÏ ÔÈÅ ÂÕÓÉÎÅÓÓ ÃÏÎÔÉÎÕÉÔÙ ÐÏÌÉÃÉÅÓ ÁÎÄ ÂÕÓÉÎÅÓÓ 
ÃÏÎÔÉÎÕÉÔÙ ÁÎÄ ÄÉÓÁÓÔÅÒ ÒÅÃÏÖÅÒÙ ÐÌÁÎÓ ÆÏÒ ÔÈÅ %ÕÒÏÄÁÃ ÃÅÎÔÒÁÌ ÕÎÉÔ 
ÁÎÄ ÎÁÔÉÏÎÁÌ ÕÎÉÔÓ ÉÎÖÏÌÖÅÄ ÉÎ ÔÈÅ ÅØÅÒÃÉÓÅ  

This chapter provides an evaluation of the high goal of the exercise: Validation of the business continuity 
policies and business continuity and disaster recovery plans for the Eurodac central unit and national units 
involved in the exercise.  

One exercise objective was associated with the related activities, presented hereafter.    

3.1 Objective 2: Analyse the effectiveness and efficiency of the activation 
procedures and disaster recovery processes for Eurodac central unit and 
national units 

Analysis of the key performance indicators 

 The key performance indicators associated with the objective 1 of the high-level goal was:  

4. Are RTOs and, where applicable, RPOs suitably defined; esp. for restoring main services? 

5. Have the defined RTOs and RPOs been achieved during the exercise execution? 

6. Have the roles and responsibilities for BC and DR been assigned? Are the assignees aware of 
their assignment? 

7. Have the BC teams been trained accordingly and have knowledge of the BC and DR 
processes? 

8. Are the updated versions of the disaster recovery procedures available to the personnel? 

9. Are the disaster recovery teams able to use the specific procedures without detailed support? 
Have they been training accordingly? 

The above KPIs were measured by : 

¶ observing RTOs and RPOs as mentioned in the plans. 

¶  identifying missing or out of date RTOs and/or RPOs.   

¶ comparing the results of the exercise ,in terms of time and recovery of data. 

¶ observing the management decision for assigning the roles and responsibilities.  

¶ observing if the BCP is triggered when foreseen, and by whether responsible personnel is aware 
of the processes and where to find the BCP documentation for use. 

¶ observing it during the execution of the exercise (the time to retrieve the procedure and 
whether the versions were up to date ). 

¶ observing if  the players go to ask for support from the MWO framework contractor or other 
contractors. 

Observation of the players during the execution of the exercise was very important aspect as it 
revealed their level of experience and knowledge.  

The monitors had to answer questions such as :  

¶ Are RTOs and RPOs suitably defined (usually they are mentioned in the BCP) for restoring 
especially the main services? 

¶ Have the defined RTOs and RPOs been achieved during the exercise execution? 

¶ Have the roles and responsibilities for BC and DR been assigned before the exercise? 
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¶ Were the players aware of their roles and responsibilities for  BC and DR before the exercise? 

¶ Were the players aware of their assignments for  BC and DR before the exercise? 

¶ Had the BC teams been trained accordingly and did they have knowledge of the BC and DR 
processes? 

¶ Did the player have sufficient knowledge of the BC and DR processes to address all the 
incidences during the exercise? 

¶ Was the BCP documentation sufficient and effective?  

¶ Were the updated versions of the disaster recovery procedures available to the personnel? 

¶ Did the players face any problems during the  exercise introduced by the lack of updated 
documentation (current versions of BCP, DR plans, technical instructions etc.)? 

¶ Were the disaster recovery teams able to use the specific procedures without detailed support? 
Were they trained accordingly? 

¶ Did the players ask for support from the MWO framework contractor or other contractors? 

 

Monitors had as well to identify any policies or plans that needed improvement/updating. 

Some qualitative feedback provided by the participants during the monitoring and evaluation 
processes consisted in the following: 

Ɇ Some need to improve national AFIS system documentation and instructions came up. 
(MSs) 

 

3.1.1 Observations 
O1. There was no formal activation of the BC Plan, 

although the activities went ahead as if the 
BCP had been activated. 

O2. Some documentation (technical procedures) 
was identified as either missing from the 
dedicated sharedrive or not up to date. 

O3. Only some of the MS participants have specific 
RTOs and RPOs defined for their services. 

O4. No access credentials were either created  or 
updated for all the on-duty personnel in BCU. 

O5. When the players were taken out of their usual 
environment, they were not able to process 
their tasks easily. 

O6. Roles and responsibilities for BC and DR have 
been assigned before the exercise execution, 
but this assignment is not documented in all 
MSs. Some players were not familiar with 
these roles. 

O7. The BCU players of eu-LISA who are not part of 
the application administrators team (Second 
Level of Support sector) could not performed 
the technical operations from BCU without 
being guided remotely by the colleagues in CU. 

3.1.2 Challenges C5. Incident management process is designed to 
handle most critical incidents without 
triggering the BC Plan.  
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C6. Document repositories are not always 
maintained. 

C7. RTOs and RPOs should be derived from the 
context of the system instead of the technical 
limitations.  

C8. Access credentials are not verified 
periodically.  

C9. Players find it hard to handle all the incidents 
when away from  their personal day to day 
workspace/working environment.  

C10. The phone number list for all the on duty 
numbers (including the one in BCU) is not 
amended and easily made available in a 
dedicated space for all  eu-LISA staff.  

3.1.3 Recommendations R5. Stand-by duty players in BCU should be 
trained periodically and become familiar with 
running BC related activities. 

R6. Triggering the BC Plan should be considered a 
mandatory step when applicable to the 
incident management process, and the plan 
should be activated de facto in major 
incidents. 

R7. All the necessary BC and technical 
documentation should be updated and 
available to all involved  parties related to BC 
activities. 

R8. Access credentials should be checked 
periodically for their effectiveness. 

R9. Players should be able to work effectively and 
efficiently, even away from  their personal 
workstations. 

R10. RTOs and RPOs should be clearly defined and 
aligned for all the critical services both in at 
national and centralized (eu-LISA) level. 

R11. Policies, plans and procedures should be 
reviewed and updated periodically. 

R12. Policies, plans and procedures should be 
known to all the personnel  involved in BC 
activities. 

R13. The specifically appointed personnel should 
be familiar with  their roles and 
responsibilities and able to react accordingly 
in case of a disruptive incident 

R14. Roles and responsibilities should be 
documented and updated periodically. The 
HR should work closely with the relevant 
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teams.   

 

 

 

ΪȢ &ÉÎÄÉÎÇÓ ÒÅÌÁÔÅÄ ÔÏ ÇÁÐÓ ÒÅÇÁÒÄÉÎÇ ÔÈÅ ÃÏÏÒÄÉÎÁÔÉÏÎ ÁÎÄ 
ÃÏÍÍÕÎÉÃÁÔÉÏÎ ÉÎ ÃÁÓÅ ÏÆ ÃÒÉÓÉÓȢ 

This chapter provides an evaluation of the high goal of the exercise: Identifying opportunities for 
improvement of the current incident management processes for the Eurodac central unit and national units 
involved in the exercise.  

One exercise objective was associated with the related activities, presented hereafter.    

4.1 Objective 3: Identify any gaps and/or opportunities for improvement of 
coordination and communication in case of crisis with both internal and 
external stakeholders 

Analysis of the key performance indicators 

The key performance indicators associated with the objective 1 of the high-level goal was:  

10. The time taken to escalate to the needed fora in case of an incident. 

11. The number of situations when the organisation failed to report in due time to all relevant 
stakeholders according to the processes in place. 

12. The number of cases when the organisation failed to update the stakeholders regarding the 
progress in managing incidents, as per the process in place. 

13. The number and types of processes identified as needed to be formalised in order to ensure 
the coordination and communication with both internal and external stakeholders. 

 

The above KPIs were measured by : 

¶ observing if knowledgeable of the escalation procedure or eventually improvement 
needed;  

¶ checking specific logs or email communication from the players. 

Observation of the players during the execution of the exercise was a very important aspect as it 
revealed their level of experience and knowledge.  

The monitors had to answer questions such as :  

¶ Was the knowledge of the escalation procedure sufficient?  How long did it take to escalate to 
the needed fora in case of each incident. Did the players ask for support from the MWO 
framework contractor or other contractors? 

¶ How many situations did the organisation fail to report in due time to all relevant stakeholders 
according to the processes in place? 

¶ How many situations did the organisation fail to update the stakeholders regarding the 
progress in managing incidents, as per the process in place? 

¶ Did you identify any processes as needed to be formalised in order to ensure the coordination 
and communication with both internal and external stakeholders? If yes, please provide details. 
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Monitors had as well to identify any policies or plans that needed improvement/updating. 

Some qualitative feedback provided by the participants during the monitoring and evaluation 
processes consisted in the following: 

¶ National players informed by e-mail all end users that, due to fire, Eurodac is not available 
for a few days. (MSs) 

¶ Some players lost the network communication and immediately informed the specific 
service provider about this issue (after being informed by phone the Central System 
Eurodac).  (MSs) 

¶ Due to impossibility of failover done from CU, BCU players are taking over all actions that 
are requested by CU colleagues.  A phone connection is opened and CU application 
Administrator is providing instructions (by mail or the corporate chat tool and orally -> 
commands to execute) to perform failover from BCU. Nevertheless this operation takes 
a lot of time, which brought additional unavailability for Eurodac for MS than initially 
foreseen; the RTO values were still achieved . (eu-LISA)   

¶ CiC player confirmed that switchback has been successfully performed. However, at the 
time of the finalisation of this technical process, the MSs had already started  the next 
incidents that had created unavailability at their level; this meant not being able to 
received de facto any transactions at the central level following the switchback. (eu-LISA) 

¶ -3Ó ÃÏÕÌÄÎȭÔ  ÂÅ ÓÕÒÅ  ×ÈÅÔÈÅÒ ÔÈÅ ÉÎÆÅÃÔÅÄ ÁÔÔÁÃÈÍÅÎÔ ×ÁÓ ÁÃÔÕÁÌÌÙ ÓÅÎÔ ÂÙ 3ÅÒvice Desk 
or by some "Man in the Middle". (eu-LISA - MSs) 

¶ Players have issues to correctly configure Eurodac specific tools and test their 
credentials. (PAS)  

¶ For better efficiency in the use of the communication channels by Players, it would have 
been more beneficial to add 1 or 2 phones or to use headset/microphones. (eu-LISA - 
MSs) 

¶ Players first decided to contact BCU over emails regarding the CU loss and the failover 
instead of trying to reach them by phone. More immediate and faster communication 
means should be used in such cases. (eu-LISA) 

¶ Miscommunication to players as they can access to CU and BCU (EUWS connection 
through management network). They expected to be able to run failover from CU. (eu-
LISA) 

¶ Last hours have been busy for the SPOC player, and especially when writing status 
reports, he said he is already confused about what is happening  and how the issues 
affected on what etc. Some details concerning the systems were also not fully 
understood by the player, which is understandable as he is not an expert on AFIS or 
Eurodac. (eu-LISA) 

¶ Transactions sent by the MSs were received with a delay by the central system. (eu-LISA 
- MSs) 

¶ Once CU colleagues took over activities, there is a silence  in  BCU, no calls, no requests, 
so players in BCU are not aware if finally issues are solved, if there were any other ongoing 
actions , and finally if switch back was performed. (eu-LISA) 

¶ The deletion of the records that we planned to do failed: the reason is that at the time we 
were supposed to delete the records players were having issues to failover and did some 
manual action on cafis (stop/start). At the moment we deleted the records cafis was down 
therefore the records were not deleted. Players still check the consistency of the data 
between CU & BCU and it was correct. For the next exercise the step that should be 
considered would be to agree on which records to delete with MS and also for them to 
check their own records. (eu-LISA) 
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4.1.1 Observations 
O8. Escalation procedures although sufficient, 

were not known by all the players nor updated. 
O9. Sometimes communications among 

participants were challenging. 

4.1.2 Challenges C11. Policies and procedures are not updated 
periodically. There is no mechanism in use 
able to trigger an updating process when 
someone notices discrepancies among 
documentation and reality.  

C12. Communication means might get affected by 
faults, errors or misconfigurations.  

Documentation is not always kept up to date.  

C13. During the exercise, some issues were present 
in terms of communication. (faults in the 
landlines, outdates lists, etc)  

4.1.3 Recommendations R15. Extra ways of communication should be 
available as redundant resources in case of 
disruptive incidents.  

R16. Risk analysis should assess the possibility of 
risks relevant to communications disruption.  

R17. Plans should present the proper ways of 
communication in case of disruptive incidents 
as well as the proper information flow in terms 
of escalation and standing down of incidents. 

R18. For the future exercise, adjust better the 
timing of the injects in order avoid for all the 
players the over burning in terms of workload 
and better address the business needs. 
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ΫȢ &ÉÎÄÉÎÇÓ ÒÅÌÁÔÅÄ ÔÏ ÉÄÅÎÔÉÆÙÉÎÇ ÏÐÐÏÒÔÕÎÉÔÉÅÓ ÆÏÒ ÉÍÐÒÏÖÅÍÅÎÔ ÏÆ 
ÔÈÅ ÃÕÒÒÅÎÔ ÉÎÃÉÄÅÎÔ ÍÁÎÁÇÅÍÅÎÔ ÐÒÏÃÅÓÓÅÓȢ 

This chapter provides an evaluation of the high goal of the exercise: Identifying gaps regarding the 
coordination and communication in case of crisis.  

Two exercise objectives were associated with the related activities, presented hereafter.    

 

5 .1 Objective 4: !ÓÓÅÓÓ ÁÎÄ ÔÅÓÔ ÔÈÅ ÏÒÇÁÎÉÓÁÔÉÏÎȭÓ ÃÁÐÁÂÉÌÉÔÙ ÔÏ ÄÅÔÅÃÔ ÁÎÄ 
properly react to a critical incident situation 

Analysis of the key performance indicators 

The key performance indicators associated with the objective 1 of the high-level goal was:  

14. The percentage of incidents resolved at first line support that meet the SLA. 

15. The percentage of Incidents resolved by group: SD, 2nd Line, 3rd Line, external. 

16. The number of unresolved incidents. 

The above KPIs were measured by : 

¶ observing the execution of the exercise and by checking the logs of SM9 and the incident 
reports. 

¶ observing and assessing the incident response time against the RTOs from BCP and the 
availability values in the SLA. 

¶ checking specific logs or email communication from the players.   

¶ observation of the players during the execution of the exercise was a very important aspect as 
it revealed their level of experience and knowledge.  

The monitors had to answer questions like:  

¶ What was the percentage of incidents resolved at first line support that met the SLAs?  

¶ What was the percentage of incidents resolved by group: SD, 2nd Line, 3rd Line, external? 

¶ What was the number of unresolved incidents? 

Monitors had to identify  as well  any policies or plans that needed improvement/updating. 

Some qualitative feedback provided by the participants during the monitoring and evaluation 
processes consisted of  the following: 

 

¶ Players found instructions to check national AFIS and request information from 
national infra provider, to locate the problem most likely outside national 
environment. Player sent SPOC mail to Service Desk to report the problem. (MSs) 

¶      Whenever EUWS is not available, it is not easily possible to quickly identify which 
network cables needed to be unplugged to isolate CU from TestaNG, if the case. It 
would rely only on existence and accuracy of the reading labels. (eu-LISA) 

¶      Failover script for Eurodac was not working properly. With the help of the MWO 
contractor, the script has been updated and information has been provided to BCU 
to run it properly. (eu-LISA) 
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¶ As BCU stand-by duty player is not always application administrator, he cannot 
directly execute the technical procedures, which require access to application 
ÁÄÍÉÎÉÓÔÒÁÔÏÒȭÓ account. He had to switch to root (using keypass) and then from root 
to application account. (eu-LISA) 

¶ After issues with starting of one missing process on BCU site, the application 
administrators decided to shutdown whole CAFIS application, and restart it again. 
They believed that it would start also the missing BCDMN process. This took  another 
10 mins compared with  the situation if successful at the first try. (eu-LISA)  

¶ The fire in the data centre destroyed the mail server through which all incoming 
Eurodac and SPOC messages are received by the MSs. Players recognised the scope 
of the problem when looking at the documentation - some clarifications would 
however be good to make to the documentation in order for it to be clearer. The 
players informed both national users and the Service Desk about the incident and the 
duration of it. Estimate for the recovery of the destroyed server is three working days. 
Player understood to contact eu-LISA by calling, as the SPOC was destroyed. (MSs) 

¶ Unable to perform the failover to BCU, from BCU, the application administrators and 
the MWO contractor on site contacted the MWO 2nd line expert on Eurodac-cafis. The 
support team reacted quickly and correct to the alert for the NAP Operator  (eu-LISA) 

¶ Virus alerts recognized and informed onwards to others involved. Information 
security incident was not reported to security team. (eu-LISA) 

¶ Players found instructions to check national AFIS and request information from 
national infra provider, to locate the problem most likely outside national 
environment. Players sent SPOC mail to Service Desk to report the problem. (eu-
LISA - MSs) 

¶ Our antivirus tool did not catch any suspicious mail / attachment or action. Data flow 
to CS / from CS were not impacted. (MSs) 

¶ After our end users understood that there are no answers from CS, we informed CS 
and asked our network team to check issue. While checking issue at the national 
level, we received info from SPOC that the issue is at central site (either took too 
much time on our side, or too early received info from CS).  (eu-LISA ɀ MSs) 

¶ After understanding that problem is at the national level, our admin configured 
environment to process queue quicker. Configuration is implemented according 
admin manual. (MSs) 

 

5.1.1 Observations 
O10. 4ÈÅ ȰÆÁÉÌÏÖÅÒ ÓÃÒÉÐÔȱ ÈÁÄ ÂÅÅÎ ×ÒÏÎÇÌÙ ×ÒÉÔÔÅÎ 

and did not work. Procedure had to be done 
manually. 

O11. The process of failover was done remotely by 
the BCU on stand-by duty players, who are not 
specialised in running that activity. 

O12. People participating from the BCU, needed 
explicit instructions regarding the failover 
necessary actions to be performed.  

O13. 4ÈÅ -7/ ÃÏÎÔÒÁÃÔÏÒȭÓ ÓÕÐÐÏÒÔ ÈÁÄ ÁÎ 
essential role in sorting out the incident. 

5.1.2 Challenges C14. Scripts and automated procedures can be 
affected by changes in the environment. They 
should be verified periodically and tested 
against the proper functional standards.  
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C15. Finding technically capable personnel able in 
perform all the specific processes and 
activities for the on standby duty service in 
BCU all year round can be challenging.  

C16. People participating in missions in BCU do not 
possess in all the case high expertise in 
application administration. 

5.1.3 Recommendations R19. ȰÆÁÉÌÏÖÅÒ ÓÃÒÉÐtÓȱ ÓÈÏÕÌÄ ÂÅ ÃÈÅÃËÅÄ ÒÅÇÕÌÁÒÌÙ 
against their effectiveness. 

R20. Personnel participating in missions in BCU 
should have at least a basic level of technical 
training sufficient for fulfilling the needs in 
case of disruptive incidents.  

R21. People participating in missions in BCU should 
be trained accordingly in order to be able to 
perform the necessary actions in case of 
incident.  

R22. Alternative ways of communication between 
CU and BCU should be in place, able to 
reassure remote help to the mission members 
from CU personnel.   

R23. Update the BCP by including all the external 
stakeholders in the recovery processes. 
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5 .2 Objective 5: Assess and test effectiveness of the incident management 
procedures 

Analysis of the key performance indicators 

The key performance indicators associated with the objective 1 of the high-level goal was:  

17. The number of incidents resolved (tickets closed). 

18. Time taken to resolve each incident. 

19. The number of instances when the organisation did not meet the Incident Management 
SLA. 

The above KPIs were measured by : 

¶ checking the SM9 logs. 

¶ observing the execution of the exercise; by checking specific logs or email communication from 
the players. 

¶ observing and assessing the incident response time against the availability values in the SLA. 

The monitors had to answer questions like:  

¶ What was the number of incidents resolved (tickets closed)? 

¶ What was the necessary time taken to resolve each incident? 

¶ What was the number of instances when the organisation did not meet the Incident 
Management SLA? 

Monitors had to  identify as well  any policies or plans that needed improvement/updating. 

Some qualitative feedback provided by the participants during the monitoring and evaluation 
processes consisted of  the following: 

 

¶ The MSs that do not possess a BLNI  have to wait until the reestablishment of the 
network connection. (MSs)  

¶ A fire has started in the Data Centre hosting Eurodac NAP. If the data centre fire 
suppression systems and fire extinguisher systems solved the situation avoiding any 
damage, we would be up and running. If the servers were affected we will lose 
Eurodac NU, since we don't have BNU. (MSs) 

¶ Due to the connectivity issue of CU Team, the BCU Team has been asked to perform 
the failover process. This takes more time, as BCU Team is not fluent as application 
Administration. (eu-LISA) 

¶ The support team reacted quickly and correct the alert for the NAP Operator. (eu-
LISA) 

¶ Player found instructions to check national AFIS and request information from 
national infra provider, to locate the problem most likely outside national 
environment. Player sent SPOC mail to Service Desk to report the problem.  (MSs) 

¶ Player is following the queues getting shorter and Eurodac transactions has 
progressed after the Eurodac connection was re-established. Some confusion as at 
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the same time received a national inject claiming there still are problems with getting 
Eurodac answers. (MSs) 

¶ Player informed eu-LISA about one transaction that is not finished - and is perhaps 
lost during the failover to BCU. Moves on to SM9 to create a ticket on this along 
Service Desks request. (eu-LISA ɀ MSs) 

¶ Some MSs tried to contact the eu-Lisa Service Desk by SM9  and the SPoC mail with 
negative result. (eu-LISA ɀ MSs) 

¶ Failover is not working as expected. Players are trying to debug the failover script to 
try to failover to BCU. (eu-LISA) 

¶ Luckily, the staff in BCU had IT skills, but they still ÄÏÎȭÔ ÈÁÖÅ ÅÎÏÕÇÈ ÔÅÃÈÎÉÃÁÌ 
knowledge to perform efficiently and effectively on  their own the duty in case of 
major technical issue.  (eu-LISA) 

 

5.2.1 Observations 
O14. Most critical incidents are handled following 

the critical incident management process and 
the BCP is not activated when needed. 

O15. Documentation might not be available to all 
people in case of a critical incident. There is no 
document management process in place to 
enforce proper document dissemination and 
retrieval actions. 

O16. Players are not always familiar with the roles 
and responsibilities assigned to them. They 
tend to follow the day to day instructions, but 
they will not be able to act under a structured 
way in case of a disruptive incident.  

O17. At national level, some players do not have a 
BCU site, BLNI or a test environment for 
Eurodac. 

5.2.2 Challenges C17. Critical incident process should be aligned 
with the BC policy and there should be a clear 
borderline between them.  

C18. Distributing and revoking updated 
documentation to all interested parties can be 
challenging without a proper document 
management process in place.  

C19. Roles and responsibilities should be part of a 
custom-made training process for each 
individual person engaged with the systems 
under disruptive circumstances.  

C20. Building, running and maintaining proper BC 
facilities can be challenging for some MSs 
especially due to lack of relevant resources.  

5.2.3 Recommendations R24. Activation of the BC Plan should be 
incorporated as mandatory step to the 
incident management process and activated 
in major incidents. 
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R25. All the necessary documentation should be 
updated and available to all engaged parties 
related to BC activities. 

R26. Players should be familiar with their roles and 
responsibilities and able to react accordingly 
in case of a disruptive incident. 

R27. All MSs are strongly encouraged to 
implement BCU sites and BLNIs. 

R28. Where applicable, MSs should assess the 
implementation of a test environment. 
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άȢ &ÉÎÄÉÎÇÓ ÒÅÌÁÔÅÄ ÔÏ ÅØÅÒÃÉÓÅ ÏÒÇÁÎÉÓÁÔÉÏÎ  

The last chapter looks at the exercise itself in terms of planning, execution, supporting infrastructure 
and scenario.  

6.1 Exercise planning 

The findings below concern the objective-based planning, the engagement of planners and the 
preparations for the next exercises.  

 

Some qualitative feedback provided by the participants during the monitoring and evaluation 
processes consisted in the following: 

¶ General remark from CIC Player is that the Manager on Duty (not in the Exercise) 
seems to know more about the issues happening than the current Players. He should 
instead ask for situation report. (eu-LISA) 

¶ Players have issues to contact simulated people like manager on duty / network 
administrator performing maintenance => we should have those people available to 
answer call. (eu-LISA - MSs) 

¶ Lack of phones in the meeting room especially that PAS had to drive the action for 
BCU staff on a mobile phone. Some headphones could be good to have. (eu-LISA) 

¶ In the players room we should have a planner that take notes/time of all events to 
ÅÎÓÕÒÅ ×Å ÄÏÎȭÔ ÍÉÓÓ ÁÎÙÔÈÉÎÇ. (Local monitors were not able to catch them all) (eu-
LISA) 

¶ We should dedicate the entire day before to crosscheck that everything is ready for 
the exercise; have a checklist; remind players and planner what to do or not to do. 
(eu-LISA) 

¶ Some MSs that don't have second nap for  Eurodac test environment did not 
participated in some parts of exercise. (MSs) 

 

6.1.1 Observations 
O18. #É# ÃÏÕÌÄ ÎÏÔ ÓÅÅ ÓÏÍÅ ÏÆ ÔÈÅ ΧÓÔ ÄÁÙȭÓ ÅÍÁÉÌÓ 

(not always in front of a monitor. In reality, 
direct communication by phone would rather 
be used, with the service desk still filtering 
calls.  

6.1.2 Challenges C21. Even if the CiC has to make decisions, (s)he 
needs to delegate as much as possible his/her 
tasks and focus on coordination, rather than 
trying to centralize everything by 
himself/herself, in a time of crises. 

6.1.3 Recommendations R29. For future exercises, the exercise 
environment and venue should be improved 
accordingly, in order to reflect the reality as 
much as possible.   

R30. Exercise scenarios should reflect reality in 
terms of communication (more phone calls 
and fewer emails, participants working from 
their offices, etc.). 
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R31. For the future exercise, include on the agenda 
of the last preparatory meeting, also a dry-
run. Run it about one month before to help 
planners test scenarios without running the 
exercise. 

R32. Involve eu-LISA local monitors more in the 
planning. 

 

 

6.2 Exercise execution 

The findings below concern the main steps and elements regarding the execution of the exercise.  

 

Some qualitative feedback provided by the participants during the monitoring and evaluation 
processes consisted in the following: 

 

¶ eu-LISA decided to shutdown the screens of all EUWS during the EUWS outage 
period. (eu-LISA) 

¶ Service Desk Player had to borrow a USB stick in order to copy a message to SPoC 
mail (on PRD) from his corporate machine in order to communicate a message 
coming from Security Officer (not in the exercise). (eu-LISA) 

¶ Only observers at national level were informed about exercise scenario, national 
manager and end users were surprised and confused after receiving email about 
possible virus infection. (MSs) 

¶ Players were not reacting to a possible network disruption between CU and MSs 
ÂÅÃÁÕÓÅ ÔÈÅÙ ÄÏ ÎÏÔ ÒÅÃÅÉÖÅ -3Óȭ ÃÏÍÐÌÁÉÎÔÓ ÁÂÏÕÔ ÔÈÉÓȢ ɉÅÕ-LISA - MSs) 

¶ #É# ÃÏÕÌÄ ÎÏÔ ÓÅÅ ÓÏÍÅ ÏÆ ÔÈÅ ΧÓÔ ÄÁÙȭÓ ÅÍÁÉÌÓ ɉÎÏÔ ÁÌ×ÁÙÓ ÉÎ ÆÒÏÎÔ ÏÆ Á ÍÏÎÉÔÏÒȢ )Î 
reality direct communication by phone would be used, with the service desk still 
filtering calls. 

 

6.2.1 Observations 
O19. 3ÏÍÅ ÅÍÁÉÌÓ ÄÉÄ ÎÏÔ ÈÁÖÅ ÔÈÅ ȱ%ØÅÒÃÉÓÅ ɀ 

Exercise ɀ %ØÅÒÃÉÓÅȱ ÍÁÒËÉÎÇ ÁÎÄ ÃÒÅÁÔÅÄ 
confusion. 

O20. Phones of the MSs assigned for the exercise  
were not working all the times. 

O21. Local monitors faced difficulties to keep track 
of things between players and at the same 
time  report to the Exercise Control room. 

6.2.2 Challenges C22. Players tend to forget to apply the 
communication markings of the exercises 
while drafting their reports or emails. 

C23. Performing multiple tasks on the same time 
can be challenging for the local monitors.  

6.2.3 Recommendations R33. 0ÌÁÙÅÒÓ ÓÈÁÌÌ ÁÌ×ÁÙÓ ÕÓÅ ÔÈÅ ȱ%ØÅÒÃÉÓÅ ɀ 
Exercise ɀ %ØÅÒÃÉÓÅȱ ÍÁÒËÉÎÇ ÆÏÒ ÅØÅÒÃÉÓÅ 
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communications. 

R34. Phone lines assigned for the exercise 
purposes should be working properly and 
checked accordingly before the exercise 
execution.  

R35. Local monitors should have the relevant 
resources available in order to perform their 
tasks. 

R36. CiC could be supported by a deputy or an 
assistant in order to be provided specific 
support. 

R37. Create checklist for important cases, where 
incidents should be tackled in a specific way. 

 

 

6.3 Exercise platform 

The findings below concern technical issues, functionalities , utility  and the user-friendliness of the 
Cyber Exercises Platform (CEP).  

As in all cases of an exercise, the disrupting cause of incidents is not real. It needs to be simulated. 
Depending on the situation, the simulation of the exercise scenario is created artificially. This is done 
either by direct actions on the exercise environment (actions planned in advance by the exercise 
organisers and performed by the local moderators before and during the exercise) or by 
presenting/communicating some facts as being real according to the exercise scenario (although in 
reality they are not) in order to oblige the players to respond to the simulated reality.  

)Î ÏÒÄÅÒ ÔÏ ÒÕÎ ÔÈÅ ÅØÅÒÃÉÓÅ ÁÃÃÏÒÄÉÎÇ ÔÏ ÔÈÅ ÓÉÍÕÌÁÔÅÄ ȰÒÅÁÌÉÔÙȱȟ ÁÌÌ ÔÈÅ ÁÃÔÏÒÓ ÉÎÖÏÌÖÅÄ ÉÎȾÃÏÎÃÅÒÎÅÄ ÂÙ 
the execution of the exercise (planners/moderators/monitors, players, observers, etc.) need to make 
an effort in using their imagination, experience and knowledge to understand beyond the artificially 
created test cases how they should react if such situations would occur.  

The exercise platform simulated the reality for the players in a structured and organised way; however, 
it was not exactly as in a real situation. The difficulties were in understanding how the exercise platform 
tasks were foreseen, keeping  in mind that most of the actors lack experience in running exercises based 
on a modern exercise platform. 

Nevertheless, in spite of those difficulties, all the participants could adapt to the approach, and it did 
not alter the foreseen course of the exercise and the platform was still perceived as a valuable tool 
by participants. 

From the management of the exercise perspective the platform was very helpful for the exercise 
organisers and local planners. The exercise platform was used to share documents, draft incidents or 
injects, and to manage the exercise players and planners accounts. 

&ÒÏÍ ÔÈÅ ÐÁÒÔÉÃÉÐÁÎÔÓ ÔÈÅ ÉÍÐÒÅÓÓÉÏÎÓȟ ÁÓ ÐÅÒ ÃÏÍÍÅÎÔÓ ÏÎ ÔÈÅ ÓÕÒÖÅÙȭÓ ÑÕÅÓÔÉÏÎÓȟ ÔÈÅ ÏÖÅÒÁÌÌ 
impression was positive, although there were some mixed opinions too. 

Some qualitative feedback provided by the participants during the monitoring and evaluation 
processes consisted in the following: 
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6.3.1 Observations 
O22. During the exercise there was a need to pause 

the execution scenario for a few minutes due to 
some delays. This was not possible.   

6.3.2 Challenges C24. Platform restrictions due to not  allow 
pausing/delaying all the injects being 
submitted if necessary. 

6.3.3 Recommendations R38. Implement the possibility of scheduling the 
injects from one incident depending on the 
relative period from the previous inject in the 
list of the incident.  

 
 

6.4 Exercise incident foreseen by the scenario and supporting documentation 

The findings below relate to the relevance of the incident of the scenario elements to contribute to 
the exercise objectives and to the supporting documentation for the players.   

Overall as indicated below, participants were satisfied and very satisfied with the quality of the 
incidents of the exercise scenario.  

The incidents of the exercise scenario were in general very much appreciated by both the players and 
the planners, since it provided to all the participant a good opportunity to test their processes, policies 
and procedures, and identify the existent gaps, as the comment below received through the surveys: 
 

Some qualitative feedback provided by the participants during the monitoring and evaluation 
processes consisted in the following: 

 

¶ Phone numbers provided in the contact list in order to reach BCU are either incorrect or 
did not work properly (eu-LISA) 

 
 

6.4.1 Observations 
O23. Some phone numbers in the phone list 

provided to participants, were either outdated 
or non functional during the exercise 
execution. 

6.4.2 Challenges C25. Contact information provided for the exercise 
might not be accurate. 

C26. The contact list with phone numbers is not 
maintained updated and easily reachable by 
the staff involved in the incident management 
process and/or business continuity response.  

6.4.3 Recommendations R39. Information provided to participants before 
the exercise should be double checked in 
order to be accurate. 
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6.5 Eurodac Exercise 2019 overall experience 

The overall experience of Eurodac Exercise 2019 was positive. The majority of the monitors and players 
appreciated the exercise, assessed it as a success and confirmed that they would be eager to participate 
in future exercises. 

Overall the EURODAC 2019 exercise has been a very good experience. The exercise scenarios were well 
planned. The exercise hopefully uncovered interesting and actionable findings. The findings should not 
be perceived as failures but as an opportunity for further improvement.   
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έȢ !ÃÔÉÏÎ ,ÉÓÔ ÓÕÍÍÁÒÙ 
 

R1. Policies and plans should be reviewed and updated periodically. Document management 
policies should be in place and followed strictly.  

R2. Policies and plans should be known to all the personnel engaged to Security activities. 

R3. Minimum security requirements should be aligned among MSs. 

R4. Players should be familiar  with their roles and responsibilities and able to react accordingly in 
case of a disruptive incident. Proper training should be given on a recurrent basis.   

R5. Stand-by duty players in BCU should be trained periodically and become familiar with running 
BC related activities. 

R6. Triggering the BC Plan should be incorporated as a mandatory step when applicable to the 
incident management process, and the plan should be activated de facto in major incidents. 

R7. All the necessary BC and technical documentation should be updated and available to all 
engaged parties related to BC activities. 

R8. Access credentials should be checked periodically for their effectiveness. 

R9. Players should be able to work effectively and efficiently, even away from  their personal 
workstations. 

R10. RTOs and RPOs should be clearly defined and aligned for all the critical services both at  a 
national and  centralized (eu-LISA) level. 

R11. Policies, plans and procedures should be reviewed and updated periodically. 

R12. Policies, plans and procedures should be known to all the personnel engaged in  BC activities. 

R13. The specifically appointed personnel should be familiar with  their roles and responsibilities and 
able to react accordingly in case of a disruptive incident. 

R14. Roles and responsibilities should be documented and updated periodically. The HR should 
work closely with the relevant teams.   

R15. Extra ways of communication should be available as redundant resources in case of disruptive 
incidents.  

R16. Risk analysis should assess the possibility of risks relevant to communications disruption  

R17. Plans should present the proper ways of communication in case of disruptive incidents as well 
as the proper information flow in terms of escalation and standing down of incidents. 

R18. Ȱ&ailover scriptÓȱ ÓÈÏÕÌÄ ÂÅ checked regularly against their effectiveness. 

R19. Personnel participating in missions in BCU should have at least a basic level of technical training 
sufficient for fulfilling the needs in case of disruptive incidents.  

R20. People participating in missions in BCU should be trained accordingly in order to be able to 
perform the necessary actions in case of incident.  

R21. Alternative ways of communication between CU and BCU should be in place, able to reassure 
remote help to the mission members from CU personnel.   

R22. Activation of the BC Plan should be incorporated as a mandatory step to the incident 
management process and activated in major incidents. 

R23. All the necessary documentation should be updated and available to all engaged parties 
related to BC activities. 
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R24. Players should be familiar with their roles and responsibilities and able to react accordingly in 
case of a disruptive incident. 

R25. All MSs are strongly encouraged to implement BCU sites and BLNIs. 

R26. Where applicable, MSs should assess the implementation of a test environment. 

R27. The exercise environment for future exercises should be improved accordingly in order to 
reflect the reality as much as possible.   

R28. Exercise scenarios should reflect reality in terms of communication (more phone calls and 
fewer emails, participants working from their offices, etc.). 

R29. Have a last preparatory meeting combined with a dry-run. Run it one month before to help 
planners test scenarios without running the exercise. 

R30. Involve eu-LISA local monitors more in the planning. 

R31. 0ÌÁÙÅÒÓ ÓÈÁÌÌ ÁÌ×ÁÙÓ ÕÓÅ ÔÈÅ ȱ%ØÅÒÃÉÓÅ ɀ Exercise ɀ %ØÅÒÃÉÓÅȱ ÍÁÒËÉÎÇ ÆÏÒ ÅØÅÒÃÉÓÅ 
communications. 

R32. Phone lines assigned for the exercise purposes should be working properly and checked 
accordingly before the exercise execution.  

R33. Local monitors should have the relevant resources available in order to perform their tasks. 

R34. CiC could be supported by a deputy. Need for specific processes in place to provide such 
support. 

R35. Create checklist for important cases, where incidents should be tackled in a specific way. 

R36. A pause button should be in place for future exercises. 

R37. Information provided to participants before the exercise should be double checked in order to 
be accurate. 
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,ÅÓÓÏÎÓ ,ÅÁÒÎÅÄ  

Based on the observation notes and the status report that were provided by the local planners, the 
main points that should be highlighted are: 

Eu-LISA 

¶ Players should have a dedicated day to set the environment for the exercise. 

¶ For better efficiency in the use of the communication channels by players, it would have been 
more beneficial to add 1 or 2 phones or to use headset/microphones. 

¶ Email about the incident has been received by player in BCU. However he does not know who 
sent it (usually it has to be sent by eu-LISA SD and coordinated by them), and also who are the 
other recipients of the incident. 

¶ It appears that without EUWS, it is not possible to quickly identify which network cables need 
to be unplugged to isolate CU from TestaNG. It would rely only on reading labels. 

¶ Please put roles of the players in the contact list (like System Admin, Security Officer, etc.) 

¶ General remark from CIC Player is that the Manager on Duty (not in the Exercise) seems to 
know more about the issues happening than the current Players. He should instead ask for 
situation report. 

¶ Email to planners received with 15 min delay. according to time plan email about cut 
connection between CU and MS shall be sent at 11h30, but it was received  at 11h45. 

¶ Phone numbers provided in the contact list in order to reach BCU are incorrect. 

¶ We should cut this connection technically for next exercise between CU and BCU. 

¶ Failover script was not working properly. With the help of MWO contractor, the script has been 
updated and information has been provided to BCU. 

¶ Players have issues to contact fake people like manager on duty / network performing 
maintenance. We should have those people available to answer call. 

Member states 

¶ Information security incident not reported to security team. (FI) 

¶ To be nationally considered: how to improve security instructions for cases like this, if this kind 
of incidents should be reported to the security team etc. (FI) 

¶ Some needs to improve  national AFIS system documentation and instructions came up. (FI) 

¶ Some details concerning the systems were also not fully understood by the player, which is 
understandable as he is not expert on AFIS or EURODAC. On the whole, he has done great! (FI) 

¶ Player recognised the scope of the problem nicely when looking at the documentation - some 
clarifications would however be good to make  to the documentation in order for it to be clearer 
. (FI) 

¶ The main lesson that should be taken by this exercise: (PT) 

¶ Never open malicious attachments. 

¶ Antivirus should be always updated. 

¶ Our team was alerted to follow the implemented security and privacy policies and the available 
alternative communication channels. 

¶ Since we do not have BLNI we have to wait until the reestablishment of the network. (PT) 

¶ If the servers were affected we will lose Eurodac NU, since we don't have BNU. (PT) 

¶ We wonder why we have not received any information from Service Desk player on any issues 
raised so far. At least  as I am planner, had expected some contacts from them. (FI) 
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¶ Concerning the virus that spread inside the infected email attachment, an open question 
remains: was this enough or should the player have followed some other processes also, like 
some defined for arising security threats? (FI) 

¶ Update manual about change of configuration at national level. (LV) 

¶ Update manual about DC loss (who does what, when and how, escalation procedure). (LV) 

¶ Test configuration changes without restarting whole system, but just some components. (LV) 

¶ Communication channel in case of emergency (email is not very effective for local 
communication between involved persons). (LV) 

¶ Furthermore we suggest that in the communication of eu-LISA about a switchover/switchback 
it is always mentioned what is  expected of the MS, queuing the transactions on MS side etc. 
(NL) 

¶ Picket service has not been formally arranged on the MCD (Main Development Contractor) 
side. Picket service of the MCD is now arranged informally. Responsible colleagues are often 
available, but this is not formally arranged. (NL) 

¶ Actively inform CISO in the event of incidents. (NL) 

¶ Making a factsheet (2 A4) available per IT-system, with a short description of the (purpose of) 
system, info users, contacts, impact outages. (NL) 

¶ Tackling security incidents is difficult to put into a strict protocol, suggestion to organize a 
crisis meeting if necessary and to discuss further approaches there. (NL) 

¶ Communication towards the Information Department and the further involvement of the 
Information Department is also a point for attention. All communication with the outside 
world must be coordinated with the information department beforehand. In those cases it 
must always be guaranteed that the minister responsible has been informed and that he/she 
approves communication with the outside world. (NL) 

¶ All colleagues must have an up-to-date contact list (telephone numbers plus e-mail 
addresses) of relevant players for the various circumstances that may arise. (NL)  

¶ For now, the exercise itself gave us good insights and was valuable. We have a lot of useful 
information for national improvements already. (NL) 

¶ Communication channel with external stakeholder needs to be clarified (IT) 

¶ Disaster recovery site and test environment are required (IT) 

¶ It was a good choice to organize an internal working group to update the procedures (IT) 

¶ The exercise gave us the opportunity to test the current incident management processes (IT) 
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 Statistical analysis of the exercise  

¶ 97% of the participants evaluated the Eurodac Exercise 2019 experience positively, while 

50% of them rank it as either very good or excellent! 

¶ 94% of the participants evaluated the relevance and playability of the exercise incidents 

positively, while 50% of them rank them as either very good or excellent! 

¶ 97% of the participants evaluated the supporting material and information positively, 

while 50% of them rank it as either very good or excellent! 

¶ 88% of the participants evaluated the Cyber Exercise Platform positively, while 39% of 

them rank it as either very good or excellent! 

¶ 88% of the participants believe that their intra-organisational procedures were tested 

during the exercise (BCPs, Crisis Management Plans etc.) 

¶ 65 % of the participants believe that the tested opportunities were enough while the 35% 

believe that they were few.  

¶ 86% of the participants believe that the national-level cooperation activities and/or 

contingency plans were tested during the exercise while 64% of them believe that these 

plans were enough.  

¶ More than 85% of the participants indicated that the exercise provided opportunities to 

train people on BCP/DR procedures.  

¶ More than 90% of the participants indicated that there they were security and business 

continuity policies and plans in place before the incidents, while around 40% of them 

indicated that these plans were not enough.  

¶ More than 90% of the participants believe that they were aware of the roles and 

responsibilities in place for security, business continuity and incident management before 

the exercise, while 40% of them indicated that this knowledge was only partial.  

¶ 73% of the participants believe that the Recovery Time Objectives (RTO) and Recovery 

Point Objectives (RPO) for restoring the main services were appropriately defined, while 

33% believe that this was only partially.  

¶ More than 50% of the participants faced problems due to documentation (e.g., updated 

versions of policies, procedures, BCP, DR plans, technical instructions etc.). 

¶ More than 80% of the participants during the exercise were able to identify some 

processes than need to be formalised in order to ensure the coordination and 

communication with some internal or external stakeholders. 

¶ All of the participants (100%) did find the exercise useful for the evaluation and testing 

of their IT operations as well as for the security and business continuity procedures of 

Eurodac, although 10% think that this was only partially.  

¶ All of the participants (100%) intend to participate in future exercises organised by eu-

LISA.   
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 Planners, players and monitors 
evaluation surveys results 

A number of 34 surveys were received from local planners, players and monitors. The results are 
presented in the following charts: 

 
Overall, how do you evaluate the Eurodac Exercise 2019 experience? 
 

 
Overall, how do you evaluate the relevance and playability of the exercise incidents? 
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Overall, how do you evaluate the supporting material and information (Information package, state of the world, 
etc.)? 
 

 
Overall, how do you evaluate the use of the Cyber Exercise Platform? 
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Please specify if your intra-organisational procedures were tested during the exercise (BCPs, Crisis Management 
Plans etc.) 
 

 
 
If yes, whether the tested opportunities were enough? 
 

 
 
Please specify if national-level cooperation activities and/or contingency plans (if they exist) were tested during 
the exercise. 
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If yes, were they enough? 

 
 
Please indicate if the exercise provided opportunities to train people on BCP/DR procedures? 
 

 
 
Were there any security and business continuity policies and plans in place before the incidents? 

 
 
 
If yes, was the security and business continuity policies and plans sufficient? 
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Were you aware of the roles and responsibilities in place for security, business continuity and incident 
management before the exercise? 
 

 
 
Are the Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) for restoring the main services 
appropriately defined? 
 

 
 
 
 
 
Did you face any problems due to documentation (e.g., updated versions of policies, procedures, BCP, DR plans, 
technical instructions etc.)? 
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Did you identify any processes to be formalised in order to ensure the coordination and communication with 
internal/external stakeholders? 
 

 
 
Do you find the exercise useful for the evaluation and testing of the IT operations, security and business 
continuity procedures of Eurodac? 
 

 
 
 
Will you participate in future exercises organised by eu-LISA, should there be any new opportunity? 
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 Observations Charts 
 

The following charts are a graphical representation of the observation notes that were submitted 

by the local moderators. 

 

Figure 1: Number of observations per observation type  

 

Figure 2: Number of observations per incident 
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Figure 3: Number of observations per country and exercise related objective 

 

Figure 4: Number of observations per overall status 

 

 

 

 

 


